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Good morning Chairman Issa, Ranking Member Cummings, and Members of the Committee. | am
pleased to be invited back to share my views on “ObamaCare Implementation: The Rollout of
HealthCare.gov” My remarks today will discuss best practices for major Information Technology (IT)
systems implementation, how policy decisions drive the technical specifications for IT systems, and
the role of the CIO in elevating these decisions to policy officials.

Typical IT Major Project Failure

From an IT implementation standpoint, Healthcare.gov was a classic [T project failure that happens
in the Federal Government too frequently. As the executive leadership of Federal departments and
agencies, the President’s political appointees are at the top of the management chain for Federal
employees and contractors. In looking for the cause of this failure, some point to the lack of
testing. Others, including the President, cite the challenges of the IT procurement process. And
still others note the complexity of the program and the interfaces with private insurance company
systems. However, the cause of this failure was not the complexity of the program, nor the
procurement process, nor the testing. The functionality and shortcomings of Healthcare.gov are
the result of bad management decisions made by policy officials within the Administration; they did
this to themselves. And if they are now surprised, it is because their own policy officials failed to
inform them of the decisions they had made and the consequences associated with those decisions.

Policy Decisions Needed

As soon as this legislation was passed, there were policy decisions which needed to be made. These
policy decisions would drive the technical design of the Healthcare.gov IT system; they
fundamentally determined the work flow and business processes driving how the law would be
implemented.

[’ve been on both sides of policy implementation - as a career civil servant and as a political
appointee.  The problems with Healthcare.gov are symptomatic of a recurring problem: Passing a
law or issuing a policy is not enough. If there is a new law, management reform, or policy initiative
you want to accomplish, then you, as the policy official, need to be engaged during the
implementation to assure there is an appropriate integrated project team in place to manage the
day—to—day operations. All levels of the organization need to be willing to get “in—the-weeds,” to
understand these intricate aspects of management and implementation, because the devil is in the
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details; someone can change a seemingly innocuous requirement in a meeting and cause a huge
impact on schedule, cost, or functionality. [T projects are particularly good at highlighting
management failings because they require coordination between many different parts of an
organization. If the agency CIO is not actively at the management table, participating in those
decisions and, more importantly, explaining the ramifications of the policy decisions they are
making, then projects get off—track and ultimately fail.

For example, one policy decision that is causing problems with Healthcare.gov was whether the
system had to verify the identity of an individual before allowing the user to browse the
marketplace. That is a policy decision, not a technical decision. Technology can actually do
whatever is required. The policy decision that drove the technical implementation created a
bottleneck at the front end. I do not want to speculate on why this identity verification option was
selected. But the generally accepted procedure and best practice for decisions on implementation
requirements is to list each possible viable option along with the advantages and disadvantages of
each.

Another policy decision was the requirement to directly interface with insurance provider systems
and with other government systems at IRS and SSA. Again, these were not technology questions;
the technology exists. And these were not statutory requirements; the law did not say, “the system
shall interface to system X at the IRS.” These implementation requirements were driven by policy
decisions and arbitrary interpretations of the law. Such questions must be answered by policy
officials because they require value judgments and cost—benefit trade—offs. For example, “Does the
IRS have to verify the identity of people, or can a private insurance agency do that?” You're seeing
this play out now with the issues of determining eligibility for subsidies and concerns about improper
payments. Unlike the regulatory process, the functional specifications driven by these policy
decisions are not necessarily subject to the public notice and comment rulemaking process. These
are huge management and implementation issues that need to be reviewed from both a political and
policy perspective.

A former CMS senior executive, when the management failures came to light, said in a recent
interview that he did not see the launch of Healthcare.gov as a major part of his job. Rather, he

' while he focused on more important policy issues.

said, “Those were staff level functions,”
However, these implementation management questions were driving massive requirements for
system implementation, and that was going to impact the timeline of the system launch. For any
political appointee, the IT system implementing a major Presidential policy initiative must be highest

priority, and this must be communicated to their entire team.

Elevate Policy Questions

The Chief Information Officer (CIO) is the person in the C-Suite who should have the capacity to
translate technology issues into business—speak for the other business leaders. When a technical
implementation specification hinges on a policy decision, the technical team depends upon the CIO
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to elevate the question to the appropriate decision maker. Because the CIO can speak to senior
executives in terms that are relevant to them, and can state potential consequences in terms of
political and policy values (e.g. public opinion, unfavorable news stories), the CIO is in the unique
position to ensure that policy officials do not regard these decisions as “staff level functions.” And
if these potential consequences are significant, then Departmental and White House officials may
need to be briefed by their CIOs.

For example, during my tenure as the OMB E-Gov Administrator, the FBI Virtual Case File (now
knows as Sentinel) program faltered. In my management oversight role, | began meeting weekly with
the Department CIO, the Bureau CIO, the program management staff, and the contractors - all in
the same room - so that | could understand the project and raise policy issues to White House
senior officials as necessary. This “integrated project team” or “IPT” developed an agreed upon
project plan to correct the deficiencies and move forward.

Focus Management Attention

In addition to elevating policy decisions to White House officials, the E-Government Act® directs
the Administrator to help improve the management of IT in the agencies. During my tenure, [
published a quarterly list of projects that warranted extra management attention. The Management
Watch List included projects which were either not well planned or not being well managed and
projects which exhibited unusual risks because of their size or complexity. By distilling volumes of
data down to a simple list, agency senior executives, who might not have expertise in IT
management tools (e.g. earned value management), would readily know the status of projects in
their agency, and could call me if they had questions. And I was able to flag suspicious or obviously
incorrect data for further investigation of those projects.

Pressure to Succeed

Recent news stories indicate that a CMS official signed the authorization for Healthcare.gov to “go
live” without the system having undergone adequate testing. While this may have satisfied the
statutory requirements of FISMA?, it certainly circumvents the intent of the law. Here again, the
CIO is in a unique position to ensure that senior executives understand the decisions they’re being
asked to make, and the implications of each option available to them.

Establish a Go/No—-Go Milestone Date

Some have cited the tremendous pressure of public expectations as compelling administration
officials into the decision to “go live.” But again, this was a situation of their own making. Any
high profile project should establish a go/no—go milestone, and stick to it. A go/no—go milestone is
simply a date by which the project must have completed a specific, measurable amount of progress
in order for the entire project to be completed by the due date. Thus, you know that if you haven’t
met the milestone by the date, you're not going to make it. In this case, having a go/no—go date
for Healthcare.gov, perhaps a year before the go-live date, would have allowed the President and

2  E-Government
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his advisors to manage public expectations, to develop a fallback plan and provide the remediation
plan to address the known deficiencies.

For example, when we were initially implementing Homeland Security Presidential Directive—12,
(HSPD-12), the President’s directive requiring uniform employee identification cards at all agencies,
we had publicized the planned completion date. But when we reached our go/no—go date, we had
failed to complete the key milestone, so we knew were not going to meet the announced completion
date. Because of that, [ was able to notify senior policy officials well in advance of the announced
completion date. This allowed us to formulate a corrective action plan with each department and
agency, and to develop a communications plan to temper the expectations of the public and the
press; instead of crashing on the runway, we got on the PA system and told everyone we were going
to circle around for another landing attempt.

The Role of the CIO

In the wake of the Healthcare.gov implementation failure, some analysts have asserted that the
private sector could have done this better, thereby implying that there is some condition inherent in
Federal IT which impedes success and impairs Federal CIOs. It is certainly true that Federal CIOs
are burdened by the deliberate restraints placed upon them by the Congress and OMB. But
Federal CIOs also enjoy freedom from competition and the whims of the market. Overall, Federal
CIOs and Commercial CIOs are more similar than different. And we have the same job description:
to be the technology—savvy member of the executive management team, to provide value through
innovation, to manage data as a strategic asset, and to lead a large team of technologists and inspire
them to achieve greatness. Whether a CIO is at a large organization or small, bureau level or
department level, public sector or private; the scale may differ, but the management challenges are
the same. Attachment A includes some key questions which every CIO should be asking but more
importantly the CIO should be able to answer these questions for their leadership in clear business
terms.

Thank you for this opportunity to testify today. [ look forward to answering the Committee’s
questions.



Attachment A - I'T Management Checklists

Vetting potential new investments - Does the project sponsor have a clear vision of what he/she is
trying to accomplish and how the IT system will support the new product or service? CIOs should
evaluate the sponsor’s answers to these questions:

For this program/project:

What will be different?

What problem are you solving?
When do you need to be complete?
How will you measure success?
What does it cost?

Are you being realistic?
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Six Keys to Success - These six attributes reflect lessons—learned from numerous IT projects in
both government and private industry. While these elements do not guarantee success, the absence
of any one of them almost certainly will guarantee failure.

Strong Executive Leadership;

Well-Defined Governance Models;

Alignment with budget process;

Clearly Defined Outcomes and Performance Measures;
Accountability and Transparency; and

Stakeholder Outreach.
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