United States Government Accountability Office

GAO

Testimony

Before the Committee on Oversight and
Government Reform, House of
Representatives

or Release on Delivery
xpected at 10:00a.m ET
ednesday, May 13, 2015

smm

AVIATION SECURITY

TSA Has Taken Steps
to Improve Oversight

of Key Programs, but

Additional Actions Are
Needed

Statement of Jennifer Grover, Director, Homeland
Security and Justice

GAO-15-559T



GAO
Highlights

Highlights of GAO-15-559T, a testimony
before the Committee on Oversight and
Government Reform, House of
Representatives

Why GAO Did This Study

Since the attacks of September 11,
2001 exposed vulnerabilities in the
nation’s aviation system, billions of
dollars have been spent on a wide
range of programs designed to
enhance aviation security. Securing
commercial aviation remains a
daunting task, and continuing fiscal
pressure highlights the need for TSA to
determine how to allocate its finite
resources for the greatest impact. GAO
previously reported on TSA’s oversight
of its aviation security programs,
including the extent to which TSA has
the information needed to assess the
programs.

This testimony focuses on TSA’s
oversight of aviation security measures
including, among other things (1)
Secure Flight, (2) Advanced Imaging
Technology, and (3) Managed
Inclusion. This statement is based on
reports and testimonies issued from
December 2011 through March 2015,
with selected updates conducted from
November 2014 through April 2015 to
determine progress made in
implementing previous GAO
recommendations. For prior work,
GAO analyzed TSA documents and
interviewed TSA officials, among other
things. For the updates, GAO reviewed
documents and interviewed TSA
officials about actions taken to address
our recommendations.

What GAO Recommends

GAO has previously made
recommendations to DHS to
strengthen TSA'’s oversight of aviation
security programs. DHS generally
agreed and has actions underway to
address them. Consequently, GAO is
not making any new recommendations
in this testimony.

View GAO-15-559T. For more information,
contact Jennifer Grover at (202) 512-7141 or
groverj@gao.gov.

AVIATION SECURITY

TSA Has Taken Steps to Improve Oversight of Key
Programs, but Additional Actions Are Needed

What GAO Found

The Transportation Security Administration (TSA) has taken steps to improve
oversight of Secure Flight—a passenger prescreening program that matches
passenger information against watch lists to assign each passenger a risk
category—but could take further action to address screening errors. In
September 2014, GAO reported that TSA lacked timely and reliable information
on system matching errors—instances where Secure Flight did not identify
passengers who were actual matches to watch lists. GAO recommended that
TSA systematically document such errors to help TSA determine if actions can
be taken to prevent similar errors from occurring. The Department of Homeland
Security (DHS) concurred and has developed a mechanism to do so, but has not
yet shown how it will use this information to improve system performance. In
September 2014, GAO also found that screening personnel made errors in
screening passengers at the checkpoint at a level consistent with their Secure
Flight risk determinations and that TSA did not have a systematic process for
evaluating the root causes of these errors across airports. GAO recommended
that TSA develop a process for evaluating the root causes and implement
corrective measures to address them. DHS concurred and has developed such a
process but has not yet demonstrated implementation of corrective measures.

In March 2014, GAO found that TSA performance assessments of certain full-
body scanners used to screen passengers at airports did not account for all
factors affecting the systems. GAO reported that the effectiveness of Advanced
Imaging Technology (AIT) systems equipped with automated target recognition
software (AIT-ATR)—which displays anomalies on a generic passenger outline
instead of actual passenger bodies—relied on both the technology’s capability to
identify potential threat items and its operators’ ability to resolve them. However,
GAO found that TSA did not include these factors in determining overall AIT-ATR
system performance. GAO also found that TSA evaluated the technology’s
performance in the laboratory—a practice that does not reflect how well the
technology will perform with actual human operators. In considering procurement
of the next generation of AIT systems (AIT-2), GAO recommended that TSA
measure system effectiveness based on the performance of both the technology
and the screening personnel. DHS concurred and in January 2015 reported that
it has evaluated the AIT-2 technology and screening personnel as a system but
has not yet provided sufficient documentation of this effort.

In December 2014, GAO found that TSA had not tested the effectiveness of its
overall Managed Inclusion process—a process to assess passenger risk in real
time at the airport and provide expedited screening to certain passengers—but
had plans to do so. Specifically, GAO found that TSA had tested the
effectiveness of individual components of the Managed Inclusion process, such
as canine teams, but had not yet tested the effectiveness of the overall process.
TSA officials stated that they had plans to conduct such testing. Given that GAO
has previously reported on TSA challenges testing the effectiveness of its
security programs, GAO recommended that TSA ensure its planned testing of
the Managed Inclusion process adhere to established evaluation design
practices. DHS concurred and has plans to use a test and evaluation process for
its planned testing of Managed Inclusion.
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Chairman Chaffetz, Ranking Member Cummings, and Members of the
Committee:

| am pleased to be here today to discuss our past work examining the
Transportation Security Administration’s (TSA) oversight of its passenger
and airport worker screening programs. It has been nearly 14 years since
the attacks of September 11, 2001 exposed vulnerabilities in the nation’s
aviation system. Since then, billions of dollars have been spent on a wide
range of programs designed to enhance aviation security. However,
securing commercial aviation operations remains a daunting task—with
hundreds of airports, thousands of aircraft, and thousands of flights daily
carrying millions of passengers and pieces of carry-on and checked
baggage. According to TSA, the threat to civil aviation has not
diminished—underscoring the need for effective passenger and airport
worker screening programs. As the fiscal pressures facing the
government continue, so too does the need for TSA to determine how to
allocate its finite resources to have the greatest impact on addressing
threats and strengthening the effectiveness of its programs and activities.
GAO previously reported on TSA’s oversight of its aviation security
programs, including the extent to which TSA has the information needed
to assess the programs.

As requested, my testimony today focuses on TSA'’s oversight of four key
aviation security measures:

« Secure Flight: a passenger prescreening program that matches
passenger information against federal government watch lists and
other information to assign each passenger to a risk category;

« Advanced Imaging Technology (AIT): a full body scanner used to
screen passengers in the nation’s airports;

« Managed Inclusion process: a process that TSA uses to determine
passengers’ eligibility for expedited screening at some passenger
screening checkpoints, via Prev ™ lanes;' and

"TSA Prev ™ is the program through which TSA designates passengers as low risk for
expedited screening in advance of their arrival at the passenger screening checkpoint.
Expedited screening typically includes walk-through metal detector screening and X-ray
screening of the passenger’s accessible property, but unlike in standard screening,
travelers do not have to, among other things, remove their belts, shoes, or light outerwear.
Managed Inclusion operates only at checkpoints with TSA Prev/ ™ lanes.
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« Aviation Workers: a program by which TSA and airports, in
collaboration with the Federal Bureau of Investigation (FBI), vet
applicants against the FBI’s criminal history records, among other
databases, and issue credentials to qualifying airport facility workers,
retail employees, and airline employees, among others.

This statement is based on our reports and testimonies issued from
December 2011 through March 2015 related to TSA’s efforts to oversee
its aviation security measures. In addition, this statement is based on
selected updates conducted from November 2014 through April 2015
related to the current status of the Secure Flight, AIT, Managed Inclusion,
and Aviation Workers programs and progress made in implementing
previous GAO recommendations. For our past work, we reviewed
applicable laws, regulations, and policies as well as TSA program
documents; results from AIT testing and screener performance reviews;
decision memorandums; and other documents. We also visited airports—
six for our Managed Inclusion work and nine for our Secure Flight work—
which we selected based on a variety of factors, such as volume of
passengers screened and geographic dispersion, and interviewed
Department of Homeland Security (DHS), TSA, FBI officials, among other
things. Further details on the scope and methodology for the previously
issued reports and testimonies are available within each of the published
products. For the updates, we reviewed documents and interviewed TSA
officials related to the actions taken to address our recommendations. We
conducted the work on which this statement is based in accordance with
generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on
our audit objectives.

Background

The Aviation and Transportation Security Act (ATSA) established TSA as
the primary federal agency with responsibility for securing the nation’s
civil aviation system.? This responsibility includes the screening of all
passengers and property transported from and within the United States

2Pub. L. No. 107-71, 115 Stat. 597 (2001).
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by commercial passenger aircraft.® In accordance with ATSA, all
passengers, their accessible property, and their checked baggage are
screened pursuant to TSA-established procedures at the more than 450
airports at which TSA performs, or oversees the performance of, security
screening operations. These procedures generally provide, among other
things, that passengers pass through security checkpoints where their
person, identification documents, and accessible property, are checked
by screening personnel.*

Secure Flight

Since its implementation, in 2009, Secure Flight has changed from a
program that identifies passengers as high risk solely by matching them
against federal government watch lists—primarily the No Fly List,
comprised of individuals who should be precluded from boarding an
aircraft, and the Selectee List, composed of individuals who should
receive enhanced screening at the passenger security checkpoint—to
one that uses additional lists and risk-based criteria to assign passengers
to a risk category: high risk, low risk, or unknown risk.® In 2010, following
the December 2009 attempted attack on a U.S.-bound flight, which
exposed gaps in how agencies used watch lists to screen individuals,
TSA began using risk-based criteria to create additional lists for Secure
Flight screening. These lists are composed of high-risk passengers who
may not be in the Terrorist Screening Database (TSDB), but who TSA

3See 49 U.S.C. § 44901. For purposes of this testimony, “commercial passenger aircraft”
refers to U.S.- or foreign-flagged air carriers operating under TSA-approved security
programs with regularly scheduled passenger operations to or from a U.S. airport.
“Commercial aviation,” as the term is used in this testimony, encompasses the transport of
passengers and their property by commercial passenger aircraft as well as the airports
that service such aircraft.

4Screening personnel include transportation security officers, and at airports participating

in TSA’s Screening Partnership Program, screeners employed by private companies
perform this function under contract with and overseen by TSA. See 49 U.S.C. §§ 44901,
44920.

5The No Fly and Selectee Lists are subsets of the Terrorist Screening Database—the U.S.
government’s consolidated watch list of known or suspected terrorists.
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has determined should be subject to enhanced screening procedures.®
Further, in 2011, TSA began screening passengers against additional
identities in the TSDB that are not included on the No Fly or Selectee
Lists. In addition, as part of TSA Prev/ ™, a 2011 program through which
TSA designates passengers as low risk for expedited screening, TSA
began screening against several new lists of preapproved low-risk
travelers. TSA also began conducting TSA Prev/ ™ risk assessments, an
activity distinct from matching against lists that uses the Secure Flight
system to assign passengers scores based upon their travel-related data,
for the purpose of identifying them as low risk for a specific flight.

AIT Systems

According to TSA officials, AIT systems, also referred to as full-body
scanners, provide enhanced security benefits compared with those of
walk-through metal detectors by identifying nonmetallic objects and
liquids. Following the deployment of AIT, the public and others raised
privacy concerns because AIT systems produced images of passengers’
bodies that image operators analyzed to identify objects or anomalies that
could pose a threat to an aircraft or to the traveling public. To mitigate
those concerns, TSA began installing automated target recognition (ATR)
software on deployed AIT systems in July 2011.7 AIT systems equipped
with ATR (AIT-ATR) automatically interpret the image and display
anomalies on a generic outline of a passenger instead of displaying
images of actual passenger bodies. Screening officers use the generic
image of a passenger to identify and resolve anomalies on-site in the
presence of the passenger.

TSA's Managed Inclusion
Process

TSA Prev ™ is intended to allow TSA to devote more time and resources
at the airport to screening the passengers TSA determined to be higher or
unknown risk, while providing expedited screening to those passengers

8Standard screening typically includes passing through a walk-through metal detector or
Advanced Imaging Technology system, which identifies objects or anomalies on the
outside of the body, and X-ray screening for the passenger’s accessible property. In
general, enhanced screening includes, in addition to the procedures applied during a
typical standard screening experience, a pat-down and an explosives trace detection or
physical search of the interior of the passenger’s accessible property, electronics, and
footwear.

"See Pub. L. No. 112-95, § 826, 126 Stat. 11, 132-33 (2012) (codified at 49 U.S.C.
§ 44901(/)) (requiring, in general, that TSA ensure that all AlT systems used to screen
passengers are equipped with ATR software).
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determined to pose a lower risk to the aviation system. To assess
whether a passenger is eligible for expedited screening, TSA considers,
in general, (1) inclusion on an approved TSA Prev ™ list of known
travelers;? (2) results from the automated TSA Prev ™ risk assessments
of all passengers;® and (3) real-time threat assessments of passengers,
known as Managed Inclusion, conducted at airport checkpoints. Managed
Inclusion uses several layers of security, including procedures that
randomly select passengers for expedited screening and a combination of
behavior detection officers (BDO), who observe passengers to identify
high-risk behaviors at TSA-regulated airports; passenger-screening
canine teams; and explosives trace detection (ETD) devices to help
ensure that passengers selected for expedited screening have not
handled explosive material.

Aviation Workers Program

TSA also shares responsibility with airports to vet airport workers to
ensure they do not pose a security threat. Pursuant to TSA’s Aviation
Workers program, TSA, in collaboration with airport operators and FBI, is
to complete applicant background checks—known as security threat
assessments—for airport facility workers, retail employees, and airline
employees who apply for or are issued a credential for unescorted access
to secure areas in U.S. airports.™°

8These lists are composed of individuals whom TSA has determined to be low risk by
virtue of their membership in a specific group, such as active duty military members, or
based on group vetting requirements.

9Using these assessments, an activity distinct from watch list matching that uses the
Secure Flight system to assign passengers scores based upon their travel-related data,
TSA assigns passengers scores based upon information available to TSA to identify low-
risk passengers eligible for expedited screening for a specific flight prior to the
passengers' arrival at the airport.

0TsA security threat assessments include a background check to determine whether an
applicant is a security risk to the United States. In general, security threat assessments
include checks for criminal history records and immigration status, checks against
terrorism databases and watch lists, and checks for records indicating an adjudication of
lack of mental capacity, among other things. For airport workers, TSA is responsible for
both vetting and adjudicating an applicant’s terrorist and immigration history while
providing the results of criminal history checks to airport operators. The airport operator is
responsible for adjudicating the criminal history which includes a determination of whether
an applicant has committed a disqualifying criminal offense, before determining whether to
issue an applicant a credential for unescorted access to secure areas of the airport. See,
e.g., 49 C.F.R. §§ 1542.209, 1544.229, & 1544.230 (listing or referencing disqualifying
criminal offenses).

Page 5 GAO-15-559T



TSA Has Taken Steps
to Improve Oversight
of Secure Flight, but
Could Take Further
Action to Measure
Program
Performance and
Address Screening
Errors

In September 2014, we reported on three issues affecting the
effectiveness of TSA’s Secure Flight program—(1) the need for additional
performance measures to capture progress toward Secure Flight program
goals, (2) Secure Flight system matching errors, and (3) mistakes
screening personnel have made in implementing Secure Flight at the
screening checkpoint.!” TSA has taken steps to address these issues but
additional action would improve the agency’s oversight of the Secure
Flight program.

Need for additional performance measures: In September 2014, we
found that Secure Flight had established program goals that reflect new
program functions since 2009 to identify additional types of high-risk and
also low-risk passengers; however, the program performance measures
in place at that time did not allow TSA to fully assess its progress toward
achieving all of its goals. For example, one program goal was to
accurately identify passengers on various watch lists. To assess
performance toward this goal, Secure Flight collected various types of
data, including the number of passengers TSA identifies as matches to
high- and low-risk lists, but did not have measures to assess the extent of
system matching errors—for example, the extent to which Secure Flight is
missing passengers who are actual matches to these lists. We concluded
that additional measures that address key performance aspects related to
program goals, and that clearly identify the activities necessary to achieve
goals, in accordance with the Government Performance and Results Act,
would allow TSA to more fully assess progress toward its goals.
Therefore, we recommended that TSA develop such measures, and
ensure these measures clearly identify the activities necessary to achieve
progress toward the goal. DHS concurred with our recommendation and,
according to TSA officials, as of April 2015, TSA’s Office of Intelligence
and Analysis was evaluating its current Secure Flight performance goals
and measures and determining what new performance measures should
be established to fully measure progress against program goals.

Secure Flight system matching errors: In September 2014, we found
that TSA lacked timely and reliable information on all known cases of
Secure Flight system matching errors, meaning instances where Secure
Flight did not identify passengers who were actual matches to these lists.
TSA officials told us at the time of our review that when TSA receives

"GAO, Secure Flight: TSA Should Take Additional Steps to Determine Program
Effectiveness, GAO-14-531 (Washington, D.C.: Sept. 9, 2014).
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information related to matching errors of the Secure Flight system, the
Secure Flight Match Review Board reviews this information to determine
if any actions could be taken to prevent similar errors from happening
again.'? We identified instances in which the Match Review Board
discussed system matching errors, investigated possible actions to
address these errors, and implemented changes to strengthen system
performance. However, we also found that TSA did not have readily
available or complete information on the extent and causes of system
matching errors. We recommended that TSA develop a mechanism to
systematically document the number and causes of the Secure Flight
system’s matching errors, in accordance with federal internal control
standards. DHS concurred with our recommendation, and as of April
2015, TSA had developed such a mechanism. However, TSA has not yet
demonstrated how it will use the information to improve the performance
of the Secure Flight system.

Mistakes at screening checkpoint: We also found in September 2014
that TSA had processes in place to implement Secure Flight screening
determinations at airport checkpoints, but could take steps to enhance
these processes. Screening personnel at passenger screening
checkpoints are primarily responsible for ensuring that passengers
receive a level of screening that corresponds to the level of risk
determined by Secure Flight by verifying passengers’ identities and
identifying passengers’ screening designations. To carry out this
responsibility, among other steps, screening personnel are to confirm that
the data included on the passenger’s boarding pass and in his or her
identity document (such as a driver’s license) match one another, and
review the passenger’s boarding pass to identify his or her Secure Flight
passenger screening determination. TSA information from May 2012
through February 2014 that we assessed indicates that screening
personnel made errors at the checkpoint in screening passengers
consistent with their Secure Flight determinations. TSA officials at five of
the nine airports where we conducted interviews stated they conducted
after-action reviews of such screening errors and used these reviews to
take action to address the root causes of those errors. However, we
found that TSA did not have a systematic process for evaluating the root
causes of these screening errors across airports, which could allow TSA

2Secure Flight's Match Review Board—a multidepartmental entity—and associated
Match Review Working Group review performance measurement results and recommend
changes to improve system performance, among other things.
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TSA Performance
Assessments of AlT-
ATR Did Not Account
for All Factors
Affecting the System

to identify trends across airports and target nationwide efforts to address
these issues.

Officials with TSA’s Office of Security Operations told us in the course of
our September 2014 review that evaluating the root causes of screening
errors would be helpful and stated they were in the early stages of
forming a group to discuss these errors. However, TSA was not able to
provide documentation of the group’s membership, purpose, goals, time
frames, or methodology. Therefore, we recommended in September 2014
that TSA develop a process for evaluating the root causes of screening
errors at the checkpoint and then implement corrective measures to
address those causes. DHS concurred with our recommendations and
has developed a process for collecting and evaluating data on the root
causes of screening errors. However, as of April 2015, TSA had not yet
shown that the agency has implemented corrective measures to address
the root causes.

In March 2014, we reported that, according to TSA officials, checkpoint
security is a function of technology, people, and the processes that
govern them, however we found that TSA did not include each of those
factors in determining overall AIT-ATR system performance. '
Specifically, we found that TSA evaluated the technology’s performance
in the laboratory to determine system effectiveness. However, laboratory
test results provide important insights but do not accurately reflect how
well the technology will perform in the field with actual human operators.
Additionally, we found that TSA did not assess how alarms are resolved
by considering how the technology, people, and processes function
collectively as an entire system when determining AIT-ATR system
performance. AIT-ATR system effectiveness relies on both the
technology’s capability to identify threat items and its operators to resolve
those threat items.

At the time of our review, TSA officials agreed that it is important to
analyze performance by including an evaluation of the technology,
operators, and processes, and stated that TSA was planning to assess
the performance of all layers of security. According to TSA, the agency
conducted operational tests on the AIT-ATR system, as well as follow-on
operational tests as requested by DHS’s Director of Operational Test and

8GAO, Advanced Imaging Technology: TSA Needs Additional Information before
Procuring Next-Generation Systems, GAO-14-357 (Washington, D.C.: Mar. 31, 2014).
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Evaluation, but those tests were not ultimately used to assess
effectiveness of the operators’ ability to resolve alarms, as stated in
DHS’s Director of Operational Test and Evaluation’s letter of assessment
on the technology. Transportation Security Laboratory officials also
agreed that qualification testing conducted in a laboratory setting is not
always predictive of actual performance at detecting threat items. Further,
laboratory testing does not evaluate the performance of screening officers
in resolving anomalies identified by the AIT-ATR system or TSA’s current
processes or deployment strategies.

Given that TSA was seeking to procure the second generation of AIT
systems, known as AlT-2, we reported that DHS and TSA would be
hampered in their ability to ensure that future AlT systems meet mission
needs and perform as intended at airports unless TSA evaluated system
effectiveness based on both the performance of the AIT-2 technology and
screening officers who operate the technology. We recommended that
TSA measure system effectiveness based on the performance of the AlT-
2 technology and screening officers who operate the technology while
taking into account current processes and deployment strategies. TSA
concurred and reported taking steps to address this recommendation.
Specifically, in January 2015, DHS stated that TSA’s Office of Security
Capabilities evaluated the AIT-2 technology and screening officer as a
system during an operational evaluation. However, TSA has not yet
provided sufficient documentation showing that this recommendation has
been fully addressed.
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TSA Has Not Tested
the Overall
Effectiveness of Its
Managed Inclusion
Process, But Plans to
Conduct Such Testing

In December 2014, we reported that, according to TSA officials, TSA
tested the security effectiveness of the individual components of the
Managed Inclusion process—such as BDOs and ETD devices—before
implementing Managed Inclusion, and TSA determined that each layer
alone provides an effective level of security.™ However, in our prior body
of work, we identified challenges in several of the layers used in the
Managed Inclusion process, raising questions regarding their
effectiveness.’® For example, in our November 2013 report on TSA’s
behavior detection and analysis program, we found that although TSA
had taken several positive steps to validate the scientific basis and
strengthen program management of its behavior detection and analysis
program, TSA had not demonstrated that behavioral indicators can be
used to reliably and effectively identify passengers who may pose a threat
to aviation security.®

Further, TSA officials stated that they had not yet tested the security
effectiveness of the Managed Inclusion process as it functions as a
whole, as TSA had been planning for such testing over the course of the
last year. TSA documentation showed that the Office of Security
Capabilities recommended in January 2013 that TSA test the security
effectiveness of Managed Inclusion as a system. We reported in
December 2014 that according to officials, TSA anticipated that testing
would begin in October 2014 and estimated that testing could take 12 to
18 months to complete.

We have also previously reported on challenges TSA has faced in
designing studies and protocols to test the effectiveness of security
systems and programs in accordance with established methodological
practices, such as in the case of the AIT systems discussed previously

4GAO, Aviation Security: Rapid Growth in Expedited Passenger Screening Highlights
Need to Plan Effective Security Assessments, GAO-15-150 (Washington, D.C.: Dec. 12,
2014).

15See, GAO, Aviation Security: TSA Should Limit Future Funding for Behavior Detection
Activities, GAO-14-159 (Washington, D.C.: Nov. 8, 2013); Explosives Detection Canines:
TSA Has Taken Steps to Analyze Canine Team Data and Assess the Effectiveness of
Passenger Screening Canines, GAO-14-695T (Washington, D.C.: June 24, 2014); and
Aviation Security: TSA Has Enhanced Its Explosives Detection Requirements for Checked
Baggage, but Additional Screening Actions Are Needed, GAO-11-740 (Washington, D.C.:
July 11, 2011).

18GA0-14-159.
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and in our evaluation of BDO effectiveness."” In our December 2014
report, we concluded that ensuring the planned effectiveness testing of
the Managed Inclusion process adheres to established evaluation design
practices would help TSA provide reasonable assurance that the
effectiveness testing will yield reliable results.'® In general, evaluations
are most likely to be successful when key steps are addressed during
design, including defining research questions appropriate to the scope of
the evaluation, and selecting appropriate measures and study
approaches that will permit valid conclusions. As a result, we
recommended that to ensure TSA’s planned testing yields reliable results,
the TSA Administrator take steps to ensure that TSA’s planned
effectiveness testing of the Managed Inclusion process adheres to
established evaluation design practices. DHS concurred with our
recommendation and began taking steps toward this goal. Specifically,
DHS stated that TSA plans to use a test and evaluation process—which
calls for the preparation of test and evaluation framework documents
including plans, analyses, and a final report describing the test results—
for its planned effectiveness testing of Managed Inclusion.

7In November 2013, we reported on methodological weaknesses in the overall design
and data collection of TSA’s April 2011 validation comparison study to determine the
effectiveness of the behavior detection and analysis program. For example, we found that
TSA had not randomly selected airports to participate in the study, so the results were not
generalizable across airports. We recommended that future funding for the program be
limited until TSA provided scientifically validated evidence that demonstrates that
behavioral indicators can be used to identify passengers who may pose a threat to
aviation security. See GAO-14-159.

8GAO, Designing Evaluations: 2012 Revision, GAO-12-208G (Washington, D.C.: January
2012).
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TSA and the FBI
Have Addressed a
Weakness in TSA’'s
Oversight of
Credentials for Airport
Workers

In December 2011, we found that, according to TSA, limitations in its
criminal history checks increased the risk that the agency was not
detecting potentially disqualifying criminal offenses as part of its Aviation
Workers security threat assessments for airport workers.'® Specifically,
we reported that TSA'’s level of access to criminal history record
information in the FBI's Interstate Identification Index excluded access to
many state records such as information regarding sentencing, release
dates, and probation or parole violations, among others.?° As a result,
TSA reported that its ability to look into applicant criminal history records
was often incomplete.

We recommended that the TSA and the FBI jointly assess the extent to
which this limitation may pose a security risk, identify alternatives to
address any risks, and assess the costs and benefits of pursuing each
alternative. TSA and the FBI have since taken steps to address this
recommendation. For example, in 2014, the agencies evaluated the
extent of any risk and, according to TSA and FBI officials, concluded that
the risk of incomplete information did exist and could be mitigated through
expanded access to state-supplied records. TSA officials reported that
the FBI has since taken steps to expand the criminal history record
information available to TSA when conducting its security threat
assessments for airport workers and others.

%GAO, Transportation Security: Actions Needed to Address Limitations in TSA’s
Transportation Worker Security Threat Assessments and Growing Workload, GAO-12-60
(Washington, D.C.: Dec. 8, 2011).

20The FBI's criminal history records contain information from a national fingerprint and
criminal history system that responds to requests from local, state, and federal agencies.
The system provides automated fingerprint search capabilities, latent search capability,
electronic image storage, and electronic exchange of fingerprints and responses. A
segment of this system is the FBI-maintained criminal history record repository, known as
the Interstate Identification Index (lll, or Triple 1) system that contains records from all
states and territories, as well as from federal and international criminal justice agencies.
The state records in the Il are submitted to the FBI by central criminal record repositories
that aggregate criminal records submitted by most or all of the local criminal justice
agencies in their jurisdictions. The FBI's criminal history records check is a negative
identification check, whereby the fingerprints are used to confirm that the associated
individual is not identified as having a criminal record in the database. If an individual has
a criminal record in the database, the FBI provides criminal history record check results to
TSA. TSA, in turn transmits the results to the airport operator that, consistent with TSA
regulations, is responsible for adjudicating the criminal history to identify potentially
disqualifying criminal offenses and making a final determination of eligibility for a
credential. See 49 C.F.R. § 1542.209.
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Chairman Chaffetz, Ranking Member Cummings, and members of the
committee, this completes my prepared statement. | would be pleased to
respond to any questions that you may have at this time.

For questions about this statement, please contact Jennifer Grover at
(202) 512-7141 or groverj@gao.gov. Contact points for our Offices of
Congressional Relations and Public Affairs may be found on the last page
of this statement. Individuals making key contributions to this statement
include Maria Strudwick (Assistant Director), Claudia Becker, Juli Digate,
Michele Fejfar, Susan Hsu, and Tom Lombardi. Key contributors for the
previous work that this testimony is based on are listed in each product.
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Rafi Ron: Bio

Mr. Ron is d teading aviation and Homeland security expert with more than 40 years of security
and counter-terrorism experience worldwide. Federal and state authorities as well as members of
the news media have recognized him as an authority on the subject.

Mr. Ron is the former Director of security at Tel- Aviv Ben-Gurion International Airport and the
Israeli Airport Authority from 1997 to 2001. In2001 formed New Age Aviation Security and
New Age Security Solutions where he is President and CEO. In that capacity he manages
aviation security related projects in the US and internationally, including: threat and vulnerability
studies, security planning, system design and integration, and training.

He has provided guidance for airports in the US, Europe, the Middle East, Africa, and Asia. His
company has been hired by leading law enforcement agencies to develop counter terrorist
training programs.

In his early career, M?. Ron was a paratroop officer in the Israeli Defense Forces and served in
many active combat missions. He helped establish the EL-AL sky marshal program, serving as a
sky marshal himself for a time. Mr. Ron was the Chief Security O fficer at the Israeli Embassy in
Mexico and the Israeli Mission to the UN. inNYC (1972-1975). He took part in the major
revamp of security in Israeli Diplomatic missions world wide after the high profile terrorist
attack against the Israeli Olympic team in Munich (1972 Olympic games).

Mr. Ron spent twent\y years in Israel's Prime Minister Office as an operational intelligence and
special operations officer and retired at the rank equivalent to full Colonel.

Mr. Ron was hired by Massport immediately after 9/11 to upgrade security for Boston Logan
Airport, an achievement that was widely recognized by the Federal Government and the industry.
Among the new programs he mstituted was the development ofthe Behavior Pattern Recognition
(BPR) protocol that helps authorities identify terrorists before they endanger airports or aviation
travelers. The concept is now being implemented in various airports and mass transit systems. At
the request of several government officials, Mr. Ron has provided input on aviation-related
legislation. His public activities include testifying before house and Senate committees on airport
security, participating with National Academy of Science, guest lecturing at US universities, and
providing interviews for major newspapers, magazines, radio and TV networks.

As a member of the Airports Counsel International (ACI) World Standing Security Committee,
Mr. Ron received the Award of Excellence for Lifetime Service by Aviation Security
International, ACI, and International Air Transport Association in 2002,

E-mail  rafi@nasscorp.com
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