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Chairman Hurd, Chairman DeSantis, Ranking Member Kelly, Ranking Member Lynch, and
distinguished Members of Congress:

It is my honor and privilege to participate in the hearing entitled “Digital Acts of War:
Evolving the Cybersecurity Conversation” before the Subcommittees on Information Technology
and National Security of the Committee on Oversight and Government Reform of the House of
Representatives. I thank you for your invitation and sincerely hope that my contribution will assist
you in your work on this critical topic.

This Statement for the Record draws upon my twenty years of experience in the field of
information and communication technologies (ICT), including: as an academic, as a professional
attorney who specializes in public international law, and as a senior intelligence officer for the
United States Government. The perspective offered herein has been ineluctably shaped by my
service as the National Intelligence Officer for Cyber Issues (NIO/Cyber) from May 2011 to May
2016. Having led strategic cyber analysis for the US Intelligence Community for five years, I
earnestly concur in the need to evolve the cyber security conversation beyond where it is today.
That will require (1) deeper subject matter expertise by more policy makers and legislators, (2)
broader inclusion of private sector concerns and recommendations in public policy, and (3) a
genuinely strategic approach that is currently lacking.

Since 2013, the Director of National Intelligence has led his annual, written Worldwide
Threat Assessment to Congress with the cyber topic because ICT not only pose a cyber security risk
in their own right, but also are integral factors utilized in the conduct of nearly every national
security threat today.! During my tenure as NIO/Cyber, the US Intelligence Community attempted
to provide policy makers with a strategic framework to understand cyber threats and strove to
dispel several misnomers about cyberspace, namely: (a) it is not a unique physical “domain”; (b) it
does not fulfill the logical criteria of a “global commons”; (c) not all adversarial cyber operations
qualify as “attacks”; and (d) a “cyber Armageddon” is a highly improbable scenario. Rather than
revisiting those questions that have been previously addressed elsewhere, this Statement will
simply take those understandings as its point of departure.2

In order to evolve the cyber security conversation, one must first know what has or has not
already been established and/or achieved. For example, the question of what constitutes a digital
act of war has been studied for over twenty years. Rigorous legal scholarship by both myself and
Michael Schmitt in the mid-to-late 1990s concluded that an effects-based analysis would be
required to assess the applicability of Articles 2(4) and 51 of the United Nations Charter.?2 Most
academic commentators around the world who subsequently turned to that same question have
arrived at a similar conclusion. The extreme difficulty of observing or detecting actions in
cyberspace - let alone divining intentions - leaves one with effects as the only legitimate measure
upon which to base policy responses. The academic, non-binding Tallinn Manual (for which
Michael Schmitt has served as editor) perhaps now offers the strongest and most articulate
exegesis of the effects-based doctrine.* It essentially says that what constitutes an act of war is
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largely agnostic of the modality used to perpetrate the harm(s). Accordingly, a special notion of a
“digital” act of war is yet another misnomer.

Politicians and the media may try to label significant espionage successes or compromises
of personally identifiable information (PII) as acts of cyber war, but such parlance does not comport
with legal reasoning. That does not mean that a wide array of policy options - ranging from
demarches to sanctions to domestic law enforcement or counterintelligence measures - can not be
leveraged to dissuade such activities. Rather, it highlights the complexities of the strategic ICT
environment whereby sovereign powers are particularly susceptible to foreign intervention in their
internal affairs. In fact, fixation on defining the precise threshold for a digital act of war (beyond the
de facto effects-based analysis to be applied in any actual scenario) distracts from the important
question of how cyber operations are actually being used today. They tend to occur in one of four
types: (i) operational preparation of the environment for use during future kinetic military conflict
(wherein the question of a digital act of war trigger would be much less relevant); (ii) espionage
(which is not addressed by public international law); (iii) criminal activity by non-state actors
(which is not the usual basis for declarations of war or military reprisals); and (iv) willful
intervention below the threshold of armed conflict.

My experience as an intelligence analyst has led me to believe that most adversaries use
cyber operations as a strategic alternative to armed conflict and intend to conduct such activities
with the deliberate objective of avoiding military retaliation by their targets. The famous strategist
Sun Tzu would applaud the use of such means to accomplish one’s goals without engaging in costly
combat. To concentrate predominantly on the issue of what constitutes an act of war in cyberspace
largely misses the strategic appeal of asymmetric cyber capabilities. The entire purpose of many
cyber operations is to exert coercive influence without engendering an international armed conflict.

A more worthy focus might be considering what progress has been achieved to date in
establishing rules, norms of behavior, or confidence building measures for actions in cyberspace.
2015-16 was a benchmark year for non-binding diplomatic expressions of proposed rules of
behavior (i.e. norms) for state actors in cyberspace. In July 2015, a United Nations Group of
Governmental Exports (GGE) report was issued that not only reaffirmed the applicability of
international law and the United Nations Charter to activities in cyberspace, but also recommended
several normative principles - most notably for limiting cyber attacks against civilian critical
infrastructures.> In September 2015, Presidents Obama and Xi reached an accord to proscribe
state-sponsored cyber espionage for commercial gain, which was later embraced by the Group of
20 (G-20) leaders in their joint statement from November 2015.6 Finally, in March 2016, the
Organization for Security and Co-operation in Europe (OSCE) issued its decision on confidence
building measures to reduce the risk of ICT conflicts.”

While those expressions can be politically expedient and may contribute to the formation of
customary international law over lengthy periods of time, one must nonetheless query what - if
anything - has changed in the actual behaviors of cyber actors since those diplomatic
pronouncements. [ would offer that some nations may have altered their modus operandi or
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adjusted their target sets to some degree, but that the overall security of cyberspace has not been
appreciably strengthened. In fact, one can make a reasoned argument that cyberspace is an
increasingly contested, vulnerable, and volatile environment despite those diplomatic overtures.
To my knowledge, no nation - not even the United States or our closest allies - has declared a
sincere interest in outlawing the use of any particular cyber capability under all circumstances.
Instead, prohibitive discussions have mainly centered on types of targets that are to be avoided
where possible, which although consistent with the effects-based approach mentioned above does
little in the way of creating tangible incentives for compliance with such rules. For example, despite
the normative proposals cited above, private sector utilities (e.g. in the energy sector) and other
critical ICT infrastructures remain preferred targets for cyber operators.

International negotiations regarding ICT are unlikely to yield concrete, enforceable rules of
behavior in the near term because different nations have fundamentally different political
objectives for those discussions. The United States defines cyber security primarily in the context
of critical infrastructure protection (i.e. keeping the “pipes” up and running), while nations like
Russia and China are equally concerned about regulating the informational content transiting those
networks8 A failure to appreciate the import of that strategic distinction might lead one to
overestimate the potential impact of diplomatic efforts on actual behaviors (overt, clandestine, or
covert). In April 2016, the Russian Federation’s lead cyber negotiator even expressed that the
range of possible compromise achievable within the GGE framework might have been “exhausted”
already.?

Since no country seems genuinely eager to forego its sovereign prerogative to develop
offensive ICT capabilities and/or conduct cyber operations for national advantage, the international
community is left with a Hobbesian paradigm wherein the infamous adage from the Melian
Dialogue rings true, namely: “The strong do what they can, and the weak suffer what they must.”
Given that unsettling reality, further inquiry into the causes of that systemic result is warranted.

The burden of proof currently lies with the victim to establish definitive attribution for an
adverse cyber incident. Attribution has two essential components, and any policy decision to
publicly attribute an incident (if positive attribution can be established) must be based on three
additional considerations. As NIO/Cyber, I advocated a dualistic approach that included both
technical attribution (i.e. forensic investigation of the victim’s ICT networks, reverse engineering of
malicious software code, etc.) and analytic attribution (i.e. an all-source intelligence assessment of
potential perpetrators, their possible motivations, the geo-political context, and other expected
indicators that might support each hypothesis). Detailed analysis and comparison of historic cyber
events illustrate that different types of actors conduct different kinds of operations against different
kinds of targets. Each has its own motivations and concerns which necessarily influence what kind
of effects it perpetrates and/or what it does with any stolen data. For example, one would expect
the “take” from a state sponsored theft of PII from a healthcare of financial institution to be handled
much differently than if the same target had been compromised by a criminal element seeking to
maximize the monetary value of that information. A holistic attribution assessment must take all of
these factors (technical and contextual) into consideration.
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Despite significant advances by both public and private sector cyber security researchers in
recent years, it still remains difficult to reach high-confidence attribution assessments within the
“real time” parameters that would be required for executive decision making during an incident.10
That necessarily leaves one in a post hoc reactive mode, and even if one eventually reaches an
attribution determination, then the next grouping of considerations comes into play.

Any decision regarding whether or not to publicly attribute a cyber event must account for
(1) the bilateral and/or multilateral political ramifications of making such an accusation, (2) the
relative costs and benefits of disclosing the evidence required to substantiate an attribution
statement, and (3) whether or not one is willing and/or able to punish the perpetrator to whom the
event is to be attributed. In this regard, the political decision about the merits of public attribution
is wholly independent from the underlying factual question about attribution. One can easily
imagine scenarios where one nation may not choose to publicly confront an ally, a trading partner,
or a key creditor nation. But, the dilemmas posed by the second and third considerations are even
more difficult.

Cyberspace is possibly unique in that the victims of adverse events have a very strong
incentive not to publicly prove what has been done to them and by whom. That is owing to the fact
that the very same kinds of ICT, methodologies, and accesses that are used for cyber intelligence
operations are also used for cyber attack operations. Accordingly, a revelation of evidence that
could compromise sources and methods for future intelligence collection might also enable an
adversary to develop countermeasures for national military capabilities as well. In other contexts,
such as the nuclear model, the technological platforms for intelligence and reconnaissance are
distinct from the platforms required for a retaliatory strike. Strategically speaking, no such
bifurcation of platforms exists in the cyber arena - which in turn provides a strong disincentive, or
at least a very high threshold, for any nation’s willingness to “prove” an attribution assessment for
the international community writ large.

Another strategic consideration for public attribution relates to global power dynamics. If a
nation has declared certain offenses to be unacceptable and announces that one has occurred, its
reputation and the credibility of its deterrent mechanisms are then put to the test. Therefore, one
can infer that nations might not wish to publicly attribute events for which they know they cannot
exact satisfaction. And that dilemma is only exacerbated by the fact, mentioned above, that cyber
capabilities are perishable once revealed. There is no analogue to a standing navy in port or
intercontinental ballistic missile silo whose mere existence serves as a credible deterrent. In
essence, today’s cyber strategist would not be inclined to disclose specific offensive cyber
capabilities unless she was prepared to use them imminently. Once again, the clear disincentives to
publicize retaliatory capabilities or declaratory redlines - and even to prove that one was
victimized - all render the cyber dialogue uncharacteristic of other strategic policy discussions.

High-confidence, public attribution remains one of the most pertinent topics in
international cyber conferences. On the one hand, it seems like a natural prerequisite for any
legitimate accusation or reprisal. But, on the other hand, the technical realities of cyberspace
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currently permit offenders to either evade punishment (based on insufficient public attribution) or
else inflict further policy dilemmas and security compromises on the already afflicted victim.

The market for cyber intelligence has grown propitiously. Governments around the world
now benefit from thousands of cyber security analysts in the private sector who are monitoring
networks, remediating incidents, and investigating breaches around the clock. Private companies
are also increasingly providing threat intelligence that is steadily approaching the all-source format
used by governmental intelligence agencies and security services. Personally, I welcome that
expanded industry focus from a defender’s perspective even though I must also acknowledge that it
complicates certain US military, intelligence, counterintelligence, and law enforcement missions.

The private sector already owns and operates much of the critical infrastructure in the
United States. It is also increasingly positioned to provide cyber threat intelligence and high quality
attribution assessments. And private companies are also increasingly being targeted by a broad
range of illicit cyber actors, whether as part of geo-political conflicts or by profit-motivated
criminals. Any public policy discussions regarding cyber deterrence, norms of behavior, or
strategic implications for US national and economic security that do not take account of private
sector input should be considered lacking. That is not to say that the US Government should defer
to corporations on sovereign matters, but rather that it must acknowledge that it no longer leads
technological innovation for the nation or suffers the primary brunt of conflicts in cyberspace.

Another interesting observation from my analytic outreach to many industry professionals
and academic international relations theorists over the years has been the centrality of improved
resiliency for maintaining the fullest breadth of one’s own national security policy options. As the
preceding discussion about attribution and credible deterrents alluded, the weaker one’s own cyber
capabilities are, the more limited one’s policy options will be in the face of an adversary’s
transgression. So it is very noteworthy, albeit counterintuitive, that a strong cyber offense requires
an equally strong if not stronger cyber defense. That is what permits the freedom of maneuver.

In the case of the United States, that represents a call for improved cyber security practices
across public utilities and other critical infrastructures throughout multiple sectors. It remains
unclear if legislation, regulation, or market forces will eventually induce the desired result. It also
remains unclear how US-based multinational corporations will navigate an increasingly complex
environment of data privacy, data retention, encryption, event disclosure, and surveillance laws
from multiple jurisdictions (both domestic and foreign). In the interim, I envision that the nascent
cyber insurance market, along with heightened reporting requirements for data breaches or other
cyber events by the Securities and Exchange Commission, will begin to incentivize companies
towards adopting best practices for cyber security. That will in turn bolster other governmental
efforts, such as the Cybersecurity Framework promulgated by the National Institute of Standards
and Technology (NIST) at the Department of Commerce.
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I cannot purport to have solutions for all of the policy challenges that I have outlined in this
Statement; however, with the Subcommittees’ indulgence, I will offer some limited
recommendations for consideration going forward:

e Concerted thought is required on the strategic realities that would be both necessary and
sufficient to create an effective deterrent to foreign and domestic cyber threats. One cannot
presume that diplomatic overtures automatically translate into behavioral changes, or that
international law will not be honored in the breach.

e New normative frameworks should be considered which accept the prevalence of cyber
operations - including against private sector targets during peacetime - and instead focus
on holding actors strictly liable for any and all effects (intended or otherwise) caused by
their deliberate actions.!! Some form of enforcement mechanism is required to better
constrain offensive cyber activity.

e US policy makers should consider the potential benefits of clear, declaratory redlines in
cyberspace as well as the use of overt cyber operations where it is determined that US
military or law enforcement action is warranted. The strategic uncertainty in cyberspace is
partly owing to the ubiquitous use of clandestine operations to evade attribution and
obfuscate sovereign influences.

e Improved cyber defenses and resiliency are required throughout US critical infrastructures
in order to provide US policy makers the greatest breadth of policy options when
confronted with adversarial events. Perfect cyber security is impossible, so risk mitigation
and risk management models must be employed to maintain core operations and enterprise
value even in a degraded environment.

e The US private sector should be consulted more thoroughly in connection with national
policy decisions whose impact will be borne by those companies. Military and diplomatic
strategies that could indirectly harm the US economy by imposing additional transaction
costs, inducing foreign retaliation against US companies, or concealing dangerous
vulnerabilities that can be exploited by our adversaries should receive careful review.

e Public agencies in the United States face extreme challenges in recruiting and retaining
world class ICT talent. Cyber expertise is a qualitative vice quantitative endeavor (i.e. the
number of congressionally authorized billets matters less than who is filling those billets).
Additional consideration should be given to ensuring that the US Government employs
more of the cyber “Olympians”.

Once again, thank you for this opportunity to provide service to my country.

Respectfully submitted by Sean Kanuck.
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February 2015 (page 2).

" See e.g., proposed norm number 22 in The Hague Centre for Strategic Studies working paper for the Global Conference
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Public-Private Cooperation for International Security in Cyberspace” presented on 17 April 2015 in The Hague,
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