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Chairman Chaffetz, Ranking Member Cummings and Members of the 
Committee, thank you for the opportunity to discuss the IRS’s records 
management procedures.  
 
The IRS has been working for more than a year to revamp our records retention 
practices in regard to emails and other electronic records. While we have made 
significant progress in this area, we recognize the need to continue improving 
upon these efforts, which are described in more detail below. 
 
The IRS has long been challenged in this area, because for many years our 
operations have relied on extremely outdated technology. In fact, despite more 
than a decade of upgrades to the agency’s core business systems, we still have 
very old technology running alongside our more modern systems. As a result, 
some agency practices are not up to the level of those of a typical modern 
organization. A case in point is the IRS’s document retention program for 
electronic records, which historically has relied on individual employees either 
archiving information on their computer hard drives and network drives, or 
printing records and storing them in paper files.  
 
While these methods are in compliance with National Archives and Records 
Administration (NARA) standards, there are still risks and vulnerabilities inherent 
in such a system. Searching individual hard drives to fulfill a document request is 
a labor-intensive, time consuming process. This type of system poses an 
additional complication for the IRS, involving the need to safeguard any taxpayer 
data contained in electronic records created by employees who leave the 
agency. Additionally, computer hard drives are prone to equipment failure 
resulting in data loss, and the management of a large hard-drive inventory 
presents significant logistical challenges, even in the best of circumstances. Our 
standard practice has been to erase departed employees’ hard drives prior to 
reusing or scrapping them. 
 
The IRS considered putting a more modern electronic records storage system in 
place in 2012, but was unable to do so because of budget constraints. Since 
then, the unprecedented volume and scope of the document requests made by 
Congress and the public in 2013 in regard to the processing of applications for 
tax exempt status highlighted the need for the IRS to continue improving its 
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maintenance of federal records that are in electronic form, to the extent our 
limited funding will allow.  
 
A key part of our current effort to improve the management and storage of 
electronic records began in October 2014. In this effort, we have been in close 
consultation with NARA to ensure the best approach. Our interim solution has 
been to adopt a process created by NARA, termed the “Capstone” approach, to 
secure the email records of all senior officials in the agency by copying them to 
the network. This process for senior IRS executives was initiated in late 2014 and 
completed for all existing executives in April 2015. As additional executives are 
hired, promoted, or appointed, their email records are saved on the network. 
 
While adoption of the Capstone approach was an important step forward, it is not 
the ultimate solution for the preservation of electronic records of the agency. We 
need to end any reliance on individual hard drives as an archival records store, 
and instead use network databases to preserve all official records that are 
electronically generated by our workforce – frontline employees as well as 
executives. To reach that end, we are working toward having systems in place by 
the end of Calendar Year (CY) 2016 that will allow us to copy material off the 
hard drive of every employee who leaves the agency, and store that information 
in a digital format. 
 
As we have continued making improvements for the long term, we recently 
realized the need for additional interim measures, to ensure we are doing 
everything possible to retain official electronic records until we have implemented 
the more comprehensive solution and tested it to ensure it is working as 
intended. 
 
This need became apparent when an issue arose in connection with the 
Service’s collection and production of documents related to a Freedom of 
Information Act (FOIA) case captioned Microsoft v. IRS. This document collection 
effort has included analyzing the computer hard drives of current and former IRS 
employees who were identified as potentially having information pertinent to the 
case. In December 2014 the IRS implemented a “litigation hold” that covered 
many of the topics and custodians identified by Microsoft. We took this action as 
a proactive measure – not in reaction to a court-issued document preservation 
order or Congressional investigative request – to preserve information that was 
relevant or could become relevant in the future. 
 
In January of this year, as the IRS was producing information responsive to 
Microsoft’s FOIA request, we advised the Court that we had discovered an issue 
regarding the computer hard drive of Samuel Maruca, a former IRS employee 
whom we identified in this litigation hold effort, but who had separated from the 
Service on August 1, 2014. Shortly after he left the IRS, Mr. Maruca’s hard drive 
was designated for erasure, so that it could be securely reused or scrapped, in 
line with standard IRS procedures. Because Mr. Maruca’s hard drive was 
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designated for erasure before the issuance of our litigation hold, the hold did not 
prevent the erasure of this hard drive, which occurred in late 2014 or early 2015. 
 
However, we believe the erasure of Mr. Maruca’s hard drive will have minimal 
effect on our ability to complete the necessary document production in this 
instance. We now know that Mr. Maruca’s hard drive was copied on July 16, 
2014, in connection with a document collection being undertaken for separate 
litigation. We have therefore determined that the data stored on his computer 
hard drive as of July 16, 2014, has been preserved. We are in the process of 
searching this data set for information responsive to the Microsoft document 
request, and to fulfill any related obligations. We are also searching emails that 
we copied from Mr. Maruca’s network account in July 2014. Particularly given 
that we have the aforementioned copy sets, we do not know, at this point, if we 
will need to access back-up tapes or disaster recovery tapes in order to produce 
documents in the future, but we are prepared to do so if necessary. Backup 
tapes have been preserved for periods after November 2012. 
 
Although we were fortunate in this instance to have had overlapping litigation 
holds and taken redundant document collection measures, we nonetheless 
recognize that this situation reflected a shortcoming in our document controls. 
Therefore, pending further review of the IRS’s litigation hold procedures, 
Commissioner Koskinen has ordered a halt to the erasure and recycling of all 
employee devices, including computer hard drives and mobile devices, for all 
departing employees. This is in addition to the halt on erasure and reuse of 
disaster recovery tapes backing up our network server, which began in 2013 and 
remains in effect. 
 
We are also broadening our litigation hold procedures, to ensure that hold 
instructions are provided not only to the pertinent employees, but also to the 
employees’ supervisors. In addition, we will update our procedures for 
processing employees who leave the Service, to ensure that appropriate 
personnel are advised of pending litigation holds and document collection efforts 
involving records in the custody of departing employees. 
 
It is important to note that the timing of Mr. Maruca’s departure was the main 
issue in this situation, given that it occurred before the IRS began phasing in the 
Capstone approach for the preservation of IRS executives’ emails. Indeed, were 
Mr. Maruca an IRS executive now, his emails would have been copied to the 
network and preserved pursuant to the Capstone approach prior to his departure.  
 
Longer term, we need to continue making improvements in our processes for 
searching for and producing relevant information. Our goal is to develop 
enhanced search capability for various types of documents, which will allow us to 
respond to Congressional inquiries and FOIA requests more timely, and put us in 
a better position to support e-discovery within civil litigation or government 
investigations.  
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The President’s Fiscal Year (FY) 2017 Budget request for the IRS includes $18.5 
million in additional funding to improve electronic enterprise records 
management, which includes funds to further improve our document search 
capability. The IRS urges Congress to approve this funding, so that we can move 
forward on this critically important initiative. 
 
Chairman Chaffetz, Ranking Member Cummings and Members of the 
Committee, this concludes the IRS’s statement.  
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As the Service’s first-ever Chief Technology Officer, Terry Milholland is responsible for 
all aspects of our systems that operate the nation’s tax infrastructure. He oversees the 
7,000-person Information Technology organization that maintains the 500+ systems and 
supports the processing of 200 million tax returns annually.  He reports directly to the 
Deputy Commissioner for Operations Support.  
 
Terry brings three decades of technology leadership to this position. Most recently, he 
served as the Executive Vice President and Chief Technology Officer for Visa 
International. Prior to that, Terry served as Chief Information Officer and Chief 
Technology Officer for Electronic Data Systems Corporation and Chief Information 
Officer for The Boeing Company. He has a proven track record of delivery in large and 
complex technology environments, and his experience and leadership will be a great 
complement to the critical work that our talented technology team performs every day on 
behalf of the American people.  
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Jeffrey Tribiano currently serves as Deputy Commissioner for Operations Support, responsible 
for providing direction and guidance to the major operational and administrative functions in 
support of the IRS mission. He oversees the operations of Agency-Wide Shared Services, Chief 
Financial Officer, Human Capital Office, Information Technology, Planning Programming and 
Audit Coordination, Procurement, and Privacy, Governmental Liaison and Disclosure.  

Before joining the IRS, Jeff worked for the U.S. Department of Agriculture’s Food, Nutrition and 
Consumer Services, as the Associate Administrator and Chief Operating Officer. In this role 
starting in 2010, he directed the overall planning, formulation and direction of the programs and 
activities related to administration, finance, information technology, civil rights, program 
management and program operations.  
 
Before joining USDA, Jeffrey worked in the private sector with multiple high-growth 
organizations. He has held senior positions in Fortune 500 companies and has a 
comprehensive understanding of Treasury operations, financial management, risk management, 
process improvement, field audit, IT solutions, management, team building and federal policies 
and procedures.  
 
He holds an honorable record in military leadership positions, including three mobilizations to 
the Middle East. Jeffrey received his commission into the United States Navy in 1992. In the 
Navy Reserve, his work included serving as a Commanding Officer, Executive Officer and 
Operations Officer.  

Jeffrey graduated from Fordham University in New York City with a bachelor’s of arts degree in 
Economics and holds a Master’s Certification in Leadership from Bristol University. He is also a 
certified Forensic Examiner, is certified in Business Process Re-Engineering and holds a Board 
Certification in Business Continuity. 
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As the Director of Privacy, Governmental Liaison and Disclosure, Edward is responsible for managing a 
multi-faceted privacy program and ensuring compliance with the Privacy Act, the Freedom of Information 
Act, the Federal Records Act, and Internal Revenue Code 6103.  In this role, Edward represents the IRS's 
interests in multiple aspects including privacy compliance, records management, information protection, 
disclosure, data sharing, and combating identity theft 

Edward previously served as the Director, Governmental Liaison, Disclosure and Safeguards in PGLD, 
where he provided oversight of the policies and procedures regarding access to and disclosures of 
Federal Tax Information (FTI) under IRC Section 6103. This encompassed responsibility over: IRS 
compliance with the Freedom of Information Act (FOIA), data exchanges with federal, state and local 
government agencies, and safeguarding FTI in the custody of those exchange partners. Edward also 
served in other leadership positions, including the Director, Office of Safeguards within PGLD, and Senior 
Advisor to the IRS Deputy Commissioner of Operations Support, to whom he provided authoritative 
counsel and advice. Prior to that, he was on a long-term assignment to the IRS Services and 
Enforcement Affordable Care Act Program Office, where he played a key role in the initial scoping of 
IRS’s responsibilities under the act.  Previously, he was Chief of the Enterprise Continuous Monitoring 
Branch of the W&I Security Program Management Office.  

Edward began his federal service career as a Presidential Management Fellow, with an initial 
appointment to the Social Security Administration Office of Hearings and Appeals. In 2003, he transferred 
his appointment and joined the IRS as a policy analyst within W&I Strategy and Finance.  He led the 
development of the W&I business plan and was part of a small group that stood up the initial Identity 
Theft program office within IRS. His numerous and diverse detail assignments across IRS, include 
assignments within IRS Counsel’s office, the 2008 Economic Stimulus Program, and the Internet Strategy 
team.  

Edward has received significant awards and citations for his leadership efforts including a Treasury 
Secretary’s Certificate of Appreciation for his work on the Stimulus Program and multiple IRS 
Commissioner’s Awards for his work in combating identity theft.   

Edward has a Master’s Certificate in project management from the George Washington University School 
of Business, a Bachelor of Arts degree in political science from Valdosta State University and a Juris 
Doctorate from the University of Florida Levin College of Law. He’s a member of the Florida Bar 
Association and the United States Tax Court.  

 


