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Mr. Chairman, Congressman Cummings, and Members of the Committee:

Thank you for inviting me to testify about the issues that the Department of
Justice (Department or DOJ) Office of the Inspector General (OIG) has faced in
obtaining access to documents and materials needed for its audits and reviews.
This is an issue of utmost importance, as evidenced by the 47 Inspectors General
who signed a letter last month to the Congress strongly endorsing the principle of
unimpaired Inspector General access to agency records. | want to thank the
Members of Congress for their bipartisan support in response to our letter. | also
want to acknowledge the provision included by the Senate Committee on
Appropriations in the Department’s fiscal year 2015 appropriations bill, S. 2437,
which prohibits the Department from using appropriated funds to deny the OIG
timely access to information.

Access by Inspectors General to information in agency files goes to the heart
of our mission to provide independent and non-partisan oversight. It is very clear
to me — just as it is to the Inspectors General community — that the Inspector
General Act of 1978 (IG Act) entitles Inspectors General to access all documents
and records within the agency’s possession. Each of us firmly believes that
Congress meant what it said in Section 6(a) of the IG Act: that Inspectors General
must be given complete, timely, and unfiltered access to agency records.

However, as reflected in the recent Inspectors General letter and in my prior
testimony before Congress, since 2010 and 2011, the FBI and some other
Department components have not read Section 6(a) of the IG Act as giving my
Office access to all records in their possession and therefore have refused our
requests for various types of Department records. As a result, a number of our
reviews have been significantly impeded. For example, the report we issued last
week examining the Department’s use of the federal material witness statute in
international terrorism investigations experienced significant delays resulting from
the FBI's objections to providing us with access to both grand jury and Title 111
electronic surveillance material. Additionally, in connection with our report last
month on the FBI's use of national security letters, the FBI had previously objected
to providing us with access to information it had collected using Section 1681u of
the Fair Credit Reporting Act. We experienced similar objections from Department
components that resulted in significant delays in gaining access to important
information in other reviews as well, including during the review that culminated in
our 2012 report on ATF’s Operation Fast and Furious.

In response to each of these objections to providing us with access to
information, the Attorney General or the Deputy Attorney General granted us
permission to access the records we sought by making the finding that our reviews
were of assistance to them. They also have stated to us, as well as publicly, that it
is their intent to continue to grant us permission to access records in future audits
and reviews. We appreciate their support and commitment to continue to issue to
Department components whatever orders are necessary to ensure that we can
access agency records in order to perform our oversight responsibilities. However,



as | have publicly testified previously, I have several significant concerns with this
process.

First and foremost, this process is inconsistent with the clear mandate of
Section 6(a) of the IG Act. The Attorney General and Deputy Attorney General
should not have to order Department components to provide us with access to
records that the Congress has already made it clear in the IG Act that we are
entitled to review. Second, requiring the OIG to have to obtain the permission of
Department leadership in order to review agency records compromises our
independence. The IG Act expressly provides that an independent Inspector
General should decide whether documents are relevant to an OIG’s work; however,
the current process at the Department instead places that decision and authority in
the leadership of the agency that is being subjected to our oversight. Third, the
need for the OIG to elevate matters such as these to the Department’s leadership
results in delays to our audits and reviews, consumes an inordinate amount of OIG
staff time and my time, as well as time from the Attorney General’s and Deputy
Attorney General’s busy schedules. Finally, while current Department leadership
has supported our ability to access the records we have requested, agency
leadership changes over time and an independent Inspector General’s access to
records surely should not depend on whether future occupants of these leadership
positions support such access.

Moreover, the process that the OIG is being required to follow is inconsistent
with how the Department treats other DOJ components that exercise oversight over
Department programs and personnel, but that are not statutorily independent like
the OIG and have not been granted an express statutory right of access by
Congress like the OIG. For example, to our knowledge, the Department’s Office of
Professional Responsibility (OPR) continues to be given access to grand jury and
wiretap information without objection, and no questions have been raised about
providing OPR with the information it needs to investigate alleged misconduct by
Department attorneys, which the I1G Act grants OPR the exclusive jurisdiction to
handle. This disparate treatment — requiring the OIG to obtain permission from
Department leadership to gain access to these records, but not requiring OPR to do
the same — is unjustifiable, and results in the Department being less willing to
provide materials to the OIG, presumably because the OIG is statutorily
independent, while OPR is not. Such a distinction subverts the very purpose of that
statutory independence, and fails to take into account the clear access language in
Section 6(a) of the IG Act. The disparate treatment, however, does highlight once
again OPR’s lack of independence from the Department’s leadership. This lack of
independent oversight of alleged attorney misconduct at the Department can only
be addressed by granting the statutorily-independent OIG with jurisdiction to
investigate all alleged misconduct at the Department, including by Department
attorneys, as we have advocated for many years. Indeed, the independent, non-
partisan Project on Government Oversight (POGO) made the same recommendation
in a report issued in March of this year. Bipartisan legislation introduced in the
Senate at the same time, the Inspector General Empowerment Act of 2014
(5.2127), would do just that.



This past May, the Department’s leadership asked the Office of Legal Counsel
(OLC) to issue an opinion addressing the legal objections raised by the FBI to the
OIG gaining access to certain records. We did not then believe, nor have we ever
believed, that a legal opinion from OLC was necessary to decide such a
straightforward legal matter regarding the meaning of Section 6(a) of the I1G Act.
However, we did not object to the Department’s decision to seek an OLC opinion, in
part because we hoped that OLC would quickly provide the assurance that our
Office is indeed entitled to access all agency records that the OIG deems necessary
for its audits and reviews. We have attached to my written statement the legal
views of the OIG regarding these issues, which summarizes the views we previously
shared with the Department.

We also have emphasized to the Department’s leadership the importance of a
prompt OLC opinion, given that the existing practice, even though it has enabled us
to get materials through an order of the Attorney General or Deputy Attorney
General, seriously impairs our independence for the reasons | just described. It
remains critical that OLC issue its opinion promptly.

Meanwhile, in the absence of a resolution of this dispute, our struggles to
access information relevant to our reviews in a timely manner continue to cause
delays to our work and consume resources. They also have a substantial impact on
the morale of the auditors, analysts, agents, and lawyers who work extraordinarily
hard every day to do the difficult oversight work that is expected of them. Far too
often, they face challenges getting timely access to information from some
Department components. Indeed, even routine requests can sometimes become a
challenge. For example, in two ongoing audits, we even had trouble getting
organizational charts in a timely manner.

We remain hopeful that this matter will be resolved promptly with a legal
opinion concluding that the IG Act entitles the OIG to independent access to the
records and information that we seek. Indeed, a contrary opinion, which
interpreted the IG Act in a manner that resulted in limitations on the OIG’s access
to documents, would be unprecedented and would be contrary to over 20 years of
policy, practice, and experience within the Department. As we discuss in our
attached legal summary, for the OIG’s first 22 years of existence, until the FBI
raised legal objections in 2010 and 2011, the OIG received without controversy or
question grand jury, Title 111, and FCRA information in connection with reviews in
which the information was relevant, including from the FBI. Should an OLC legal
opinion interpret the IG Act in a manner that results in limits on our ability to
access information pursuant to the 1G Act, we will request a prompt legislative
remedy, which the Department has said it will work with us on.

For the past 25 years, my Office has demonstrated that effective and
independent oversight saves taxpayers money and improves the Department’s
operations. Actions that limit, condition, or delay access to information have
substantial consequences for our work and lead to incomplete, inaccurate, or
significantly delayed findings or recommendations. In order to avoid these
consequences, the pending access issues need to be resolved promptly, hopefully
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through a legal opinion from OLC finding that Section 6(a) of the IG Act means
what it says, namely that the OIG is entitled “to have access to all records . . . or
other material available to the” Department, which must be construed as timely,
complete, and independent access to information in the Department’s possession.

This concludes my prepared statement. | would be pleased to answer any
questions that you may have.



The Honorable Michael E. Horowitz
Inspector General
U.S. Department of Justice
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The OIG’s Legal Views Regarding Access to Information®
Historical Background

The legal issues currently pending before OLC concern the scope of the OIG’s
right during its audits and reviews to obtain access to documents and materials
available to the DOJ that were obtained pursuant to a grand jury proceeding, the
federal wiretap statute, and Section 1681u of the Fair Credit Reporting Act,

15 U.S.C. § 1681 (FCRA).

As discussed in detail below, the legal position adopted by the FBI in 2011,
which raised objections to the OIG’s ability to access certain records in the FBI's
possession, was contrary to the plain language of the 1G Act, the FBI's own prior
practice, precedent throughout the Department, prior OLC opinions, prior judicial
opinions, and the plain language of the relevant laws. It also was inconsistent with
the actions of prior Attorneys General who expanded the OIG’s jurisdiction and
authority to ensure independent oversight of the Department’s law enforcement
components, including the FBI and DEA. Specifically, in 1994, Attorney General
Reno issued an order expanding the OIG jurisdiction to include investigating
misconduct of Department law enforcement agents, other than those employed by
the FBI and the Drug Enforcement Administration (DEA). In 2001, Attorney
General Ashcroft authorized the OIG to investigate allegations of misconduct
involving FBI and DEA employees. Congress subsequently codified these
expansions of the OIG’s jurisdiction. In deciding to have independent oversight of
the Department’s law enforcement components, Congress and Attorneys General
Reno and Ashcroft surely intended that the OIG would have access to records, such
as grand jury and wiretap information, which are regularly a part of law
enforcement’s work.

Not surprisingly, given this history and the plain language of the IG Act, the
OIG’s ability to access to these categories of information had not even been
controversial within the Department prior to 2010 and 2011, when the FBI first
raised its objections in connection with OIG reviews assessing the FBI’'s use of
national security letters, the ATF’s investigation known as Operation Fast and
Furious, and the Department’s use of the material witness statute. These legal
objections stood in sharp contrast to the established practice by the FBI and
throughout the Department for over 20 years, during which time the OIG received
grand jury, Title 111, or FCRA information in at least 10 major reviews and
investigations. This included several instances where we received the information
directly from the FBI in response to document requests, including our 2010 review
of the FBI’s investigations of domestic advocacy groups, our 2010 review of the
FBI's use of “exigent letters,” and our 2007 and 2008 reviews of the FBI's use of
national security letters. We also obtained, without any pre-screening by the FBI or

! We have attached to this testimony several letters and memoranda exchanged between the
Department’s leadership and the OIG that are relevant to the matters at issue. Each of these documents is already
available to the public online. See, e.g., http://www.grassley.senate.gov/news/news-releases/grassley-statement-
fbi-oversight-hearing-1 (containing a link to these documents).



http://www.grassley.senate.gov/news/news-releases/grassley-statement-fbi-oversight-hearing-1
http://www.grassley.senate.gov/news/news-releases/grassley-statement-fbi-oversight-hearing-1

the Department, broad access to FBI investigative files in some of our most
sensitive reviews and investigations, such as our 2003 review of the FBI’s
performance in deterring, detecting, and investigating the espionage activities of
Robert Philip Hanssen and our 2006 review of the FBI's handling and oversight of
FBI asset Katrina Leung. Notably, in several of these matters, senior lawyers at the
FBI and the Department, including U.S. Attorneys, participated in the decisions to
provide these categories of information to the OIG.

Ironically, while the OIG is the only Department entity with a standalone
statutory mandate to conduct independent oversight of Department programs and
personnel, and the only Department entity with an express statutory right of access
to records for these purposes, we are also the only Department oversight entity
whose legal authority to access these materials for oversight purposes has been
questioned. We understand that two other DOJ entities that conduct oversight of
Department programs and personnel — the Office of Professional Responsibility
(OPR) and the DOJ National Security Division’s (NSD) Oversight Section — have
been and continue to be provided access to the three categories of information for
purposes of oversight. In their oversight capacities, the activities of OPR and NSD
are indistinguishable from the OIG, except for our statutory independence and their
lack of statutory independence. Yet the OPR’s and NSD’s legal access to
information have not been similarly questioned. This disparate treatment is
unexplainable, particularly in light of the fact that the OIG is the only one of these
three entities which is independent from the Department and to which Congress
has granted explicit statutory authority to access documents and materials.

OIG Legal Position

The following summarizes the legal views that | provided to the Department
recently, which mirror the legal views my Office has advocated to the Department
since the FBI first raised its objections in 2011. As described in detail below, my
view is that the OIG is entitled to receive grand jury, Title 111, and FCRA information
for its oversight reviews and investigations pursuant to the IG Act, unless and until
the Attorney General finds it necessary to invoke the process to prevent such
access that is described in Section 8E of the I1G Act.

A. The IG Act Provides a Comprehensive Statutory Scheme Authorizing
Inspector General Access to Information.

The IG Act is an explicit statement of Congress's desire to create and
maintain independent and objective oversight organizations inside of certain federal
agencies, including the Department of Justice, without agency interference. Crucial
to this independent and objective oversight is having prompt and complete access
to documents and information relating to the programs they oversee. Recognizing
this, Section 6(a) of the IG Act authorizes Inspectors General “to have access to all
records, reports, audits, reviews, documents, papers, recommendations, or other
material available to the applicable establishment which relate to programs and
operations with respect to which that Inspector General has responsibilities under
this Act.” The Act also authorizes the IGs to request necessary information or
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assistance from "any Federal, State, or local governmental agency or unit thereof,
including the particular establishments the Inspectors General oversee. Together,
these two statutory provisions operate to ensure that the Inspectors General are
able to access the information necessary to fulfill their oversight responsibilities.

In the law creating the DOJ OIG, Congress inserted an exception to the
general access authority granted to Inspectors General. Section 8E of the IG Act
provides the Attorney General the authority, under specified circumstances and
using a specific procedure, to prohibit the OIG from carrying out or completing an
audit or investigation, or from issuing any subpoena. This authority may only be
exercised by the Attorney General, and only with respect to specific kinds of
sensitive information. The Attorney General must specifically determine that the
prohibition on the Inspector General’s exercise of authority is necessary to prevent
the disclosure of certain specifically described categories of information, or to
prevent the significant impairment to the national interests of the United States.
These provisions represent an acknowledgement of the fact that the Department
often handles highly sensitive criminal and national security information, the
premature disclosure of which could pose a threat to the national interests.

Together, these provisions — the affirmative and explicit authority to access
documents and materials contained in Section 6, and the carefully circumscribed
exception to that authority Congress included in Section 8E — demonstrate that the
IG Act, as amended, provides a detailed and comprehensive statutory scheme that
fully delineates the OIG’s authority to access information available to the
Department. Congress could not have been any clearer.

B. The OIG Also Is Entitled To Access the Information on Other Grounds.

While the IG Act explicitly authorizes the OIG’s access to grand jury, Title 111,
and FCRA information, the OIG also is entitled to access each of these categories of
information on independent grounds.

1. The OIG is Entitled to Receive Grand Jury Materials as an “Attorney
for the Government” Under Rule 6(e)(3)(A)(i).

The OIG may receive direct access to grand jury information pursuant to
Federal Rule of Criminal Procedure 6(e)(3)(A)(i), which provides that disclosure of
grand jury information may be made to “an attorney for the government for use in
performing that attorney’s duty.”

An OLC opinion issued in 1984 concluded that OPR attorneys qualify for
access under Rule 6(e)(3)(A)(i), not requiring a court order or other Department
authorization, because they are part of the supervisory chain conducting oversight
of the conduct of Department attorneys before the grand jury. The OIG is,
similarly, part of the supervisory chain conducing oversight of the conduct of law
enforcement officials, fulfilling a supervisory function directed at maintaining the
highest standards of conduct by Department employees. The Inspector General is
currently and has historically been an attorney (with one early exception), and the
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OIG employs attorneys to perform the oversight work that would require access to
grand jury material. Similarly, while there is no requirement that the head of OPR
must be an attorney, the position has always been held by one, and OPR employs
attorneys to perform its work. The OIG, therefore, stands in the same legal shoes
as OPR for these purposes.

Moreover, the only two federal judges who have ruled on the issue of OIG
access to grand jury material in connection with a non-criminal OIG review
concluded that the OIG was entitled to access the information. In so doing, the
District Judges adopted the legal position that was being advocated by the
Department itself, which relied on the reasoning of OLC’s 1984 opinion regarding
OPR access to grand jury material. Specifically, the District Judges ruled that
disclosure of grand jury material to the OIG is permissible because it constitutes
disclosure to "an attorney for the government for use in the performance of such
attorney's duty" under Federal Rule of Criminal Procedure 6(e)(3)(A)(i).?

2. The OIG is Also Entitled to Receive Title 111 Information Because
OIG Personnel Are “Investigative or Law Enforcement Officers” and
Disclosure is Appropriate for the Proper Performance of the
Inspector General’s Official Duties.

Title 111 itself, as already interpreted by the OLC, provides a basis in addition
to the IG Act for the OIG to obtain access to Tl materials. Section 2517 governs
an investigative or law enforcement officer’s disclosure and use of Title 111
information and provides in relevant part:

Any investigative or law enforcement officer who, by any means
authorized by this chapter, has obtained knowledge of the contents of
any wire, oral, or electronic communication, or evidence derived
therefrom, may disclose such contents to another investigative or law
enforcement officer to the extent that such disclosure is appropriate
for the proper performance of the official duties of the officer making
or receiving the disclosure.

That OIG investigators qualify as an “investigative or law enforcement
officer” for purposes of Title 111 is not in doubt. They qualify as such under the
plain text of these provisions pursuant to their official law enforcement duties under
the 1G Act. Moreover, the OLC itself has already determined that OIG agents
qualify as such, having issued an opinion in 1990 concluding that OIG agents
qualify as “investigative officers” authorized to disclose or receive Title 111
information. See Whether Agents of the Department of Justice Office of the
Inspector General are “Investigative or Law Enforcement Officers” Within the
Meaning of 18 U.S.C. § 2510(7), 14 Op. O.L.C. 107, 109-10 (1990).

Nevertheless, the FBI cited to a separate OLC opinion issued in 2000, which
construed the meaning of “official duties” narrowly in the context of dissemination

’ These rulings, and the Department’s memoranda supporting their conclusion, are attached.
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of Title 111 material outside of the Department to the intelligence community, whose
employees the OLC found were not “investigative or law enforcement officers” for
purposes of Title 11l. See Sharing Title 111 Electronic Surveillance Material With The
Intelligence Community, 24 Op. O.L.C. 261 (2000). The 2000 OLC decision
concluded that disclosure was appropriate when the official duties were “related to
the prevention, investigation, or prosecution of criminal conduct.” In each of the
OIG reviews where the FBI refused to produce Title 11l information, the OIG review
team included OIG law enforcement agents. Moreover, unlike many of the official
duties of the intelligence community employees at issue in the 2000 decision, the
work of OIG law enforcement agents to oversee Department law enforcement
agencies like the FBI is always and inherently “related to the prevention,
investigation, or prosecution of criminal conduct.” In light of the plain text of
Sections 2510(7) — as well as the express authorization contained within the 1G Act
— the pending matters are clearly different from the factual circumstances found in
the 2000 OLC opinion.

Further, providing documents to the OIG in the context of a duly authorized
review would be “appropriate to the proper performance of the official duties of the
official making . . . the disclosure,” particularly in light of that official’s duty to
cooperate fully with the OIG’s investigations and reviews. This would constitute a
second, independent basis for meeting the second requirement of Section 2517(1).

3. The OIG also is Permitted to Receive FCRA Information Under the
FCRA Statute.

In Section 1681u of FCRA, Congress provided the FBI with authority to use
national security letters to obtain limited credit report information and consumer
identifying information in counterintelligence investigations. In so doing, Congress
also limited the dissemination of information collected under this new authority, and
created an exception to that limitation, as follows: “The Federal Bureau of
Investigation may not disseminate information obtained pursuant to this section
outside of the Federal Bureau of Investigation, except to other Federal agencies as
may be necessary for the approval or conduct of a foreign counterintelligence
investigation . . . .”

The FBI cited this provision in objecting in 2011 to providing FCRA
information to the OIG, which is outside the FBI. However, the FBI's reading of this
provision is inconsistent with Congressional intent, the Department’s reading of the
statute, and the FBI’'s own actions in regularly sharing FCRA information with
Department employees who are outside the FBI. The Congressional intent in
limiting the dissemination of such information was to ensure that information
collected under the FBI's newly expanded NSL authority was not improperly
reported or shared with other agencies. In short, its purpose was to protect privacy
and civil liberties of the individuals whose credit information had been obtained.
Further, in the USA PATRIOT Improvement and Reauthorization Act of 2005 (Patriot
Reauthorization Act), Congress directed the OIG to “perform an audit of the
effectiveness and use, including any improper or illegal use, of national security
letters issued by the Department of Justice.” This same section of the Act defined
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national security letters to include requests made pursuant to Section 1681u.
Fulfilling the Congressional mandates of the Patriot Reauthorization Act thus clearly
required the OIG to have access to information the Department obtained through
national security letters, including Section 1681u credit report information. Yet,
that Act contained no provision granting the OIG access to Section 1681u
information. Thus, Congress surely believed the OIG already was entitled to access
FCRA information in order to audit its dissemination.

Further, the Department’s and the FBI’s past practice is consistent with this
reading of Section 1681u(f). In our national security letter reviews prior to 2011,
the FBI provided to the OIG, without objection, full access to FCRA information as
well as to all other information it obtained through its use of national security
letters. There was no suggestion by anyone at the Department or the FBI that
Section 1681u limited such access. In those reviews, issued in 2007 and 2008, we
found that FBI personnel did not fully understand the statutory requirements of
FCRA and had in certain cases requested or received information they were not
entitled to receive pursuant to Section 1681u. Then, during our third national
security letters follow up review (a report we issued just last month), which
evaluated the FBI’s progress in addressing the recommendations in our prior
reports, including its handling of FCRA information, the FBI raised this new legal
objection even though we asked for the exact same type of information that the FBI
previously had readily provided to us.

Additionally, the FBI has routinely provided, and the Department has
routinely allowed, exactly these kinds of FBI disseminations of FCRA information to
the NSD’s Oversight Section in furtherance of NSD’s oversight reviews of the FBI —
oversight that was implemented in response to the OIG findings about the FBI’'s
misuse of national security letter reports and related matters. These NSD reviews,
which are patterned after the OIG’s reviews, examine whether the FBI is using
national security letters in accordance with applicable laws and policies. The FBI
provides the NSD with access to FCRA information in its field office files on a
quarterly basis. We agree that this practice is lawful as to NSD, even though NSD
is outside the FBI, and we see no need to invoke additional legal justifications to
provide the OIG with information that is routinely provided to NSD for an identical
purpose of conducting oversight of the FBI.

Conclusion

In summary, the OIG is entitled to all three categories of information
pursuant to the IG Act, which is a comprehensive statutory scheme that explicitly
delineates the scope of the OIG’s authority to access information and the
exceptions to such access. In addition, each of the specific laws at issue
independently supports OIG access to the information.
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U.S. Department of Justice

Office of the Inspector General

May 13, 2014

The Honorable Charles E. Grassley
Ranking Member

United States Senate

135 Hart Senate Office Buiiding
Washington, D.C. 20510

Dear Senator Grassley:

I write in response to your correspondence dated March 28, 2014,
requesting communications and documents between the Department of Justice
Office of the Inspector General (OIG) and the Department of Justice
(Department) regarding the OIG’s attempts to gain access to certain
Department records pursuant to the Inspector General Act in connection with
several recent OIG reviews.

We have enclosed 12 documents with this correspondence that are
responsive to your request in that they describe the substantive legal issues,
and provide much of the background and history and the positions taken on
these access issues by the OIG, the Department, and the Federal Bureau of
Investigation (FBI). The 12 documents enclosed with this correspondence
include the following:

¢ Summary of the OIG’s Position Regarding Access to Documents
and Materials Gathered by the FBI, which was created by the OIG
in October 2011.

o Letter from Deputy Attorney General James M. Cole to FBI General
Counsel Andrew Weissmann and OIG Acting Inspector General
Cynthia Schnedar, dated November 18, 2011, regarding access to
credit reports obtained pursuant to Section 1681u of the Fair
Credit Reporting Act (FCRA) related to the OIG’s review of the FBI's
use of national security letters (NSLs).

o Letter from Attorney General Eric H. Holder to OIG Acting
Inspector General Cynthia Schnedar, dated November 18, 2011,
regarding access to grand jury material related to the OIG’s review
of the Bureau of Alcohol, Tobacco, Firearms and Explosives’ (ATF)
investigation known as Operation Fast and Furious.



Letter from Deputy Attorney General James M. Cole to FBI General
Counsel Andrew Weissmann and OIG Acting Inspector General
Cynthia Schnedar, dated December 5, 2011, regarding access to
Title III documents related to the OIG’s review of the Department’s
use of the material witness warrant statute, 18 U.S.C § 3144.

Memorandum from OIG Acting Inspector General Cynthia
Schnedar to Deputy Attorney General James M. Cole, dated
December 6, 2011, regarding access to credit reports obtained
pursuant to Section 1681u of FCRA related to the OIG’s review of
the FBI’s use of national security letters (NSLs).

Memorandum from OIG Acting Inspector General Cynthia
Schnedar to Attorney General Eric H. Holder, dated December 16,
2011, regarding access to grand jury material related to the OIG’s
review of ATF’s investigation known as Operation Fast and
Furious.

Memorandum from OIG Acting Inspector General Cynthia
Schnedar to Deputy Attorney General James M. Cole, dated
December 16, 2011, regarding access to Title III documents related
to the OIG’s review of the Department’s use of the material witness
warrant statute, 18 U.S.C § 3144.

Letter from Deputy Attorney General James M. Cole to OIG Acting
Inspector General Cynthia Schnedar, dated January 4, 2012,
informing the OIG that the Department asked the Office of Legal
Counsel (OLC) to provide a formal opinion regarding the OIG’s
access to grand jury material, information obtained pursuant to
Section 1681u of FCRA, and information obtained pursuant to
Title III.

Letter from Deputy Attorney General James M. Cole to OIG Acting
Inspector General Cynthia Schnedar, dated March 16, 2012,
regarding the OIG’s request that the Department withdraw the
request for an opinion from OLC.

Letter from Deputy Attorney General James M. Cole to OIG Acting
Inspector General Cynthia Schnedar, dated April 11, 2012,
authorizing the Criminal Division to disclose Title III information to
the OIG related to the OIG’s review of the ATF investigation known
as Operation Fast and Furious.




Two of the 12 documents responsive to your request are classified:

e Letter from FBI General Counsel Valerie Caproni to OIG Assistant
Inspector General for Oversight and Review Carol Ochoa, dated
March 4, 2011, providing the FBI’s view of dissemination
restrictions for documents in FBI investigative files.

e Memorandum from FBI General Counsel Andrew Weissmann and
Special Assistant to the General Counsel Catherine Bruno to
Inspector General Michael Horowitz, dated February 29, 2013 [sic|,
regarding legal restrictions on dissemination of FBI information to
the OIG for OIG criminal investigations.

We are providing a redacted version of these two documents with this
unclassified letter. If you would like to review these documents in classified
form, the Department has requested that arrangements be made to review
them in the OIG offices. We will work with your staff to make such
arrangements at a convenient time.

Consistent with our usual practice when we are asked to produce
documents that were created by the Department or a Department component,
or that involved a communication by the OIG with the Department or a
Department component, the OIG provided the above-referenced 12 documents
and other documents that we believe are responsive to your request to the
Department for its review. The Department has informed us that it is asserting
the deliberative process privilege and/or the attorney-client privilege over the
other responsive documents, and therefore they are not included in this
production.

Thank you for your continued support for the work of our Office. If you

have any questions, please do not hesitate to call me or my Chief of Staff, Jay
Lerner, at (202) 514-3435.

Sincerely,

Michael E. Horowitz
Inspector General

Enclosures



Summary of the Department of Justice Office of the Inspector General’s
Position Regarding Access to Documents and Materials Gathered by the

Federal Bureau of Investigation

Introduction

In November 2009, the Office of the Inspector General (OIG) initiated a
review of the Department’s use of the material witness statute, 18 U.S.C. §
3144. Pursuant to our responsibilities under Section 1001 of the Patriot Act, a
significant part of our review is to assess whether Department officials violated
the civil rights and civil liberties of individuals detained as material witnesses
in national security cases in the wake of the September 11 terrorist attacks. In
addition, the review will provide an overview of the types and trends of the
Department’s uses of the statute over time; assess the Department’s controls
over the use of material witness warrants; and address issues such as the
length and costs of detention, conditions of confinement, access to counsel,
and the benefit to the Department’s enforcement of criminal law derived from
the use of the statute.

In the course of our investigation, we learned that most of the material
witnesses in the investigations related to the September 11 attacks were
detained for testimony before a grand jury. At our request, between February
and September 2010 the Department of Justice National Security Division and
three U.S. Attorneys’ offices (SDNY, NDIL, EDVA) provided us with grand jury
information concerning material witnesses pursuant to Fed. R. Crim. P.
6(e)(3)(D), which permits disclosure of grand jury matters involving foreign
intelligence information to any federal law enforcement official to assist in the
performance of that official’s duties. We also sought a wide range of materials
from other Department components, inchuding the U.S. Marshals Service, the
Federal Bureau of Prisons, and the Federal Bureau of Investigation (FBI). All of
the Department’s components provided us with full access to the material we
sought, with the notable exception of the FBI.

In August 2010, we requested files from the FBI relating to the first of 13
material witnesses. In October 2010, representatives of the FBI’s Office of
General Counsel informed us that the FBI believed grand jury secrecy rules
prohibited the FBI from providing grand jury material to the OIG. The FBI took
the position that it was required to withhold from the OIG all of the grand jury
material it gathered in the course of these investigations. The FBI has also
asserted that, in addition to grand jury information, it can refuse the OIG
access to other categories of information in this and other reviews, including
Title III materials, federal taxpayer information; child victim, child witness, or
federal juvenile court information; patient medical information; credit reports;
FISA information; foreign government or international organization
information; information subject to non-disclosure agreements, memoranda of
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understanding or court order; attorney client information; and human source
identity information. The information we have requested is critical to our
review. Among other things, we are examining the Department’s controls over
the use of material witness warrants, the benefit to the Department from the
use of the statute, and allegations of civil rights and civil liberties abuses in the
Department’s post-9/11 use of the statute in the national security context.

‘.l‘he requested grand jury information is necessary for our assessment of these
issues.

The FBI has also asserted that page-by-page preproduction review of all
case files and e-mails requested by the OIG in the material witness review is
necessary to ensure that grand jury and any other information the FBI asserts
must legally be withheld from the OIG is redacted. These preproduction
reviews have caused substantial delays to OIG reviews and have undermined
the OIG’s independence by giving the entity we are reviewing unilateral control
over what information the OIG receives, and what it does not.

The FBI’s position with respect to production of grand jury material to
the OIG is a change from its longstanding practice.! It is also markedly
different from the practices adopted by other components of the Department of
Justice. The OIG routinely has been provided full and prompt access to grand
jury and other sensitive materials in its reviews involving Department
components in high profile and sensitive matters, such as our review of the
President’s Surveillance Program and the investigation into the removal of nine
U.S. Attorneys in 2006. Those reviews would have been substantiaily delayed,
if not thwarted, had the Department employed the FBI’s new approach.

In many respects, the material witness warrant review is no different
from other recent OIG reviews conducted in connection with our civil rights
and civil liberties oversight responsibilities under the Patriot Act in which
Department components granted the OIG access to grand jury and other
sensitive material. For example, in our review of the FBI’s use of “exigent
letters® to obtain telephone records, at our request the Department of Justice
Criminal Division and the FBI provided us grand jury materials in two then

1 Since 2001, when the OIG assumed primary oversight responsibility for the FBI, the
OIG has undertaken numerous investigations which required review of the most sensitive
material, including grand jury material and documents classified at the highest levels of
secrecy. Through all of these reviews, the FBI never refused to produce documents and other
material to the OIQ, including the most sensitive human and technical source information, and
it never asserted the right to make unilateral determinations about what requested documents
were relevant to the OIQ reviews. On the rare occasion when the FBI voiced concern based on
some of the grounds now more broadly asserted in this matter, quick compromises were
reached by the OIQ and the FBl. Indeed, with only minor exceptions, the FBI's historical
cooperation with the OIG has been exemplary, and that cooperation has enabled the OIQ to
conduct thorough and accurate reviews in a timely manner, consistent with its statutorily
based oversight mission and its duty to assist in maintaining public confidence in the
Department of Justice.




ongoing sensitive media leak investigations involving information classified at
the TS/SClI level. The grand jury materials were essential to our findings that
FBI personnel had improperly sought reporters’ toll records in contravention of
the Electronic Communications Privacy Act and Department of Justice policy. 2

Similarly, in our review of the FBI's investigations pertaining to certain
domestic advocacy groups, the OIG assessed allegations that the FBI had
improperly targeted domestic advocacy groups for investigation based upon
their exercise of First Amendment rights. In the course of this review, the FBI
provided OIG investigators access to grand jury information in the
investigations we examined. This information was necessary to the OIG’s
review as it informed our judgment about the FBI’s predication for and decision
to extend certain investigations. The lack of access to this information would
have critically impaired our ability to reach any conclusions about the FBI’s
investigative decisions and, consequently, our ability to address concerns that
the FBI's conduct in these criminal investigations may have violated civil rights
and civil liberties.3

When the OIG has obtained grand jury material, the OIG has carefully
adhered to the legal prohibitions on disclosure of such information. We
routinely conduct extensive pre-publication reviews with affected components
in the Department. The OIG has ensured that sensitive information — whether
it be law enforcement sensitive, classified, or information that would identify
the subjects or direction of a grand jury investigation - is removed or redacted
from our public reports. In all of our reviews and investigations, the OIG has
scrupulously protected sensitive information and has taken great pains to
prevent any unauthorized disclosure of classified, grand jury, or otherwise
sensitive information.

For the reasons discussed below, the OIG is entitled to access to the
material the FBI is withholding. First, the Inspector General Act of 1978, as
amended (Inspector General Act or the Act), provides the OIG with the
authority to obtain access to all of the documents and materials we seek.
Second, in the same way that attorneys performing an oversight function in the
Department’s Office of Professional Responsibility (OPR) are “attorneys for the
government” under the legal exceptions to grand jury secrecy rules, the OIG
attorneys conducting the material witness review are attorneys for the
government entitled to receive grand jury material because they perform the
same oversight function. Third, the OIG also qualifies for disclosure of the
grand jury material requested in the material witness review under

2 We described this issue in our report, A Review of the Federal Bureau of
Investigation’s Use of Exigent Letters and Other Informal Reguests for Telephone Records,
(January 2010).

3 Our findings are described in our report, A Review of the FBI's lnvestigations of
Certain Domestic Advocacy Groups (September 2010).
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amendments to the grand jury secrecy rules designed to enhance sharing of
information relating to terrorism investigations.

L THE INSPECTOR GENERAL ACT

The FBI’s refusal to provide prompt and full access to the materials we
requested on the basis of grand jury secrecy rules and other statutes and
Department policies stands in direct conflict with the Inspector General Act.
The Act provides the OIG with access to all documents and materials available
to the Department, including the FBI. No other rule or statute should be
interpreted, and no policy should be written, in a manner that impedes the
Inspector General’s statutory mandate to conduct independent oversight of
Department programs. See, e.g., Watt v. Alaska, 451 U.S. 259, 267 (1981) (A
court “must read [two allegedly conflicting] statutes to give effect to each if [it]
can do so while preserving their sense and purpose.”).

A. The Inspector General Act Grants the OIG Full and Prompt
Access to any Documents and Materials Available to the DOJ,
Including the FBI, that Relate to the OIG’s Oversight
Responsibilities

The Inspector General Act is an explicit statement of Congress’s desire to
create and maintain independent and objective oversight organizations inside
of certain federal agencies, including the Department of Justice, without
agency interference. Crucial to the Inspectors General (IGs) independent and
objective oversight is having prompt and complete access to documents and
information relating to the programs they oversee. Recognizing this, the
Inspector General Act authorizes IGs “to have access to all records, reports,
audits, reviews, documents, papers, recommendations, or other material
available to the applicable establishment which relate to programs and
operations with respect to which that Inspector General has responsibilities
under this Act.” 5 U.S.C. App. 3 § 6(a)(1). The Act also authorizes the IGs to
“request” necessary “information or assistance” from “any Federal, State, or
local governmental agency or unit thereof,” including the particular
establishments the IGs oversee. Id. § 6(a)(3); id. § 12(5) (defining the term
“Federal agency” to include the establishments overseen by the Inspectors
General). Together, these two statutory provisions operate to ensure that the
Inspectors General are able to access the information necessary to fulfill their
- oversight responsibilities.

The only explicit limitation on IGs’ right of access to information
contained in the Inspector General Act concerns all agencies’ obligation to
provide “information or assistance” to the Inspectors General. However, this
limitation does not apply to IGs’ absolute right of access to documents from
their particular agency. This circumscribed limitation provides that all federal
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agencies shall furnish information or assistance to a requesting IG “insofar as
is practicable and not in contravention of any existing statutory restriction or
regulation of the Federal agency from which the information is requested|.]"5
U.S.C. § 6(b)(1) (emphasis added).4

Another provision of the Inspector General Act grants the Inspectors
General discretion to report instances of noncooperation to the head of the
relevant agency, whether that noncooperation impedes on the 1Gs’ authority to
obtain documents or “information and assistance.” Under that section, when
an IG believes “information or assistance” is “unreasonably refused or not
provided, the Inspector General shall report the circumstances to the head of
the establishment involved without delay.” 5 U.S.C. App. 3 § 6(b)(2) The FBI
contends this reporting provision of the Act is a further limitation on the
agencies’ obligation to provide documents and “information and assistance” to
the Inspectors General. The FBI has argued that the provision implicitly
recognizes that requests for both documents and “information and assistance
can be “reasonably refused.”

The OIG believes the FBI’s reliance on this reporting section as limiting
an IG’s right of access to documents in the custody of the agency it oversees is
misplaced. This provision of the Act is entirely consistent with the right of full
and prompt access to documents and materials and does not create a
limitation, explicit or implicit, on the authorities provided elsewhere in the Act.
By granting the Inspectors General the discretion to decide that some instances
of noncooperation by an agency do not rise to the level of a reportable incident,
the provision accounts for the practical reality that many instances where

4 The legislative history is silent on the reason for conditioning agencies’ furnishing of
“information or agsistance” to all IGs on practicability or statutory restriction, but imposing no
such limitation on an agency’s absolute requirement to provide its documents to its own IG.
However, there are possible explanations for the distinction. For example, providing access to
documents and materials maintained in agency systems and files is simple, inexpensive, and
an undeniable precondition to the fair, objective, and successful exercise of the IGs’ oversight
responsibilities. Accordingly, the Act’s unconditional language authorizing IGs to have access
to the documents and materials of the agency it oversees is understandable and sensible. In
contrast, agencies may not always be able to fulfill requests for “information or assistance”
immediately, even from their agency’s IG. A request of one agency from another agency's IG
may require more careful scrutiny because it would entail information being transmitted
outside of the requested agency. In addition, busy agency schedules must be accommodated
when fulfilling a request for an interview; subject matter experts may not be immediately
available to interpret documents or may have left the agency’s employment; responses to
interrogatories often require revisions and approvals; and annotations, explanations, and
written analyses of existing documents and materials can take significant amounts of time.
Despite the OIG’s historical success at reaching reasonable compromises with components of
the DOJ responding to requests for “information or assistance,” the OIG readily acknowledges
that circumstances could arise where a component’s delay, difficulty, or even refusal in
responding to a request for “information or assistance” would be reasonable. These
considerations are not applicable, however, to IGs’ access to documents and materials of the
agency it oversees, and therefore, that provision of the Act authorizes access in absclute terms.
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Inspectors General are not granted access to documents or materials, or are
not provided “information or assistance” in response to a request, do not merit
a report to agency management.5

To summarize, the Inspector General Act provides the Inspectors General
a right of full and prompt access to documents and materials in the custody of
the agency they oversee, a right to request “information or assistance” from any
agency that is modestly limited, and an obligation to report instances of agency
noncooperation to the agency head when, in the judgment of the Inspector
General, such noncooperation is unreasonable. Accordingly, the Act provides
Inspectors General unconditional authority to gather documents and records in
the custody of the agency they oversee, an authority necessary to obtain the
basic information to conduct independent and objective reviews and
investigations.

B. The Only Limitation on the OIG’s Authority to Conduct Audits
and Investigations within its Jurisdiction is Section 8E of the
Inspector General Act, and that Limitation Must Be Invoked by
the Attorney General

In the law creating the DOJ OIG, Congress inserted an exception to the
normal authority granted to Inspectors General. In a section captioned
“Special provisions concerning the Department of Justice,” the IG Act provides
the Attorney General the authority, under specified circumstances and using a
specific procedure, to prohibit the OIG from carrying out or completing an
audit or investigation, or from issuing any subpoena. See 5 U.S.C. App. 3 §
8E. This authority may only be exercised by the Attorney General, 5 U.S.C.
App. 3 § 8E(a)(1)-(2), and only with respect to specific kinds of sensitive
information. Id. § 8E(a)(1). The Attorney General must specifically determine
that the prohibition on the Inspector General’s exercise of authority is
necessary to prevent the disclosure of certain specifically described categories
of information, or to prevent the significant impairment to the national
interests of the United States. Id. § 8E(a)(2). The Attorney General’s decision
must be conducted in writing, must state the reasons for the decision, and the
Inspector General must report the decision to Congress within thirty days. Id.
§ 8E(a)(3). These provisions represent an acknowledgement of the fact that the
Department of Justice often handles highly sensitive criminal and national
security information, the premature disclosure of which could pose a threat to
the national interests.

S For example, IG document requests can be very broad, particularly before IG
investigators have learned the details of the program under review. In such instances, formal
requests are often informally and consensually narrowed after discussions with the agency
under review, and a report to the agency head is unnecessary. Similarly, an agency’s failure to
provide the Inspector General with access to a document is often inadvertent or such a minor
inconvenience that the Inspector General could reasonably view the noncooperation as de
minimis.
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These exacting procedures confirm that the special provisions of Section
8E represent an extraordinary departure from the baseline rule that the
Inspectors General shall have unconditional access to documents and
materials, and broad authority to initiate and conduct independent and
objective oversight investigations. These procedures also confirm that only the
Attorney General, and not the FBI, has the power to prohibit the OIG’s access
to relevant documents and materials available to the Department.

II. GRAND JURY SECRECY RULES

The Federal Rules of Criminal Procedure provide the general rule of
secrecy applicable to grand jury information and various exceptions to that
general rule. One of the exceptions allows disclosure of grand jury information
to “an attorney for the government.” This exception provides a basis, additional
to and independent of the Inspector General Act, for disclosing the requested
grand jury materials to the OIG.5 The OIG’s reliance on the “attorney for the
government” exception to obtain access to grand jury material is supported by
an Office of Legal Counsel (OLC) opinion and a federal court decision. OIG
access to grand jury material under this exception is consistent with the broad
authority granted to the OIG under the Inspector General Act, and it avoids an
oversight gap so that Department employees cannot use grand jury secrecy
rules to shield from review their adherence to Department policies, Attorney
General Guidelines, and the Constitution. The “attorney for the government”
exception allows for automatic disclosure of grand jury materials and is,
therefore, particularly well suited to ensure that the OIG’s ability to access
documents and materials, and to access them promptly, is coextensive with
that of the Department and the FBIL.

A. OIG Attorneys Are “Attorneys for the Government”

In an unpublished opinion issued subsequent to United States v. Sells
Engineering, Inc., 463 U.S. 418 (1983) (a Supreme Court opinion narrowly
construing the term “attorney for the government” as used in the exception to
the general rule of grand jury secrecy), the OLC determined that, even in light
of the Court’s decision, the Rule was broad enough to encompass Office of
Professional Responsibility (OPR) attorneys exercising their oversight authority
with regard to Department attorneys.

In Sells, Civil Division attorneys pursuing a civil fraud case sought

automatic access to grand jury materials generated in a parallel criminal
proceeding. The Supreme Court interpreted the exception that provides for

¢ Rule 6(e)(3)(A){i) provides: “Disclosure of a grand jury matter - other than the grand
jury’s deliberations or any grand juror’s vote - may be made to: (i) an attorney for the
government for use in performing that attorney's duty . . . .* Fed. R. Crim. P. 6(e}(3)(A)(i).
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automatic disclosure of grand jury materials to “attorney[s] for the government®
for use in their official duties, as limited to government attorneys working on
the criminal matter to which the material pertains. Sells, 463 U.S. at 427.

The Court held that all other disclosures must be “judicially supervised rather
than automatic,” id. at 435, because allowing disclosure other than to the
prosecutors and their assistants would unacceptably undermine the
effectiveness of grand jury proceedings by: (1) creating an incentive to use the
grand jury’s investigative powers improperly to elicit evidence for use in a civil
case; (2) increasing the risk that release of grand jury material could potentially
undermine full and candid witness testimony; and (3) by circumventing limits
on the government’s powers of discovery and investigation in cases otherwise
outside the grand jury process. See id. at 432-33.

In its unpublished opinion, OLC concluded that the three concerns the
Supreme Court expressed in Sells were not present when OPR attorneys
conduct their oversight function of the conduct of Department attorneys in
grand jury proceedings. OLC concluded that as a delegee of the Attorney
General for purposes of overseeing and advising with respect to the ethical
conduct of department attorneys and reporting its findings and
recommendations to the Attorney General, OPR is part of the prosecution
team’s supervisory chain. Thus, OPR attorneys may receive automatic access
to grand jury information under the supervisory component inherent in the
“attorney for the government® exception.

OIG attorneys should be allowed automatic access to grand jury material
in the performance of their oversight duties because OIG and OPR perform the
identical functions within the scope of their respective jurisdictions. Like OPR
attorneys conducting oversight of Department attorneys in their use of the
grand jury to perform their litigating function, OIG attorneys are part of the
supervisory chain conducting oversight of the conduct of law enforcement
officials assisting the grand jury. Both the OIG and OPR are under the general
supervision of the Attorney General, compare 28 C.F.R. 0.29a(a) (OIG) with 28
C.F.R. 0.39. Just like OPR, the Inspector General must “report expeditiously to
the Attorney General whenever the Inspector General has reasonable grounds
to believe there has been a violation of Federal criminal law.” 5 U.S.C. App. 3,
§8§ 4(d) & 8E(b)(2). OIG attorneys make findings and recommendations to the
Attorney General regarding the conduct of law enforcement officials assisting
the grand jury, and the Attorney General then imposes any discipline or
implements reform. Therefore, for purposes of the “attorney of the government”
exception, the OIG is in the same position as OPR, both with respect to its
oversight function and its relationship to the Attorney General.

More to the point, whatever formal differences exist in the relative
structures of the OIG and OPR, the two offices are functionally
indistinguishable for purposes of access to grand jury materials for all of their
oversight purposes. The risks to the secrecy of the underlying grand jury
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proceedings from disclosure to the OIG, if any, are no different from those
created by automatic disclosure to OPR. OPR’s oversight of the conduct of
Department attorneys is an after-the-fact examination of what happened
during the grand jury process, just as is OIG’s oversight of law enforcement
agents’ conduct. OIG review of law enforcement conduct in such
circumstances is not undertaken to affect the outcome of a civil proceeding
related to the target of an underlying criminal investigation. Therefore,
disclosure of grand jury materials to the OIG runs no risk of creating an
incentive to misuse the grand jury process in order to improperly elicit evidence
for use in a separate administrative or criminal misconduct proceeding against
the target of the grand jury’s investigation. Similarly, because our review is of
law enforcement conduct and not of lay witnesses who are called to testify, the
willingness of those witnesses to testify should not be implicated. OIG
oversight also ensures that the Department’s law enforcement officials who
testify before the grand jury do so fully and candidly, and that Department
employees do not ignore their legal obligations to the grand jury.

Moreover, the OIG’s inherent supervisory role with regard to Department
employees who assist the grand jury was recognized by a federal court
overseeing proceedings relating to the death of Bureau of Prisons inmate
Kenneth Michael Trentadue. The district court granted the government’s
motion for access to grand jury materials, finding that the OIG’s investigation
of alleged misconduct “is supervisory in nature with respect to the ethical
conduct of Department employees.” The court stated that “disclosure of grand
jury materials to the OIG constitutes disclosure to ‘an attorney for the
government for use in the performance of such attorney’s duty|.]” In re Matters
Occurring Before the Grand Jury Impaneled July 16, 1996, Misc. #39, W.D.
Okla. (June 4, 1998).

Accordingly, there is no principled basis upon which to deny OIG
attorneys the same access as OPR is allowed to review grand jury materials
necessary to carry out its oversight function. Both OPR and OIG attorneys
require access to grand jury materials to fulfill a supervisory function directed
at maintaining the highest standards of conduct for Department employees
who assist the grand jury. As such, OIG attorneys should also be able to
obtain automatic access to matters that pertain to law enforcement conduct in
matters related to the grand jury within the jurisdiction of the OIG.

B. The OIG is entitled to Receive Grand Jury Materials Involving
Foreign Intelligence Information

Another exception to the general rule of grand jury secrecy allows an
attorney for the government to disclose “any grand-jury matter involving foreign
intelligence, counterintelligence . . ., or foreign intelligence information . . . to
any federal law enforcement, intelligence, protective, immigration, national
defense, or national security official to assist the official receiving the
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information in the performance of that official’s duties.” Fed. R. Crim. P.
6(e)(3)(D). This exception was added in 2001 as part of the USA PATRIOT Act
and was designed to enable greater sharing of information among law
enforcement agencies and the intelligence community to enhance the
government'’s effort to combat terrorism.?

This exception encompasses the OIG’s request for the grand jury
materials at issue in its material witness warrant review. The grand jury
proceedings pursuant to which the materials were collected were all
investigations of international terrorist activity conducted in the wake of the
terrorist attacks of September 11, 2001. All of the grand jury information
gathered in them is thus necessarily “related to,” “gathered . . . to protect
against,” or “relates to the ability of the United States to protect against,”
among other things, “international terrorist activities.” See 50 U.S.C. § 401a
and Rule 6(e)(3)(D). All of the grand jury material gathered in those
investigations thus constitutes foreign intelligence, counter intelligence, or
foreign intelligence information (collectively, Foreign Intelligence Information).

In addition, OIG officials qualify as law enforcement officials within the
meaning of the rule by virtue of the Inspector General’s authority to conduct
criminal investigations, apply for search warrants, make arrests, and
investigate violations of civil rights and civil liberties. See, e.g., 5 U.S.C. App. 3
§ 6(e)(1); USA PATRIOT ACT, Pub. L. 107-56, § 1001, 115 Stat. 272, 391
(2001). Also, the OIG’s oversight activities constitute law enforcement duties
for purposes of the foreign intelligence exception because they directly affect
the design and implementation of the Department’s law enforcement programs.

The OIG has discussed the access issues with Department leadership
and sought their assistance in resolving the dispute with the FBI. Although
the Departiment’s consideration of all these issues is ongoing, in July 2011, the
Department concluded that, at a minimum, the foreign intelligence exception
authorizes an “attorney for the government” to disclose grand jury information
to the OIG for use in connection with OIG’s law enforcement duties, such as
the material witness warrant review, to the extent that the attorney for the
government determines that the grand jury information in question involves
foreign intelligence. Since then, an “attorney for the government” in the
Department’s National Security Division (a Department component under
review in the Material Witness Warrant review), has been conducting a page-
by-page review of the materials withheld by the FBI to determine whether they
qualify as Foreign Intelligence Information under the exception before providing
them to the OIG. In addition, the FBI has continued its own page-by-page
review of some of the requested files to identify and redact grand jury and other
categories of information, before the National Security Division attorney

7 Pub. L. 107-56, § 203(A)(1), 115 Stat. 272, 279-81 (2001).
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performs yet another review for the purpose of sending the material back to the
FBI for the removal of grand jury foreign intelligence information redactions.

The Department’s confirmation that the foreign intelligence exception is
one basis for authorizing the OIG to obtain access to grand jury information
was helpful. However, the page-by-page review of the material being conducted
by the FBI and National Security Division to implement that decision is
unnecessary. In our view, such page-by-page review is not necessary here
because all of the grand jury material we have sought to date in the material
witness review was collected in investigations of international terrorist activity
conducted in the wake of the terrorist attacks of September 11, 2001, and thus
necessarily falls within the very broad definitions of foreign intelligence,
counterintelligence, or foreign intelligence information. See 50 U.S.C. § 401a
and Rule 6(e)(3)(D). Therefore, the exception allows the OIG to receive all of the
grand jury information from those investigations.8

Although the Department’s determination that the OIG is entitled to
access to the requested grand jury information in the material witness review
under the foreign intelligence exception is helpful, that decision does not
resolve the access issue. First, it does not address access to grand jury
material that does not involve foreign intelligence information. Second, the
Department’s preliminary decision under the foreign intelligence exception does
not address access to grand jury material in other OIG reviews. And third, the
decision has been construed by the National Security Division and the FBI to
require page-by-page review of the information, thereby undermining the
independence and timeliness of the OIG’s review as described above.
Accordingly, a full decision confirming the OIG’s right of access to grand jury
and other information under the Inspector General Act and the “attorney for
the government® exception is still necessary to enable the OIG effectively to
carry out its oversight mission.

III. CONCLUSION

The objective and independent oversight mandated by the Inspector
General Act depends on the fundamental principle that the Inspectors General
should have access to the same documents and materials as the
establishments they oversee. This principle explains why the Inspector General
Act grants the IGs access to the documents and materials that are available to
their establishments. It explains why OIG investigators are routinely granted

8 As noted above, such page-by-page reviews are also improper because they are
contrary to the provisions of the Inspector General Act granting the OIG broad access to any
document or material that is available to the agency overseen; undermine the independence of
the Inspector General by granting a component under review unilateral authority to determine
what materials the Inspector General receives, and result in unacceptable delays in the
production of materials necessary for the OIG to conduct its oversight.
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access to TS/SCI materials when reviewing TS/SCI programs. It explains why
OIG investigators are routinely read into some of the government’s most highly
classified and tightly compartmented programs, such as the President’s
Surveillance Program and the programs involved in the Robert Hanssen matter.
And it explains why any instance of unreasonable denial of access to
documents or materials under the Inspector General Act must be reported to
the head of the agency, and why the Attorney General’s decision to preclude an
OIG audit, investigation, or subpoena must be reported to Congress.

The FBI'’s withholding of grand jury and other information is
unsupported in law and contrary to the Inspector General Act and exceptions
to the general rule of grand jury secrecy. The OIG is entitled to access under
the Inspector General Act. Moreover, the OIG qualifies for two exceptions to
the general rule of grand jury secrecy. See supra; see also 5 U.S.C. App. 3 § 6;
Fed. R. Crim. P. 6(e)(3)(D), 6(e)(3)(A)(i). Itis true, of course, that under Section
8E of the Inspector General Act, the Attorney General could deny the OIG
access to the documents at issue, as many of the documents constitute
sensitive information within the scope of that Section. See 5 U.S.C. App. 3 §
8E. But the Attorney General has not done so, and until he makes the written
determination required in Section 8E(a)(2) and sets out the reasons for his
decision, the OIG is entitled to prompt and full access to the materials.

Denying the OIG access to the materials it is seeking would also
represent an unnecessary and problematic departure from a working
relationship that has proven highly successful for years. Since its inception,
the OIG has routinely received highly sensitive materials, including strictly
compartmented counterterrorism and counterintelligence information,
classified information owned by other agencies, and grand jury information,
and it has always handled this information without incident. The OIG has
always conducted careful sensitivity reviews with all concerned individuals and
entities, both inside and outside the Department, prior to any publication of
sensitive information, and it has been entirely reasonable and cooperative in its
negotiations over such publications. The OIG’s access to sensitive materials
has never created a security vulnerability or harmed the nation’s interests; far
from it, the OIG’s access to sensitive information has markedly advanced the
nation’s interests by enabling the independent and objective oversight
mandated by Congress.

Simply put, there is no reason, legal or otherwise, to depart from the
time-tested approach of allowing the OIG full and prompt access to documents
and using a thorough prepublication sensitivity review to safeguard against
unauthorized disclosure of the information therein. Access to grand jury and
other sensitive materials is essential to the OIG’s work, perhaps never more so
than when the OIG is overseeing such important national security matters as
the Department’s use of material witness warrants and the FBI’s use of its
Patriot Act authorities. But whatever the subject matter, the authorities and

12




mandates of the Inspector General are clear, and neither grand jury secrecy
rules nor any other statutory or internal policy restrictions should be read in a
manner that frustrates or precludes the OIG’s ability to fulfill its mission.
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Bffics of ths Beyuby Attoruey Genead
Btioghon, 5.0 2050

Hovexber 18, 2011

The Office of the Inspector General (OIG) is conducting a review regarding tha
effectivencss and use, including any improper or illegal uso, of national security letters (NSLs)
issued by the Department. In the courss of this roview, the FBI has identified and withheld from
disclosure twelve credit reports obtained pursuant to section 1681w of the Fair Credit Reposting
Act, 15U8.C. § 1681. As explained below, I have determinod that disclosing these repoets to
the OIG in connection with its review is pexmissible under section 1631u(f) becanse sach
disclosure is nccessary to my informed decision-making regarding ths spproval or condnct of
future foreign intelligence investigations.

Section 1681u of the Fair Cradit Reporting Act provides thet the FBI may obtain certein
limited information from credit reperting agencies if an appropriately suthozized senior FBI
official mskes a written request cortifying that the information is sought for the conduct of sn
anthorized nvestigation to protect against futernationsl terrarism or clandestine futelligence
sctivities, Upon such a request, tho credit agency may provide the “names and addresses of afl
financial institutions . . . at which a consumer maintains or bas maintained an account,” 1S
US.C. § 1681u{s), aud “identifying information respecting a consumer, Hmited to nams,
address, formter addresses, places of cmployment, or formexr places of employment,” i, at §
1681u(b). Tho FBI is barred from dissemiriating this information outside of the FBI except as
specified by section 1681u(f):

The (FBI] may not disseminate information obtained prysuant to this section
ouiside of tho [FBI), except to other Foderal agencics as may be necessary for the
approval or conduct of a foreign counterintelligence investigatian, or, where the
information concemns a person subject to the Uniforms Code of Military Justice, to
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sppropriate investigative authorities within the military department concemed as
may be necessary for the conduct of a joint foreign countesintelligence
investigation.

15US.C. § 1681u(p).

Afier consultation with the Office of Legal Counsel, I have determined that the FB is
authorized under this provision to discloss the credit repost information in question to the OIG in
conncction with the NSL review. Specifically, section 1681u(f) authorizes the FBI to discloso
the covered information to “other Foderal agencies a3 may be necessary for the approval or
conduct of a foreign counterintelligence investigation.” In my view, this includes dissomination
to the Department of Justics, including to provecutars and Department officials witha
supervisory responsibility regarding the spproval or conduct of a foreign counterintelligence
investigation, As Deputy Attomey Genem), 1 have such a supervisary responsibility, and
providing the OIG with sccess to the information in question in connection with its NSL reviow
is nocessary to assist mo in discharging this responsibility. The OIG bes informed me that this
information ia nocessary to its completion of a thorough review reganding the effectivencss and
propaiety of the FBI's use of section 1681u NSLs. In tumm, I fislly expect that the OIG’s
completion of, and teport regarding, that reviow will directly assist ire in making informed
decisions regarding the future approval or conduct of fiweign countesintelligence investigations.

I nots that this decision bears anly upon the propricty of disclosure fur parposes of 01G’s
current revisw. Additionally, anly OIG perscane! end supervisors with direct responsibility for
completing the NSL review and repost nisy use the information disclosed, and may oot furthes
disseminate this information,

Thank you for your attention m this matter.

Sincerely,

ALK

Jemes M. Calo
Deguty Attomey General
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Washington, B. € 20550
November 18, 2011
Acting Inspector General
U.S. Department of fustics
950 Pennsylvania Ave. NW
Washington, DC: 20530

The Acting Inspector General of the Departinent of Justice has requested thag the:
Attorney General anthorize the Fedetal Bureau of lnvestigation (‘FBI") (and other Department
components) to disclase to the Office of the Insjseetor General (“O1G™) grand jury materi
0 relited to its review of the Burean of Alcokiol, Tabaceo, F'mmsandBXplosives (“ATF”)
~investigations knownr as Operation Fest and Purions and Operation Wide Receiver, as well as the,
ATF investigation of alléged criminal conduict by Jean-Baptiste Kingery. As explained: below, [
hamdemadﬁﬂdbdomg&em&dmmfomonmqmnonmweommmnMM
with'this review i§ permissible under Rule 6(e) of thie Federal Rules of Criminal Procedure:
‘becanse 1 Have determined that such disclosireis necéssary 10 assist mein performing my duty
to enforce federal criminal law.

Rule 6(¢)(3)(A)Gl) authorizes thedlselosnre of grand jury information to “eny
goveinment personnel ; , . thiat an attorney for!hegovmmcuwonsxdezsneccsmtymésmstm
pwfomhgmanomey’sdutymenfcme&deralaimmallaw” As Attorney General and head
of the Depamnent of Justice, I am an “sttomey for the government” under Rule 6(e}3)(A)(ii)
and the senior mq:emsor of the Department’s programs, policies, and practices related tothe
enforcement of federal criminal law. My perforniatice of: hy “duty to. enforce: &dcral crimina).
law" includés exercising this supervisory authority.

I have determined that providing the OIG with access to the grand jury information in
question in connection with its reviewof these investigations is necessary to assist me in
discharging these criminal law enforcement supervisory responsibilities.. I fully expect that the.
Acting Inspector General’s report to-ms upon completion of the OIG review will provide:

O information that will directly assist me in evaluating the circumstances. surrounding Operation
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Ms. Cynthia Schnedar
Page 2

Fast and Furious and in performing my duty to supervise the Department’s criminal law
enforcement programs, policies, and practices. After I learned of allegations regarding the
inappropriate investigative tactics employed in Operation Fast and Furious, ] directed the Deputy
Anomey General 1o refer the matter to OIG for a thorough review of the facts surounding that
investigation and for a report of OlG’s findings. Subsequent to that referral, | understand that the
OIG expanded its review to include Operation Wide Receiver and the Kingery investigation
because they may bave involved similar investigative strategy and practices.

Obtaining a complete understanding of the conduct of these investigations is necessary to
my discharge of my criminal law enforcement responsibilities, and 1 believe that to do a
thorough review of these investigations, it is necessary that the OlG have access to any relevant
grand jury materials, and therefore I authorize the FBI (and other Department components) to
disclose grand jury materials relating to these investigations 1o the OlG. In making this decision,
I have determined that providing the OIG access to the grand jury material at issue will not
impair the Department’s conduct of these ongoing investigations and associated prosecutions.

I note that under Rale 6(e){3)(B), a person 10 whom informarion is disclosed under Rule
(3 A)(ii) may use that information only to assist an sttomey for the government in performing
that attorney’s duty to enforce federal criminal law. Thus, only OIG persnnel with direct
responsibifity for completing the review and report that 1 have requested may review and use the
grand jury information disclosed to them. This is the only purpose for which this review may
take place. Moreover, the Inspector General should prompily provide me, in writing, a list of the
names of the persons within her Office who will have access to the Rule 6(¢) material in
connection with this OIG review. Once I receive that information, the Department, on my
bebalf, will promptly inform the court that impaneled the grand jury or juries of the names of all
persons to whom a disclosure has beén made, as Rule 6(¢) requires. That notice will also certify,
as required by Rule 6(e)(3)(B), that the OIG personne] working on the review have been advised
of their obligation of secrecy under Rule 6(¢).

Sincerely,

Exic H. Holder, ¥r.
Attomey General




Office of the Beputy Attorney Gerveral
Mulfugon, BE. 20530

December 5, 2011

M. Andrew Weissmann
Genenal Counsel
Foderal Burcan of Investigation

Washington, DC 20535

Desr Mr, Weissioann and Ms. Schnedar;

The Office of the Inspector Genszal (“01G™) is conducting a review regarding the
Department’s use of tha material witness warant statnte, 18 US.C, § 3144. In the course of this
reviow, the Feders] Buresu of Investigation ("FBI™) kas identified and withheld from disclosure
certain information obtained pursuant to the Pedersl Wiretap Act, Title IIE of the Omnibus Crime
Contrul and Safk Streets Act of 1968, as amended, 18 U.S.C. §§ 2510-2522 (hereinafter “Title
1I™). As explained below, ] kavo determined that disclosing this information to the OIG in
comoction with its angoing review is pexmissible under Title II becauss such disclosuro is
necessary to the OIG”s performance of its investigative or law caforcement dutfes,

Section 2517 govems an investigative or law enforcement officer”s disclosure end so of
Title I information. It provides in relevent past:

Any jnvestigative or law enfarcement officer who, by any means suthorized by
this chapter, has obtained knowledgs of the contents of any wire, ozal, oz
electronic communication, or evidence derived therefrom, may disclose such
contepts to another investigative or law eaforcement officer to the extent that such
disclosure is appropriate to the proper perfrmance of the officis] duties of the
cofficer meking or recciving the disclosure.

18US.C. § 2517(1). Section 2510(7) defines “[ilnvestigative or law enforcement officer™ to
mean “any officer of the United States or of 8 State or political subdivision thereof, wio is
empowerod by law to condrct investigations of or to make amests for offenses enumersted in this
chapter, and any attorney authorized by law to prosece or paticipate in the prosecution of such
offensea”
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After consultation with the Office of Legal Counsel ("OLC™), I have determined that the
FBI is authorized under section 2517 to disclnss the information in question to the OIG in
. counection with its current review. OLC has previously concluded that OIG agents qualify as
“investigstive offices™ suthosized to disclose or receive Title I information. Ses Whather
Agemis of the Department of Justice Office of Inspector General are “Investigative or Law
Brforcemsent Officers” Within tha Meaning of 18 US.C. § 2510(7), 14 Op. OL.C. 107, 109-10
(1990). OIG agents may therefure obtain and uve Title IIf information as “sppropriate to the
proper pesformance of the official duties™ of the investigative or law enforcement officer
disclosing or recciving the information. The meaning of “official dutics® has been construed
narrowly, as used in a parsile] provision, 18 U.S.C. § 2517(2), to permit disclosuro by a law
eaforcement official when related to the law enforcement duties of the officer.  Ses Jntelligence
Conumaity, 24 Op. O.L.C. 261, 265 (2000). Consistent with this interpretation, it is my view
that OIG egents, as authorized investigative efficers, may reccive and use Title T infonmation in
conjunction with the performancs of their investigative or law enforcement duties.

In this case, the OFG bas infomed me that the Title 1Nl information in question is
necessary to its completion of a thorough review of the Departmient’s use of the materia] witness
warrent statute. This review is cxpectad to addess, among other things, allegations of
misconduet by law enfbreement agents that potentially refloct a violstion of criminal law.
Obtaining socess {0 and use of Title I infhrmation relevant to the OIG’s review Is therefbre
directly related to the pexfomncs of its investigative or law enforcement dutics, and disclosre
is sppropeiate for this purpose. 1 noto st only OXG personnel with direot respansibility for

. completing this review and repoxt may use the information disclosed.

Thank you for your atteution to this matter,
Sincesely,

A A

James M. Cole .
Deputy Attomey General




U.S. Department of Justice
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December 6, 2011
MEMORANDUM FOR THE DEPUTY ATTORNEY GENERAL

FROM: cywria a. scnepar Cpdln A Achae b —
ACTING INSPECTOR GENERAL

SUBJECT: InspectorGeneralecesstoDeparunmtDoctmmnts

Thank you for your letter dated November 18, 2011. As you noted, the
Office of the Inspector General (OIG) is conducting a review of the use of
national security letters by the Department of Justice . In
connection with that review, on October 28, 2011, the O reques&daeeessto
certain Federal Bureau of Investigation (FBI) field office files
national security letters and retumn information, including credit report
information the FBI obtained pursuant to Section 1681u of the Fatr Credit
Reporting Act (FCRA), 15 U.S.C. Section 1681u. When the OIG’s team arrived
at the FBI's San Francisco office on November 14 for a field review of the
requested files, the FBI informed the OIG for the first time that it was
withholding from the OIQ credit report information in 12 files based on the
provision of the FCRA that limits dissemination of such information gutside the
FBl, Section 16881uff).?

Altkough I-appreciate the decision in your letter instructing the FBI to
provide the credit report information to the OIG, I am writing to express my
concerns about the basis for your decision. We were particularly troubled by
two aspects of your letter.

First, you invoked the exception to the imitation on dissemination in
Section 1681u(f). which authorizes the FBI to disseminate return informatton
“to other Federal agencies as may be necessary for the approval or conduct of a

! Section 1681u(l) of the FCRA provides: “The Federal Bureau of Investigation may not
. disseminate fnfermation cbtained pursuant to this section outside of the Federal Bureau of
Investigation, except to other Federal agencles as may be necessary for the approval or conduct
of a foreign counterintelligence investigation. or. where the information concerns a persen
subject to the Uniform Code of Military Justice, to appropriate investigative authorittes within
the military department concerned as may be necessary for the conduct of a joint foreign

counterintelligence investigation.”




foreign counterintelligence investigation.” Yourletterstatesthatthismepﬂon
inchzdes dissemination to the Department, and that you have decided the
material can be disclosed to the OIG because disclosure is “necessary to [the
Deputy Attorney General's] informed decision-making regarding the approval or
canduct of future foreign intelligence investigations.” However, the Department
is not an “other Federal agency” with respect to the FBI: to the contrary, the
FBl is a part of the Department, as is the OIG. Moreover, the FBI has
provided and the Department has allowed the National Security Division (NSD)
to have access to such information without first seeking a case-by-case
determination from the Deputy Attorney General that such disclosure is
“necessary for the approval or conduct of a foreign intelligence investigation.”
As we describe below, NSD regularly obtains such access for oversight as well

as operational purposes.

Second, the letter states that your decision that the OIG should have
access to the Section 1681u credit report information obtained by the FBI
pursuant to national security letters “bears only upon the propriety of
disclosure for purposes of OIG's current review.”" Thus, your letter appears not
to enviston disclosure of FCRA Section 1681u credit report information to the
OIG in any of its other reviews or nvestigations unless the
consents in advance to the disclosure based upon a determination that the
Wsmbmyﬁr&emdsedmenmqmeycmﬂs
supervisory responsibility in foreign intelligence investigations.

The QIG continues to maintain that under Sectton 6{a)(1) of the Inspector
General Act {the Act). 5 U.S.C. App. 3. it is authorized to have access to all
documents avaflable to the Department and its components. The OIG believes
that a process that allows the OIG access to documents only with advance
permission from the Department on a case-by-case basis is contrary to this
and other provisions of the Act. Moreover. such a process is conirary to the
policy and practice of the Department and its components, including the FBI,
since the inception of the OIG and the expansion of our jurisdiction in 2001 to
nclude oversight over the FBL

Signtficantly, the Act provides that once the Inspector General (IG)
decides to inttiate a review, only the Attorney General(AG) may prohibit the 1G
from camrying out or completing the review, andcnly!neenammny
circumscribed fnstances, in writing, and with notice to
Inspector General Act, Section 8E. hshmt.ﬂwAutmandaﬁstlmtthelG
receive access to Depariment documnents unless the AG invokes the Section 8B
process to prohibit such access, not that the IG receives access only when the

Department consents to it.

Moreover, the statutory mitation on the FBI's dissemination of
information it receives pursuant to FCRA Section 1681u does not preclude the
OIG from obtaining access to it. Section 1681u provided the FBI with new
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authority to use national securiiy letters to obtain limited credit report
information and consumer identifying information in counterintelligence
investigations. The limitation on dissemination contained in Section 1681uff)
was designed to ensure that information collected under this expanded
authority was not improperly reported or shared with other agencies. The
purpose of the limitation on dissemination was to protect privacy and civil
Hberties of the individuals whose credit information was obtained.2 In view of
the consistent congressional interest in monitoring use of this and cther
expanded authorities under the USA PATRIOT Act, it makes no sense to read
into the dissemination limiting language of Section 1681u a statutory bar to
the Department’s own IG having access for purposes of oversight. Indeed, such
;cmmadingisstrained. and inconsistent with the language and intent of the

Our reading of the statute is consistent with subsequent congressional
action and past practice in the Department. As you know, our current review
of the Department’s use of national security letters is a follow-up review to two
previous congressionally mandated reviews. In the USA PATRIOT Improvement
and Reauthorization Act of 2005 (Patriot Reauthorization Act), Congress
directed the OIG to “perform an audit of the effectiveness and use, including
any improper or fllegal use, of national security letters issued by the
Department of Justice.” Pub. L. 109-177, Section 119 (2005). This same
section of the Act defined national security letters to include requests made
pursuant to Section 1681u. It also listed among specific items to be addressed
in the audit the manner in which information obtained through national
security letters was “collected, retained, analyzed, and disseminated by the
Department, any direct access to such information (such as access to

Fulfiiling the mandates of the Patriot Reauthorization Act clearly required
the OIG to have access to the “raw data” the Department obtained through
national security letters — including Section 1681u credit report information --
yet the Patriot Reauthorization Act contained no provision granting the OIG
access to Section 1681 u information. This shows that in 2008, Congress
believed the OIG already had access to Section 1681u information in order to

2 See, e.g., House Conference Report 104-427, p. 38 (1995) ("In additian, FBI presently
has authority to use the National Security Letter mechanism to obtain two types of records;
financial institution records (under the Right to Financial Privacy Act, 12 U.S.C. 3414(a}{5))
Ptlvaeym Act, 18 amﬁh‘ammﬁ?’

Act, 18 U.8. .
the conferees, but the conferees have concluded that in this instance the need {8 genuine, the
threshold for use is suffictently rigarcus, and, given the safeguards bulit in to the legislation,
the threat to privacy 19 minimized.”)

3




andit such dissemination. Accordingly, Section 1681u(f) should not be read as
Iimiting the Department of Justice Inspector General's access to such
information.

The Department’s past practice is also consistent with our reading of
Section 1681u(f). In our prior national security letter reviews and during our
first site visit in the ongoing review, the FBI provided the OIG full access to
Section 1681u credit report information as well as to all other information 1t
obtained through its use of national security letters. without suggesting that
FCRA Section 1681u limited such access. Our past reviews resulted in
findings that the FBI had used national security letters (including what the FBI
called “exigent letters”) in violation of applicable national security letters
statutes, Attorney General Guidelines, and internal FBI policies. With respect
to Section 1681u specifically, we found that FBI personnel did not fully
understand the statutory requirements of the FCRA and had in certain cases
requested or received information they were not entitled to receive pursuant to
Section 1681u.

In response to our findings. the FBI and other Departinent components
instituted corrective actions, including implementation by the NSD of oversight
reviews [patterned after the OIG's reviews) that examine whether the FBl is
using national security letters in accordance with appiicable laws and policies.
The FBI has since routinely provided the Oversight Section of NSD with access
to Section 1681u credit report information in field office files on a quarterly
basis, without first seeking a case-by-case determination from the Deputy
Attorney General that such disclosure is “necessary for the approval or conduct
of a foreign intelligence investigation.” We see no need to invoke the exception
to the dissemination Hmitations of Section 1681uff) to allow the OIG access to
this credit report information when the Oversight Section of NSD routinely
cbtains it without reference to the exception for the identical purpose of
conducting of the FBL. Indeed, especially in light of our prior national
security letter and "exigent letter” reviews, it would be remarkable if the
Department now — at the FBI's request - restricted the OIG's access to Section
1681u material to only those reviews to which the Department consented.

In sum, the process contemplated by the November 18 memorandum -
that the OIG may obtain access to Department documents related to an OIG
review only after receiving advance consent from the Department an a case-by-
case basis - is directly contrary to the broad authority and access granted to
the IG in the Act, s not required by the terms of Section 1681u, is contrary to
the purpose of the dissemination lIimitations contained in the statute, as well
as the intent of Congress demonstrated by its subsequent legislation, and is a
dishabing break from the long standing policy and practice within the
Department.




O

I appreciate the sentiment that you expressed at our meeting about this
subject on November 18 that the goal of the Department was to ensure that the
OIG is able to have access, consistent with the law, to the materials it needs to
conduct its overaight mission. I request that you reconsider your basts for
allowing the OIG to have access to FCRA Section 1681u information.
Consistent with the law for the reasons described herein, 1 ask that you issue a
memorandum to the FBI informing it that the OIG can have access to FCRA
Section 1681u information for its oversight reviews and investigations unless
and until the AG finds it necessary to invoke the Section 8E process to prevent
such access.

oo
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.U.S. Department of Justice

Office of the Inspector General
December 16, 2011
MEMORANDUM FOR THE ATTORNEY GENERAL
FROM: ' CYNTHIAA. scmm%ﬂ&«/——-
ACTING INSPECTOR GENERAL
SUBJECT: rand J

Thank you for your letter of November 18, 2011, stating that the Office of
the Inspectar General (OIG) is authorized to receive grand jury material in its
review of the Bureau of Alcchol, Tobacco, Firearms and Explosives’ (ATF)
firearms trafficking investigation known as Operation Fast and Furfous, and
other investigations with similar objectives, methods, and strategies. Your
letier stated that you have determined that disclosing the grand jury material
ﬁotheOIGispexmlmﬂzletmdaMeG{e){S](A)un of the Federal Rules of
Criminal Procedure because you have determined that such disclosure is
necessary to assist you, an attorney for the government, in performing your
duty to enforce federal criminal law.

1 appreciate your decision that the OIG may have access to grand jury
information for the purpose of completing this review. While it remaing ot
position that we are entitled to this information, I am writing to express my
disagreement with the rationale for your deciston as to why we should be
allowed this access. Wewereparucularlyeoneemedhythe following aspects of
your letter.

Fbst.yourletterineonecﬂystatedthatlrequestedyoutoauthoﬂzeﬂn
Federal Bureau of Investigation (FBI) and other Departmment componentis to
disclose grand jury information to the OIG for our review. We do not believe
Department components mmst seek authorization from the Attorney General to
disclose grand jury information to the OIG for our use in conducting cur
investigations and reviews. Thus, while we notified Department officials that

Department’s authorization for us to receive such materials. Indeed. prior to
recelving your letter, we had already obtained grand jury information from the
FBI relevant to the ATF's Operation Fast and Furious. and the U.S. Attorney’s

(x—ao T




Office for the District of Arizona had notified us that it would provide grand
Jury information to us for this review. This was consistent with a long-standing
policy and practice within the Department and its components, including the
FBL to provide grand jury information to the OIG upon our reguest for use in
ovu'slghtlrevlews. without first obtaining consent to do so from the Attorney

I also am concerned that in providing authorization for the disclosure of
grand jury information to the OIG, your letter appears to enviston that it is
necessary for the OIG to obtain authorization from the Attorney General, on a
case-by-case bastis, prior to obtaining access to grand jury material from the
Department’s components. A requirement that the OIG must first seek
permission from the Attorney General to obtain material necessary for our
reviews, however, undermines the OIG's independence and is inconsistent with
the Inspector General Act.

As we have discussed with you and the Deputy Attorney General, the
OIG believes that Section 6(a)(1) of the Inspector General Act, 5 U.S.C. App. 3,
entitles us to have access to all documents available to the Department and its
components. Significantly, Section 8E of the Act provides that only the
Attorney General may prahibit the Inspector General from carrying out or
completing a review, and may do so only In certain carefully circumscribed
instances, in writing, and with notice to Congress. In shart, the Act mandates
that the OIG receive access to Department documents unless the Attorney
General invokes the Section 8B process to prohibit such access. The Act does
not lmit the OIG’s access to Department documents to only those
circumstances when the Attorney General consents to it.

In addition,, while we agree that Rule 6{e) provides authority for the OIG
to obiain access to grand jury information independent from the Inspector
General Act, I am troubled that your letter relied on Rule 6{e}{S)(A){) to grant
the OIG access to grand jury material in Operation Fast and Furious. That
provision authorizes the disclosure of grand jury information to “any

personnel . . . that an attorney for the government considers
necessary to assist in performing that attorney’s duty to enforce federal
criminal law.” Your letter stated that the provision applied to the OIG’s access

1 As we have discussed with you, in contrast to #is provision of grand jury material to
the OIG in the Fast and Furious review, the FB] departed from {is long-standing
with the practice of providing the OIG with access to grand {ury and numerous other
of materials and refused to provide such access to the OIG in cormection with the OIG's
review of the Department’s use of the material witness warrant statate, 18 U.S.C.
Section 3144. As you know, in that review, the OIG requested and eventually obtatned the
Department’s intervention to direct the FBI to provide the CIG with what we believe the FBl is
required by law to provide us. We have since recelved grand jury information from the FEI for
use in our material witness warrant review pursuant to Federal Rule of Criminal Procedure

6=l SIm)-
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to grand jury information in the Fast and Furious review because you referred
the matter to the OIG for investigation. You reasoned that the OIG's access to
grand jury information is necessary for you to exercise your supervisory
authority over the Department’s enforcement of federal criminal law.

Conditioning the OIG’s access to grand jury information upon your
determination that access is necessary for the exercise of the Attarney
General's supervisory responsibilities again is inconsistent with the Inspector
General Act. Moreover, it s unnecessary under Rule 6{e). Attorneys for the
OIG may receive direct access to grand jury information pursuant to Rule
6{e)(3)(A)(1), which provides that disclosure of grand jury information may be
:lnade to “an attorney for the government for use in performing that attorney’s

uty.”

The Department has routinely provided attomeys in the Office of
Professional Responsibility (OPR) access to grand jury information to enable
them to conduct oversight investigations of alleged misconduct by Department
attorneys in the performance of their litigation functions. Such access has
been allowed pursuant to Rule 6{e}(3)(A}{1), and it has not required a case-by-
case determination of need for the Attorney General's exercise of supervisory
authority. Indeed, an Office of Legal Counsel (OLC) opinion issued in 1984
concluded that OPR attorneys qualify for automatic access under Rule
of the confinet of Deparvment attormeye bers the grand fory. See -

of the conduct of law enforcement officials,
mmmammungmemmaemﬂm
by Department employees. OIG attomeys therefore should receive the same
automatic access to grand jury information for use in oversight reviews as OPR

attorneys do pursuant to Rule 6{e)(3}{A)D.

In sum, the premise of your November 18 letter ~ that the OIG may
obtain access to grand jury material relevant to an OIG review only after the
Attorney General or other Department official determines on a case-by-case
basis that such access is necessary to assist an attorney for the government in
performing your duty to enforce federal criminal law — 18 contrary to the broad
authorily and access granted to the Inspector Genperal in the Inspector General
Act. 1t also breaks with the long standing policy and practice of
mmmmgmmmmwmommnmm

leadership. Moreover, Rule 6{e}(S}A}) provides
amhmfortheommobhmmmgandjmyinﬁmaﬂm
from the Inspector General Act, just as OFR is allowed automatic access
pursuant to that rule.

of
January 5, 1884. OIG atmmeysmshnﬂmiypmtofthcmpavhmycham
canducting
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1 appreciate the sentiment that the Deputy Attorney General expressed at #
cur meeting with him about this subject on November 18 that the goal of the
Department was to ensure that the OIG is able to have access, consistent with
the law, to the materials it needs to conduct it8 oversight missfon. [ request
that you reconsider your basis for allowing the OIG to have access to grand
jury mformation. Consistent with the law for the reasons described herein, 1
ask that you make clear that the OIG can have access to grand jury
information for its oversight reviews and investigations pursuant to the
Inspector General Act-and Rule 6{e)(3)(A)({), unless and until the Attorney
General finds it necessary to invoke the Section 8E process to prevent such
access. .
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UsS. Department of Justice

Office of the Inspector General

- emman

December 16, 2011

MEMORANDUM FOR THE DEPUTY ATTORNEY GENERAL
FROM: CYNTHIA A. SCHNEDAM“'W

SUBJECT: Inspector General Access to Depariment Documents

1 recetved your letter dated December 5, 2011, directing the Federal
Bureau of Investigation (FBI) to disclose to the Office of the Inspector General
(OIG) material the FBI gathered pursuant to the Federal Wiretap Act, Title Il of
the Omnibus Crime Control and Safe Streets Act of 1968, as amended, 18
U.S.C. §§ 2510-2522 (Title [I), for our ongoing review regarding the
Department's nse of the material witness warrant statute, 18 U.S.C. § 3144,

In your letter, you cite an opinion from the Office of Legal Counsel (OLC) issued
in 1990 concluding that OIG agents qualify as “investigative officers”

O authorized to cbtain and use Title 11l information as appropriate to the proper

of thetr official duties. You state that you have determined that

disclosing Title III tnformation to the OIG for the material witness warrant
review Is permissible because it is necessary to the OIG's performances of its
investigative or law enforcement duties. You also state that disclosure in this
circumstance is appropriate because “the Title Il information n question is
necessary to [the OIG’s] completion of a thorough review of the Department'’s
use of the material witness warrant statute.”

Although [ appreciate your decision that the FBI is authorized to disclose
the Title IIl material it has been withholding in response to our request for it, I
do not agree with the rationale contained in your letter that it is necessary for
the OIG to cbtain authorization from Department leadership, on a case-by-case
basis, prior to obtaining access to Title IIl material from the Department’s
components. As we have previously discussed with you, we believe a
requirement that the OIG must first seek permission from the Department to
obtain material necessary for its reviews undermines the OIG’s independence
and!semhmytotheaceessprovislonsofthelnspecerenuﬂAct(theAct)
See 5 U.S.C. App. 3.

As 1 noted in my letter to you dated December 6, 201 1, regarding the
OIG's authority to cbtain credit report information gathered pursuant to 15
O U.S.C. § 1681u, the OIG believes that Section 6(a}(1) of the Act entitles us to




access to all documents available to the Department and its components,
unless the Attorney General himself formally, in writing and with notice to
Cangress, exercises his authority pursnant to section S8E of the Act to prohibit
the OIG from completing or carrying out a review in circumstances specifically
emunerated in Section 8E.

Title 1N itself provides a basis independent of the Act for the OIG to
obtain access to Title II materials. As you note, the 1990 OLC opinion
interpreted 18 U.S.C. § 2517(1) to include OIG agents as investigative officers
autharized under Title IN to recetve such information for the performance of
their investigative or law enforcement duties. However. you also cite a 2000
OLC opinion regarding dissemination of Title Ill material as narrowly
construing the term “official duties,” to limit disclosure to law enforcement
officials to situations when it is “related to the law enforcement duties® of the

officer. Because the 2000 OLC opinion arose in the context of
dissemination of Title III material outside of the Department to the intelligence
community, we do not believe it precludes the OIG or other officials within the
Department from obtaining Title HI material to conduct supervision or
oversight of law enforcement.

In sum, we believe the OIG is autharized to recetve Title Il materials
under both the Inspector General Act and Title Tll. Indeed the OIG has
historically recelved such information from components, including
the FHI, in recognition that the OIG’s function includes ensuring that criminal
law enforcement personnel are conducting investigations in compliance with
applicahle laws and policies. Moreover, it is commmon sense that our role of
conducting oversight of law enforcement activities mmst encompass access to
the materials and information derived from the techniques employed by law
enforcement aofficers.

. 1 ask that you reconsider the basts for allowing the OIG to
have access to Title IIl information In our material witness warrant review.
Consistent with the law as described in this memorandum, I request that you
determine that the FBI and other Department components should provide the
OIG access to Title IIl material for its oversight reviews and investigations in all
such matters, unless the Attomey General invokes Section 8E of the Act to
prevent such access.




Bhaskingion. DAL 20530

January 4, 2012

Cynthia Schnedar

Acting Inspector General
Department of Justice
Washington, DC 20530

Dear Ms. Schnedar:

1 am in receipt of your letters dated December 6 and December 16, 2011, setting forth
your views regarding the Office of the Inspector General’s (OIG) ability to access grand jury
material under Rule 6(e) of the Federal Rules of Criminal Procedure, information obtained
pursuant to Section 1681u of the Fair Credit Reporting Act, 15 U.8.C. § 1681 (FCRA), and
information obtained pursuant to the Federal Wiretap Act, Title Il of the Omnibus Crime
Control and Safe Streets Act of 1968, as amended, 18 U.S.C. §§ 2510-2522 (Title INI).

As you know, the Office of Legal Counsel (OLC), the entity within the Executive Branch
responsible for providing authoritative legal advice about these types of matters, has been
considering the issues raised by your requests. OLC’s established practice is to refrain from
reaching any final conclusions until it has solicited and received the views of all affected parties,
including OIG, a process that I understand is currently underway. OLC has advised me that at
this time, however, they are not persuaded that the Inspector General Act provides authority to
access documents notwithstanding the restrictions on their use or dissemination contained in the
statutes referenced above.

I have consulted with OLC at length about ways that, consistent with applicable law, the
Department can ensure that OIG continues to have access to the materials it needs for its
essential work. Within the limits of the law, the Attomey General and I have endeavored to find
solutions that provide OIG with immediate access to documeats necessary for its thorough and
effective review of specific matters. Whenever you have raised concems with us abouta
component withholding documents that you need, we have found ways to provide you access.
We understand that, as you confinned at our meeting on Decembeér 19, 2011, OIG currently has
access to the information that it needs for its ongoing reviews. In the meantime, as we explained
at our December meeting, where possible under existing law, we will continue to work with
OLC to develop Department-wide policies that would ensure that documents are made available
to OIG without the need for case-by-case determinations.




Ms, Cynthia Schnedar
January 4, 2012
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To obtain a definitive answer to these legal questions, 1 have shared your letters with
OLC and asked that OLC provide a formal opinion regarding the construction of Section 6(a)(1)
of the Inspector General Act, 5 U.S.C. App. 3, and the OIG's access to grand jury material,
information oblained pursuant to Section 1681u of FCRA, and information obtained pursuant to
Title 1. Please continue 10 work with OLC to ensure that they have the benefit of your views
and perspective on these issues. If, after OLC has completed its opinion, you believe the existing
statutes do not provide your office with access on terms that allow it to perform its oversight
mission, legislative action may be necessary. 1look forward to working with you if such aciion
is ultimately required.

Sincerely,

2B

James M. Cole
Deputy Attorney Geueral




@ffice of the Beputy Attorney General
Binshington, B.0. 20528

March 16, 2012

Ms. Cynthia Schredar
Acting Inspector General
U.8. Department of Justice
950 Permsyivania Ave, NW
Washington, DC 20530

Dear Ms. Schnedar:

As | explained in our recent discussions and my letter of January 4, 2012, I am committed
to ensuring that the Office of the Inspector General (OIG) has access to the information it needs
to perform effectively its gversight mission. Toward that end, the Attorney General and I have
wotked over the past several months to make certain that OIG has the materials necessary to
conduct its ongoing reviews. We have also indicated that we are committed to developing
Department-wide policies to make documents available to your office without the need for case-
by-case determinations.

Your office responded that, although you were grateful for our efforts, you believed that
the approach we proposed was inconsistent with Section 6(a)(1) of the Inspector General Act, §
U.S.C. App. 3, and the specific statutory provisions at issue, To resolve the legal questions
presented, 1 asked for an opinion from the Office of Legal Counsel (OLC), the entity within the
Executive Branch that resolves such disputes.

Both your office and the Council of Inspectors General on Integrity and Efficiency
(CIGIE) have requested that the Department withdraw the request for an opinion from OLC
because OIQG and CIGIE have indicated to me that they are satisfied with the terms of access
currently being provided. You have also indicated that OlG has received all material responsive
to its pending reviews and rio longer belicves there is a need to resolve the legal questions
presented. From our discussions, I understand that OIG now believes that the best course is to
proceed with developing Department-wide policles concerning its access to information. These
policies would seek to facilitate your reviews by providing presumptive access to certain
categories of information to the extent permitted by the terms of the specific statutory provisions
at issue. We will work to maximize your ability to cbtain information, but you understand that
access to some categories of information may be legally permissible on these terms only in
certain circumstances, and access to other categories of information may not be possible at all.

In light of the foregoing, 1 intend to inform OLC that a formal opinion is no longer
needed on the legal issues that have been raised. [t bears noting that OLC has already provided

O informal legal advice upon which the Attomey General and [ have relied as a basis for ensuring
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that OIG has had access to information in specific reviews. I encourage you to contact OLC to
provide your legal views conceming prospective access by OIG to the type of information at
issue in those reviews—specifically, grand jury material, financial information received pursuant
to Section1681u of the Fair Credit Reporting Act, 15 U.S.C. § 1681 (FCRA), and information
obtained pursuant to the Federal Wiretap Act, Title Il of the Omnibus Crime Control and Safe
Streets Act of 1968, as amended, 18 U.S.C. §§ 2510-2522 (Tide I).

Please let me know if yon disagree with any of the foregoing. IfI do not hear from you
within a week, I will withdraw the request for an opinion from OLC.

Sincerely,

6/1%

James M. Cole
Deputy Attomey General




US. Department of Justice

Office of the Deputy Antorney General
Tho Deputy Atioracy Genceal Hiakingion, DC 20530
April 11, 2012
Ms. Cynthia Schnedar
Acting Inspector General
U.S. Department of Justice
Washington, DC 20530
Dear Ms, Schnedar;

The Office of the Inspector General (“OIG™) is conducting a review of the Bureau of
Alcohol, Tobacco, Firearms and Explosives (“ATF") investigations known as Operation Fast and
Furious and Operation Wide Receiver, as well as the ATF investigation of allegad criminal
conduct by Jean-Baptiste Kingery. In the course of this review, the OlG has sought pertinent
information from various Department components. The Criminal Division has identified certain
information obtained pursuant to the Federal Wiretap Act, Title D1 of the Onmibus Crime
Control and Safe Streets Aet of 1968, as amended, 18 U.S.C. §§ 2510-2522 (heseinafter “Title
IIl™), as responsive to the OIG’s request. The Criminal Division has advised me of the nature of
this Title I information and has asked if it may disclose that information to the O1Q. As
explained below, I have authorized the Criminal Division to disclose this information to the OIG
on my behalf, for the OIG’s use in comnection with its ongoing review.

“Section 2517 governs an investigative or law enforcement offices’s disclosure and use of
“Title ]Il information. It provides in relevant part:

Any investigative or law enforcement officer who, by any means authorized by this
chapter, has obtained knowledge of the contents of any wire, cral, or electronic
communication or evidence derived therefrom may use such contents to the extent such
use is appropriate to the proper performance of his officjal duties.

18 U.S.C. §2517(2). As Deputy Attomey General, ] am a “law enforcement officer” as defined
in 18 U.S.C. § 2510(7), and my official duties as such include supervisory responsibility for the
Department's criminal law enforcement programs, policies, and practices. Pursuant to section
2517(2), 1 may therefore “ase” Title ITI information by disclosing it in a manner that ensbles me
to perform appropriately mry law enforcement duties, which include these supervisory
responsibilities, )

After consuliation with the Office of Legal Counsel, I have determined that providing the
OIG with access to the Title Il information in question in connection with its review of these
investigations will assist the appropriate performance and discharge of my criminal law
cnforcement supervisory responsibilities. Indeed, 1 Fally expect that both the OIG’s investigation
and its subsequent report will provide information that will directly assist me in supervising the

O vy —— = e
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Department’s criminal law enforcement programs, policies, and practices. 1 therefore authorize
the Criminal Division and other Department components to provide the OIG with responsive
Title Il information for its use in connection with this review. In making this decision, and
because it will not result in protected materials being disclosed cutside the Department, | have
determined that providing the OIG with access to this information will not impair the
Department’s conduct of the ongoing investigations and associated prosecutions. 1 note that only
OIG pessonnel with express responsibility for completing this review and subsequent report may
use the information disclosed. )

Thank you for your attenticn to this matter.

Sincerely,

Deputy Attomey General




U.S. Department of Justice

Federal Bureau of Investigation

 uncREed ey wesmetons

Offle of the: General Counsel, - Hhigin DG 03¢
' : ' March 4, 2011

1425 New York Avemiz, NW, Suits 13100

Washington, DC 20530

You have asked for an explanation of the dissemination restrictions that exist on
documents that the Federal Burean of Investigation (FBI") may have in its investigative files,
Yon hitve raised congemns that if such dissemination. restrictions are observed by the FBI in
cannection with requests from the Office of the Inspector General (*0IG*), OIG’s gversight
ability will be impaired. Whils we appreciate your concerns, restrictions on dissemination affect
aelatively small iumber of documents relating to-a small mumibér of OIG audits, investigations
o reviews; Nevertheless, the BI is eager to understand the OIG's erguraent that the statutory

liinitations cited below do not apply to

In prior discnssions, the OIG has noted thiat section 6(8)(1) of the Inspector General Act
of 1978, 5 U.8.C. app, § 6 (hereinafter “IQ Act™) authorizes the OIG to have acoess to. "all
records, xeports, . . . documents, pApGIS, . - - o other material available to the applicable
establishment which relate to programs and operations with respect to which th{e] Inspector
General s responsibilifies underthis Act." Section 6(a)(3) firther autharizes the OIG-“ta
requeist such information orassistance as may be.necessary for canrying out the duties and

m the FBI to. 0IG. (U)

responsibilitics provided by this At from any Federal . . . agency or unit thereof,” (U)

Although Section 6(a)(1) grants broad access, section 6(b) makes clear that accessisnot *

without imit, Section 6(b)(1) provides that, "u]pon request of an Inspector Genetal for
information or assistance under gubsection (a)(3); the head of any: Federal agency involved shall,
insofer as ispracticable and not in contravention of any existing statutory restriction.or
regulation of the Federal Agency from which:the information is requested, farnish to such. .
6(B)(1) applies by its terms only to requests pursuant to Section 6(2)(3), Section 6(b)(2) also:
‘recognizes that section 6(a)(1) is not absolute: “Whenever information or assistance requested
under subseition (a)(1) ox (8)(3) is; in the judgment of an Tnspectar General, umreasonably
_refiised ar not provided, the Inspector General shall report the circumstenses to the head of the
stablishment involved without delay,” (Bmphasis added). Thus, the statute implicitly

PT80S




Unclassified with Redactions:

i trequests undet (a)(1) can be “reasonsbly” refused (otherwise section 6(b)(2)
wouldnothavemc!n&ed bsection (a)(1) within its scope). This interpretation is supported by
legyslatlvehxstorysttongly snggasﬁngCongress did not i endfor the IG Actto supersede :
statutes that restriot dxssennnahonofcextamtypes of information. According to the Senate.

Report on the Legislation, “the committes intends [subsection 6(a)] to be a broad fandate
periniitting the inspector and auditor general the access he needs to do an effestive job, subject, of
course; tothe provisions of oftier statues, such as the Privacy Act™ S. REP. NO, 95-1071, at 34
(1978). Givenfbﬂlegialathhmtoryandﬂ:eplain; nguage of section 6(b)(2), disent & contrary:
degision:from this Office of Legal Coungel or 8 persussive Iegplarggmmtﬁ'omthaom We:
belieye that it'is “reasonable” for the FBEnot to produce materials the di on of which:
vmnldviolateanemﬁngstmuow regulatory orother legal requirement, (U).

Thememmahonresmcuonsdxscussedbelowdommplytof 2sts from the OIG
ﬁatammadeaspmtofmmﬂmvmﬁgaﬁnnsthatambmgmndumdjomlybyﬂxeomand :

the FBL (U}

A, Grand Jurg Information (U)
The disclosurs of federal grmdmrymatenalis govemed by Federal Rule of Criminal
Progedure 6(¢) andimplementing guidelines pro by DOJ. Ruls 6(e)"s restrictions on.

d:mmmaummdepmdingmﬁmmﬁneofﬁmmesumonbemgwnmxmdbymammy
seeking the information and the natiire of information being sought. If the OIG requests.
maferials that contain mfannauonpmwcw&byktﬂe 6(¢), and if the requirements described
below are nof met, the information may not be produced to the OIG. (U)

“MsG(e)«Iu&noteoverall information developed during the course of a grand jury

investigation, but only informsation that would revesl the strategy or direction of thie investigation,

menahmoftheeudmcemduwdbefotemegmdpny.thsﬁemmwdbymmbmnf
the grand jury; or anything else that actually occurred before the grand jury.” See USA Baok;
Pederal Giand Jury Practios; Office of Legal Education, October:2008 at § 3. E(Oiﬁnglm
States v, Smith, 123 F.3d 140, 148 (3d Cir: 1997)). Moreover, the question whether a spécific
document is orisnot G(e)matenalmaydapendanthaqumhtyof&andl r information
requested ar the federal cirenit in which the Grand Jury is sitting, Id, at §§ 3.6 through 3.10.
Remmmmmmhggﬁvema-medkclmmofmhwmnmsaﬁ!ydﬁdmﬂm
nature of evidence that was collected by and produced to the grand jury - may raise different
Iegal concerns than focused requests for limited materials that have independent significance

(e.g., bank records, telephone records), (U)-
1. Criminal Fnvestigations (U)

Rules 6(e)(3)(A) and (B) provide that an attomney for the governient may disolose Grand
Jury matetial to any other government personnel niecessary to assist in performing that attarney’s
duty to enforce federal criminal law and the information disclosed is to be used only for those
putposes. Disclosure under Rule: 6(e)(3)(A) is pexmitted only when necessary to assist in. .

2
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enforcing fe i criminal laws. Further
matanalsaﬁerthecomplehonofapmseguhon. )

ferial from the FBImﬂxebw
mxation

of Rules: 6(E)B)A) and (B):

that is necessaty to-assist
Gn ths other hand,mﬂes

' mﬂeage)@)@) also petni mhadfsciosm of Graiad Imymatm:mto[vingathmatgf
ttack oroiﬁat mehosﬁle.amofaﬁmignpow@mmnm rdomestic or




chlas,slffad wttﬁ Radactl@,m

1. Foxeignmnxgen%Comtemnigmoe,quomgn ntelligence I

_ Section 2517 (6) of Title 18, United States Cade, e ;,,,,f_’f,tsthe diclosmgof T darved.

:toanyoﬂxeffédcmlh forcement al 86 el fo ass
perfémmceofhm,oxharoﬁimaldwl Aswith@mdprx ateril, it is 0GC’s po:
s demicaionaun b S DT il S bl

2. Threat Information (U}

. 1BUSC.§2517(8) pemtsamm;j — ;, e
- -~i,fmﬂ‘mﬁwmentﬂmsuch infuoa

B rece méd 4'F°h°ymsmhﬁgth§mmwhiohl‘iﬂem‘* atio. In
o _ofcases, theEBI du&snntmhoipamhatitvﬁllnwd

deral Taxpayer Enformation (FTI) (U)

The dissemination of federal taxpayer inforimation is govemed by:26 U.SIC, §6103.
Secﬁon,ﬁloa appﬂwtomcpaym’mfomanon thatisubminedﬁamﬂme Tntermal Revenie Service

igiiia ;;receivedﬁxemfmmanonﬁomthems The FBI

’ 6103 information only for one of thrée purposes: (1) for use iit a (non-tex) criminal
: ,.";v_*@)mlaeamx&_j sitive; or (3) for use in a tetvorism inv n, 26 U.SC.

; obtainied for one purpose may not be used by FBI personnel or
_jj o offier agencies ar subdivisions of Bgencies fir another purpose.’ 26 U.S.C.

'Secﬂmsofmsrubncaﬁmmsm»m_f ng access to FTI. Section 5.4 states, “However, n
most casés, tha disclosire suthority dnasmtpermitagehciworanbdivisionsofagmcieamexchmgo ormake




Unclassified With Redactians
b)' the Depamnent of Iustmemay onIy be

§6103 states that the tax retiin. mfonnatmn obtained
d;sqtoaad‘to oﬁeersor employees wl;oare “D

Interms ﬁpmMonlom%by lang standmgFBIpo icy, FTTmust be rétained fn e
mstuoﬁadsubﬂt& Acoo ﬂl& parhunﬂoftbaﬁiea ‘r._ntbe( forF'ﬂ,

oﬁam 1su&c §5038(a)(3).'1’husonlyxftb£0mwri inoting a criminal
gation asto. which the federal juvenile court a:emelwauimaysushs

gsﬁeapmsgw few FBI files inchude the natines of child victims,
. WhenFBLin : "_“;theFBI}will

iLnesses ar fvent'o deingne mwﬁc‘mmmmwthat‘mqu]j',];:
suehmamm!m Ifmf, ﬂmﬂl&mﬁmfbemewedté search for such inform:

mmMMedimlh&maﬁon(m

The FBI's ability to re-dissemi ormation that 1Ge
themgienmfmndioalmceaordmgnoseemh& estrioted depending uposi the type
inﬁmnatnn,howﬁ:gmfemaﬁonwasohmd,mdfurwhatpurposeatwas hinine

by patient consent or court order niny have limitations regarding
putpose for wiich the information will te used. Otherlegalauthoﬁhes,vsuchasExeamveﬂndex
13181 and 13 U:S.C. § 3486(c), tuay also limit re-disse on

tlon* ltnntesthnt,“ﬂnlesswwiﬁmnyauthmdby fnal Rave
o5 3, or cotitractars (U)




Unclassified with Redactions

specific approvals being obtained. Psychotherapy notes and substance abuse patient medical
records in particular have very stringent confidentiality protections. See 42 U.S.C, § 290dd-2; 42
C.F.R. Chapter 1, subichapter A, Part 2; 45 CFR § 164.508(2). Thus, if the OIG requests

materials that contain individually-identifiable patient medical information, the Office of General

Counsel must be consulted prior to producing such materials. (U)

- From a production logistics perspective, few FBI files outside of the health care frand
classification include such information. When FBI investigative files are requested, the FBI will
determiné whether or not there is any specific reason to suspect that a requested file contains.
such information. Ifnot, the file will not be reviewed to search for such information. (U)

F. Credit Reports (U)

_ The Fair Credit Reporting Act governs the dissemination of credit reports and.
information from credit reports. Because the statutory scheme is quite complicated, if the OIG
requests materials that include credit reports or information from credit reports, we are
recommending that the Office of the General Counsel be consulted prior to production. (U)

* G. FISA Information (U)

ST 4 E00dR
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From a production logistics perspective, FBI files outside of the national security area
will not contain FISA information and many FBI national security files do not include the use of
FISA surveillance authorities: Moreover, under the current SMPs, raw FISA informatian is
unlikely to be present in FBI inivestigative files. When FBI investigative files are requested, the
.. FBI will determine whether or not there is any specific reason to suspect that a requested file
contains raw FISA information. If not, the file will not be reviewed to search for such
information. (U)

H. Foreign Guvemmenf or International Organization Information (U)

If a foreign government has imposed restrictions on the dissemination of information it
provides to the FBI and the information has not been disseminated within DOYJ, that information
should not be produced to the OIG absent permission from the entity that provided the
information to the FBL (U)

From a production logistics perspective, few FBI files outside of the national security
area will include such information. When FBI investigative files are requested, the FBI will
determine whether or not there is any specific reason to suspect that a requested file contains
information provided by a foreign government that has imposed restrictions on the dissemination
of the information. If not, the file will not be reviewed to search for such information. (U)

L Information Subject to Non-Disclosure Agreements, Memoranda of
Understanding or Court Order (U)

A non-disclosure agreement (NDA) or Memorandum of Understanding (MOU) may,
depending on its terms, impose restrictions on the FBI sharing information with entities outside
the FBI, including the OIG. Because each NDA or MOU will vary in its terms, an analysis of
the ability to share information will turn on the particular terms and conditions of the agreement.
Thus, if the requiested matérials were obtained pursuant to ah NDA or an MOU that, on its face,
appears to restrict the disclosure of the information outside the FBI, we are recommending that
OGC be consulted prior to disclosure. (U)

OEL8OO1T




Unclassified with Rédactions
Aoou:t order may, depending on.its terms, imposa restrictions on the FBI sharmg
ability to share

information with enfities outside the FBL, including the OIG, The FBI's
information will furn on the particular terms and conditions of the-order. Thius, if the requested

‘materials are govemed by a court order that appears, on.its face, to restrict the disclosure of the:
information outsidle the FBI, we are recommending consultation with OGC prior to production.

()

Froni a production logistics perspective, few FBI files will include such information.
When FBI iivestigative fifes are requested, the FBI will determine whethier or not there is any
spgoxﬁpreasnntosnspectﬂmtamqnwtedﬁleeonmmssuohinﬁmon. Ifnot; thefile will not

bereviewed to search for such information. (U)

J. Aftorney-Client Information (U)

Thie FBI's attorey-client information falls into the two. general categorics: “official
oapaexty” and “Hridividual capacity” information. “Individual eapacity™ attoney-client
information is sub) eetfoﬂwslandards set forth in 28 CF.R. §§59.15 EndSO 16 nnd28US.C: §

519, Insum,ﬂ:cgmomeyandﬂzeemployeeminnn *“traditional at
mdﬁ:m&mahmxelmngmﬁe:epmmmnmhwvmdbyaﬁom@cﬁmtmnﬁdmmny

‘ rules.. The information subject to.the privilege includes commurications between the attomey.
an&

mployee,aswdlas"cm:ﬁdenhalmﬁunn&honaboﬁacﬂemﬁmnﬁnysom” Seo
Caps at34(oxﬁngMndﬂlhﬂwofPr@ssmmlConduutléandM(b),

. Thie attomey-client relationship commgnoeswnhtherequestﬁ:rmpmsenmnonand
apphestocommmcahcnsmadeﬁrthepu:poseofmmgmpmsenﬁtmn. Id. a1 30. The

ob to safeguard privileged or other confidential client information rémains “in p
andﬂmmfonnﬂhonmusttherefombepromtednotonlywhlethecasemacﬁvebﬂalsoaﬂerm
disposition, Id. at 35. Inthe event the OI€t requests information from the FBI relating to &
maﬂermwhchanFBIatmmeyhmhandledamquestforindxvidualmpresmmHmmhm

axi individusl in his ar her individual capacity, the FBI attorpey handling the matter

must bs consulted and all attomey-client privileged information must be withhald. (U)

From a production logistios perspective; individual representation materials are included
iit a file classification that is separate from any underlying investigative fils. Attorney client
materials should, therefore, not be included in investigative files. When FBI investigative. files:

arerequested,ﬂmFBIwﬂldetenmnewheﬂmornotﬂxmmany specific reason to suspect that

the s :d materials inolnde individual capacity attorney client material, Ifnot.requesﬁad
materials will not bie reviewed to search for such information. (1) .

K. Otlier U.S. Government Information (U)
There sire many ciroumstances through which the FBI comes into possession of
informaﬁonthat anginates with ansther government entity (bereinafter “third party

mation”). In additioh, certain statutes restrict thie dissemination of information regarding

8
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‘ .

Uncrasslﬁed with Redactlons
employees of certain U.S. government entities (See, e.g; 50U, SC. § 403g). Such information
should not be preduced-to the OIG. (U) ’

meap:oduchonlognsﬂcspezsp&cﬁve,fewFBIﬁl&oumde of the pational secur
areawﬂlmgludesuchmfomauun. WhenFBlmvmﬁMveﬁlesmmqumed,ﬂmFBIwﬂ!
whither or not theré is any specific reason to suspect that a requested file contains

mfonnalxon provided by another government agenicy or the name of an empl6yes that cannot be
disclosed. If not, the file willnot be reviewed to search for such informstion. (U)

L. Sonrce Information (U)

If the OIG requests access to or documents frori an FBI source file, the request must be
appmvedbyﬂxerelevantFBISAC or his or'her designee. See Attoriiey General Guidelines
ng the Use of FBI Confidential Human Sonrces at LD.4.aif. Moreaver, the FBI
ConﬁdaﬁﬂﬂnmanSomcePoﬁcyManudteqmmmedisdombadmmmdmﬁo
source’s: mzin file, See Confidential Humsn Source Policy Manual 1’01.07-0094-3)1 (Revised
iber 5, 2007). (U)

TheOIGmayhavaaccesstosoumexepomngthamoomdeBImveshgameﬁles.

‘without sirch-approval, During civil litigation and in response to FOJA 3
wi&homsuchmthmanmﬂomdmclommfwomdmdmadmﬁﬂwinﬁm Became

the OIG is part of the Departmient, there is no reason to suspeot that it will attempt to piece
-together disparate piecés of information in order to identify an FB] informant. Thus, if the

mﬁmﬂm&memwﬂablegmmﬂyb@lemploymwhommsmACS jtcanalso

bepmdmamheom )
' Asnpwdabnvé,Webeﬁwethesedmemnaﬁonmmﬁonsmﬂaﬁ'ectoﬂyamnﬂ

ga;he:andrevxewxequwteddommentssothatwecan conunnetopmvxdethaOIGWithﬂw

iniformation it needs to'carry out ifs oversight responsibilities. Moreover, as we discussed, I am.

eager to understand the OIG s position regarding the applicability of the above-discussed
mtnctdnsonthedﬁsemmahon of FBI information. (U):

Very truly yours,

Valerie Caproni
General Counsel
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MEMORANDUM
Toi Michael Horawitz, Inspector General 01
From: Andrew Weissmann, General Counsel, FB

Catherine Bruno, Special Assistant to'the. General Counsel, FBI ( 415
Re: Legal restrictions on dissemination of FBI information to the-Department of
Justice Offiee of the Inspestor General (OIG) for OIG criminal investigations

Date: Febuary 29,2013

L  (U)Backgromd

(U)'I‘heMemorandmnzsprovxdedasafouewuptoommeenngonFebmaryzz,mls atwinch
we discussed OIG access to FBI information. The FBI understands that the OIG, by virtue of its

statitte and mission, is generally entitled to broad access to information that is within the
possession of the FBL. 5 U.S.C. App..3 § 6(a), Section 6(a)(1) of the Iospector General Act states
that,“[B]achInspectoereral . . is authorized — to have access torall records, reports, audits,
reviews, documents, papers, recommengdations, or other material available to the applicable
estabhshmentwh:chmlatetoprogramsandopmuonswﬂzmpectto which that Inspector
General has responsibilities under the Act. . ..” Id. Inthe fall of 2011, theOIG faised concerns
toﬂ:eomoeofthe})epnty Attorney Gengral (ODAG) regarding the level of access to certain
categories ofmfotmauonDOJcom onents were providing to OIG. Upon ODAG request, the FBI
pmwded ODAG ‘with a memorandum dmbmg the categories of information that the FBI

ned may be subject to legal restrictions on dissemination to the DOT 0IG.. See
Memorandum from P. Kelley, Acting General Counsel, FB, to ODAG (October 5,2011)
(bereinafter “October 2011 Memorandum™) (AﬂachmentA)

(U) This manomndum specifically addresses the: scope of OIG access to those prewously-
identified categories of FBI information when the OIG is conducting a criminal investigation.
Even when the OIG is exercising its criminal investigative authority (rather than pursuing an

administrative misconduct investigation, audit; inspection, or program review) some legal.
restrictions limit the FBPs ability to release information to the OIG. In most instances, however,

the FBI can produce the restricted information to the OIG for use in its criminal cases after the FBI

or the OIGhavefollowedmeappmpﬁumwssfo: obtaining access (for example, seeking
permission from the court for information that is under seal), as described below.

(U) In this memorandum, we first address the categories of information identified in the FBP’s

October 2011 Memorandum where, if requested in connection with an OIG criminal case, there
are no restrictions on disseminstion. 'We then address those. categories of information identified in
the FBI's October 2011 Memorandum where, even where the OIG is conducting a criminal case;

themgmcnons on dissemination may apply:.
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(U) Categories of Information Not Subject to Restriction on Dissemination where:
the OIG is Pursuing a Ctiminal Case

A.  (U) Title 0l Information

(U} Section 2511(1)(e) of Title 18 generally.prohibits a person from disclosing what that pe:son
knows to be material collected from a wiretap (“Title 11 information™). Section2517(1),
however, permits the disclostire of Title III information from “one investigative or law
enfmcementofﬁcer toaneﬂ:srmves&@veorhwenfomementofﬁmfotheex&enttbatsuch
~disclosurexs‘ T te ta the. papert‘ormanceoftbeoﬁﬁmalduhwoftheoﬁwmahngon
receiving the disclosure.” 18 US.C. § 2517(1). Section 2517(2) allows for an investigative or
lawenﬁ:rcementoﬂieertomakeuseofTiﬂcmmfannahnn“mthea:tentsmhusamappmpnm
to the proper performance of his:official duties,” Therefore, where the OIG is pursuing a criminsl
case,ﬂmmisnoMeuonondissemmanoanTlﬂeHImﬁmnaﬁonﬁfomﬂmFBItoﬁmOIG.

B.  (U) Federal Juvenile Court Records

(U) The Juvenile Delinguency Act, 18'U.8.C: § 5038(a)(3) states that “Throughout and upon the

completion of thié jivenile delinquency proceeding, the records shall be safeguarded from
disclosure to unauthorized persons. The records shall be released to the extent necessary to-meet

the following circumstances: ... . (3) inquiries from law enforcement agencies where thé requesr

Jor information is related to the mvestfgatmn of @ crime or a position within that agency.”
(Bmphasis added). Thus, the OIG may hive access to such information as part of its criminal
investigatory function to which the records are relevant. |

@) Infounanonob&medpursumw theBankSectecyAct(BSA) (31U.S.C. §5311 et. al))
from the Finisincial Cyiminal Enforcemient Network (FINCEN) is prohibited from disclosure
except in compliance with applicable memoranda of understanding between the FBI and
FINCEN. However, FINCEN's Offioe of General Counsel’s Office has stated to thie FBI Office
of Generdl Counsel that such information may be shared with the OIG where the OIG is
condusting & criminal case. Therefore; the, FBl.may provide information from FINCEN that is
protected by the BSA to the OIG for its crimitial cases.

D.  (U) Sourceldentifying Information
(U) Tha Attorney General Guidelines Regarding the Use of FBI Confidential Human Sources

(“AGG-CHS") genemlly prohibits the disclosure of “the identity of any Confidential Human
Source or information that the source has provided that would have a tendency to identify the

Source,™ thougt there are exceptions; one of which is applicablé. Specifically, DOJ personnel -

may make appropriate disclosures to “other law enfarcenient, intelligence, immigration,
diplomatic, and military officials who need to know the identity to perform their.official duties,
subject to prior approval of the FBI-SAC or his or her designee.” ‘Thus, pursuant to the AGG-

2
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CHS, if the OIG is acting in a law enforcement capacity and demonstrates: aneed to know,
the.FBI may produce documents which identify or providg information which tends to xdetmf}' a
CHS:to the OIG; subject to the-approval of the FBI-SAC or his designee.

oE (U)Cg&guﬁesoflnformahunthﬂMu;gbeSub;ecttnResﬁic&on on Dissemination
where the OIG is Parsuing a Criminal Case:

(U) Rule 6(c) of the Federal Rulés of Criminal Procedure generally prohibits government officials

, ﬁnmdisdomgmfomahonaboutanymawerommgbeforegmndmy ’Ihenﬂe,however,

i (U). Disclosure to assist attomsy in performing duty to-eénforce criminal law

(U) Anindividual'otherwise restricted from disclosing grand juty information may provide such
information to “any government personnel . , . that an attomney for the govérnmient considers:
newmrymass!stmpe:fomngmwmey’sdmymmfomaﬁdemmhw"&ik
Crim. P. 6(e)(3)(a)(ii). This exception does not authorize the FBI fo provide the OIG with all 6(c)
mfo:maﬁnn from FBI records whenever the QIG requests 6(e) information during the course of &
ation.. Rathet,theOIGmustseekappmpnmamhormn — either from the
pmwcutnr assigned to the case in which the 6(e) mfo:maﬁon was obtained, or from the: Attorney,
Generalaspmtofhsgenmalsupemsorymthonty Disclogure based on this exception also
requiires court natification.. See Fed, R. Crim. P. 6(e)(3)(B)-

it. (U) Disclosure to assist attorney intpa'ﬁmning intelligence-related duties

(U) “An attorney for the government may disclose any grand-jury matter involving foreign
intelligence, counterintelligence . . . or foreign intelligence information . . . to any federal law
enforcemient . . . official ta assist that official receiving the information in the performance of that
oﬁicial’sdutxes”Fed.R.Cnm.P 6(6)3X(D). Whea the OIG seeks to avail itself of this
exempton,thedetemnnanmthatﬂ:eenndmymmmvolvesfmmgnhmlhgencaor

Ty

information must still be made by &n attormey for the government. Disclosure

based on; this exception also requires court notification. See Fed. R. Crim. P. 6(e)(3)(d)(i).
iif. (U) Disclosure with leave of court
(U) In addition to acvess granted by & government attorney, Rule 6(¢) allows the court that

empanelled the grand jiry to authorize disclosute of grand jury material, “The court may authorize

disclosuare.. . prelimmmlytommeonnectmnmtha,]udmalpweaedmg. Fed. R. Crim. P.

6(e3)E). Thls exemption, too, would require the OIG to obtain such specific permission before -

the FBI would be authorized to release the information;,

'(U) This position is consistent wiih cral guidancs OLC provided to the FBI in April 2012. See Notes of Mg,
betwoen FBY and OLC (Apr- 11, 2012) (Attachment C)..

3
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B.  (U) Federal Tax Information

(U) Section 6103 of the Internal Revenue Code, 26 U.S.C. § 6103, prohibits a federal employee
ﬁomdissemmnngfedemltmmhnnmmhmmfomnhmm@mineddmﬂyﬁomthe
Tnternal Revenue Service (IRS), or from another agenoy that originally received the information.
ﬁ:umthems,exeeptmhmatedmm:mstancw. Otte permissible circumstance is that FBI
employees may share such tax information with other “officers and employees of any Federal.
agmcywhompmonanymdduaalyengagedm”mmvesugmmdueotwmhnngmm
liability. See 26 U.8.C. §6103(h)(2). Standing along; the fact that the OIG is conducting a
criminal investigation is not sufficient to permit the FBI to categorically provide the OIG dccess to
such tax information. In order to obtain the information, the OIG would need to establish that the -
OIGmponewmmgmemfomanmmpmananym&Mmgagedmﬂw investigation
" for which the records were initially and appropriately obtained. This information is also subject to
strict handling controls, s0if can-easily be identified and iz, generally speaking, alreadysegregated

‘ﬁommn-Fl‘ImawuaL

.Uy Mo&oﬁenFBIaﬁomays’ attomey-client relationship and corresponding privilege runs on.
‘behalf of the organization, We understand that sharing such “official-capacity” attomey-client
information with the DOY OIG does not constitute a waiver of attorney-client privilege: Such.
mfmnaﬁmnﬂiemfomnotresmctedﬁumdismmsuonmtheomfmmmmmalcases(though
the OIG is restricted from disclosing the information outside the Department of Justice without

prior consultation),

(43)] Insomems,hnwever,suchaswhenanmmmlanployeemsuedforoﬂ‘jcialaeuons.
anFBIauomey’saﬁomey-chentrelaunnsh:pand,‘ ) g privilege does extend to an
individnal FBI employee. Such “individual capacity” attorney-client information is subject to the:
standards set forth in 28 C.F.R. §§50.15 and 50,16 and 28 U.S.C. § 517. The attorney and the:

- employee enter into-a “fraditional athomey—chentrelahonslnp and the information relating to the
représentation is covered by attorney-client conﬁdennality rules, See, generally, Individual
Capacity Representation of Federal Employees in Civil and Criminal Proceedipgs: Process,
Procedures, Ethical Considerations and Professional Responsiblhty Concerns, Constltutlonal &
Specialized Torts Staff, Civil Division, Torts Branch (Julg 2010) atpage 4 (hereinafter “Individual
Capacity Manual™). The information subject to the privilege includes communications between
theattumeyandthe employee, as ‘well as “confidential information about a client from any

source.” See Individual Capacity Manual at 34.

(U) The scape of the proteotion for individual-capacity attorney-client information is broad. The
attorney-client relationship commences with the request for representation and applies to:
communications mads for the purposé of securing representation. Id. at 30, The obligation to
safeguard privileged or other confidential client information remains “in perpetuity” and the

information must therefore be protected not only while the case is active but also after its
disposition. Id. at 35. Because these protections exist whether the OIG is conducting a criminal

4
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ot non-criminal investigation, where the 0IG req}!ests mfozmanonﬁ:om the FBl relating toa.

matter in which'an FBI attomeyhashandled arequestformdlvxdualrepwsenmuomorhas
represmﬁedanmdiwdual mhlsorhexindividnal capacity; the FBI attomey handling the matier:

must be consulted and all individusl capacity attoméy—chent privileged. information'must be:
vnthheld.
on

D.  (U) Child Victim or Child Witness nformati

) The release of information:concerning the idenitities of child victims.or child witnessesis
‘Testricte bytheChxldecnmde?naVsesﬂg‘om: jon-dct. 18U.S.C. §3509, Governiment
'employeesmay .only disclose-documents containing information about: ch:ldivnm or witness as
desmbedmthesmtomdmdnalswlmhaveaneedmknnwsu ch information: on:“by reason of
proceeding” mwhxokthedocmentsanse 18USE. §3509(d)(1)(A)(‘u)
[ "'\.j.f,toknnwﬁmmfnmm@n

@ thie C
15 provﬁesuoﬁinfdrmahonwtheom
OIGemployeesmwhomstmh ifgrma ,onwnuldbereléawdmet
‘haveobtained & couit order permi ;

Hedica lnfmmaﬂﬂn

(U Executive Order 13131 mtnctsthe deﬂVahYe use: ofpmtecﬁed hedmmfommon obtained
' seral 1aw sement petsonneLAEx _'_ve

vil, orcnmmalmveshgmmns of non-hedthcmovermg’htmaiter&" TheD puty
Athomey -General @)AG) must-approve any use of such information to pursue:: anon-health-care~
oversight investigation. See EO 1381 § 3(b). The DAG may onlygrantsuch appmvahfdlsclom
isinthe initerest of thie public ¢ andwmﬂdautwelghtheputenhalmluryto Jd.
ngly, the FBl may provide. such information to the OIG for its cnmmal casesafter the

DAG has approved the disclosure.

Uy mfomahonobtamedbypauemwsmtconzrmdermsubpoena,hasceﬁmnhmtauons
reparding the purpose for which the information will be used. Title 18'U.S.C.§ 3486(e)(2)
provides: that“[h]ealth information about @ individual thatis dlsclosed under this- secﬁnnmay
notbeusedm,ordisclosedtoanypersqnﬁ)rusem,any fcative, civil, or criniinal action
or inyestigation direécted agninstthe the individual who is the subject: of the information unless the
action or investigation arises out of and is directly related to receipt ofhealthcaxe or paymentfor
health care or action involving a fraudulent ¢ cldiim related to health . . ™ i a;ddiﬁon,lwalﬂr
records obtained puisuant to:a court: order for oversight purposes can'beused against that patient
upon aﬁndmgbythzcoutt of "good canse” such that'the need $or disclosure outweighs the
potential for injury to'the patientand the doctor-patient relationship. Thus, where the OIG seeks

5 -
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information for use in criminal cases that-are directly related to.receipt of health care-or payment
for health care, or action involving & fraudulent claim related to health, the FBI'may provide the
information. Otherwise, the OIG may obtain perrms&on,frem the court to use the information in

its criminal cases:

(U).As discussed at more length in our October 5, 2011 Memorandum to ODAG (Attachment
A), psychotherapy notes and substance abuse panent medical records also have very stringent
protections on confidenitiality. See also 42 CFR. §§ 2.1, 2.13, 2.32 and 42 CF.R. Chapter 1,
subchapter A, Part 2; 45 CF.R 164. 508(2). In some instances, however, such information may
also be disclosed pursuant to a coutf order for OIG criminal cases. See e.g,. 42 CF.R.

§ 21(0)2)(C)-

(U) In sum, if the OIG requests materials for its criminal cases: that contain individually
identifiable patient medical information, fhe disclosure of such. information must compart with
these statutory restrictions,

F. W Cradxtlnfo;matxon Obtained for Counmmteﬂlgencehnposm

(U) Under the Fair Credit Reporting Act (FCRAY), the FBI may obtamnames of financial
institutions with which the consumer maintains or has maintained an aceount or consumer
identifying information. for counterintelligence purposes.. See 15 U.S.C. §1681u(a) & (b). The
FBI, however, “may not.disseminate.information obtained pursuant” to this section outside of the
Federal Bureau of Tnvestigation, except to otber Federal agencies as may be necessary for the:
approval or conduct of a foreign counterintelligence investigation,.or, where the information
concems a person subject to the Uniform Code of Military Justice, ‘to appropriate investigative:
authorities within the military department.concerned as miay be necessary-far the conduet of a joint
foreign counterintelligence: mvesugauon_” 15US.C.§ 1681u(f) Where the Deputy Attorey
General determines that OIG access in a particular case is necessary for the approval or conduct of
a foreign counterintelligence investigation, the FBL may provide such. access. We are aware of at
least one instance where ODAG made such a determination with tespect to-a non-criminal OIG:
matter(See Ltr. From DAG Cole to Acting IG Schnedar (undated) at Attachment D) Thus, in an
OIG criminal investigation the OIG may seek actess to such information ﬁ'om ODAG if the.
statutorily required basis can be sustained.

G.  (U) FISA Information,

PRIVIL EGED AND CONFIDENTIAL
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i. (U) FISA-acquired electronic surveillance and physical search provisions

ii. (U) FISA-acquired tangible things of a United States Person

H. ) Intelligence Community Information

PRIVILEGED AND CONFIDENTIAL
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¢ (U) While the order’s definition of "agency" may be broad enough to encompass the entirety of the
Department of Justice (DOJ), see B.0. 13526 § 6.1(b), such a reading in the context of Section 4.1(f) would mean
that, whenever the FBI receives classified intelligence information from another U.S. government agency, the
information would effectively be deemed to have been “made available” to every component of DOJ, to include the
O1G, the Bureau of Prisons, the U.S. Marshal's Service, and the Bureau of Alcobol, Tabacco, Firearms, and
Explosives, among others. Such a presumption does not comport with the ordinary expectations within the
govermment's intelligence information-sharing environment.

: 8
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L (U) Foreign Government or International Organization Infonhation

J (U) Informafion Subject to Memoranda of Understanding or Non-Disclosure

(U) The FBI often obtains information or access to databases through Memoranda of
Understandmg (MOU) or non-disclosure agreements (NDA) with other federal, state, or local
agencies, from foreign governmens, and from private parties. These MOUs or NDAs may,
depending on their terms, impose restrictions on the FBI sharing information with entities outside
the FBI, including the OIG. If such information was provided to the FBI in a manner that
precludes dissemination to the OIG for its criminal cases, the FBI could work with the entity that
provided the information to the FBI to reach agreement on providing the information to the OIG.
In addition, going forward, the FBI can include in its MOUs explicit language permitting sharing
with the DOJ OIG. ) |

K. '(U) Information Restricted by Court Order

(U) The FBI occasionally comes into possessxon of information that is subject to a court order
restricting dissemination to certain individuals or entities. The terms of the court order may not
permit FBI dissemination to the OIG for a criminal investigation without prior authorization. In
such a case, the FBI could request that the court grant access to the OIG for use in-a criminal
Investigation.

L (U) Conclusion

(U) Even when the OIG is exercising its criminal investigative authority (rather than pursuing an
administrative misconduct mvestigation, audit, inspection, or program review) some legal
restrictions limit the FBI's ability to release information to the OIG. In most instances, however,
the FBI can produce the restricted information to the OIG for use in its criminal cases after the FBI
or the OIG have followed the appropriate process for obtaining access. We look forward to
working with your office to put into place procedures that will provide timely and complete OIG

9
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IN THE UNITED STATES DISTRICT COURT FOR Eﬁg L e

“

JUN4 1998
WESTERN DISTRICT OF OKLAHOMA
ROBERT D. DENNIS, CLERK

us.pis , WESTERN DISLOF OKLa

BY DEPU'H
IN RE MATTERS OCCURRING ) .
BEFORE THE GRAND JURY ) MISCELLANEOUS #39 Qud clgare
IMPANELED JULY 16, 1996 )

MOTION FOR ORDER PERMITTING DISCLOSURE
F MATTER BEFORE THE GRAND Y

The United States of America moves this Court, pursuant to Federal Rule of
Criminal Procedure 6(e)(3)(A)(i), for an order authorizing the disclosure of certain matters
occurring before Grand Jury No. 96-02, to attorneys, investigators, and supervisory personnel of
the Office of the Inspector General (OIG) of the Department of Justice.

In support of this motion, the United States represents as follows:

1. The OIG is conducting an investigation concerning the conduct of a Federal
Bureau of Investigation (FBI) Special Agent, including a review of certain conduct by the Special
Agent in appearances before Grand Jury No. 96-02.

2. The OIG has jurisdiction to investigate allegations of professional misconduct
by Department of Justice employees, including, under certain circumstances which are applicable
here, FBI employees.

3. To perform its supervisory and oversight duties of evaluating the propriety of
the Special Agent's conduct before the grand jury and to report its findings to the appropriate
authorities, the OIG requires access to certain transcripts of proceedings and exhibits before

Grand Jury No. 96-02. Disclosure of such matters is proper pursuant to Fed.R.Crim.P.

6(e)3)(A)().



4. Disclosure to the OIG of the requested grand jury materials may be the only
viable method to enable the OIG to perform its oversight duty to ensure that the integrity of
proceedings and conduct before the grand jury is preserved.

WHEREFORE, for the reasons set forth above and for such further reasons as are
set forth in the accompanying Memorandum of Points and Authorities, the United States requests
that this Court issue an order authorizing disclosure of certain matters occurring before Grand
Jury No. 96-02 to attorneys, investigators, and supervisory personnel of the OIG.

Respectfully submitted,
BILL LAND LEE

Acting Assistant Attorney General
Civil Rights Division

(Ol ol

v KEVIN FORDE
Trial Attorney, Crirninal Section
Civil Rights Diviston

U.S. Department of Justice
601 D St., NW; Rm. 5532
Washington, D.C. 20530
202-514-4164




IN THE UNITED STATES DISTRICT COURT FOR THE Lol
JUN4 1998

WESTERN DISTRICT OF OKLAHOMA OO oM, CLERK
llzJ.S. DIST. CQURT, WESTZRN 0 .OF OKLA
4 CAUTY

IN RE MATTERS OCCURRING ) :
BEFORE THE GRAND JURY ) MISCELLANEOUS #39 (0t ¢Zpacere
IMPANELED JULY 16, 1996 )

MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT OF
ORDER PERMITTING DISCLOSURE
F MATTER BEFORE RAND Y

The United States has received a request from the Office of the Inspector General
(OIG), Department of Justice, for access to transcripts of certain proceedings and other materials
occurring before Grand Jury No. 96-02 of the United States District Court for the Western
District of Oklahoma. The OIG is investigating allegations of misconduct involving a Special
Agent of the Federal Bureau of Investigation (FBI), which in part involve purported misconduct
before Grand Jury No. 96-02.

Under Department of Justice regulations, the OIG is responsible for reviewing
allegations of misconduct against Department employees, including FBI employees when so
directed by the Deputy Attorney General. The Deputy Attorney General has directed the OIG to
investigate allegations of misconduct made against FBI employees in connection with matters that
include their conduct in proceedings before Grand Jury No. 96-02.

Pursuant to Fed.R.Crim.P. 6(e)(3)(A)(i), a court order authorizing disclosure of
grand jury materials to the OIG may not be necessary as a prerequisite to OIG personnel gaining
access to grand jury material pertinent to matters that it is reviewing. Instead, because the OIG is
exercising supervisory and oversight functions with respect to the conduct of investigators who
appear before the grand jury, disclosure of the pertinent grand jury materials to the OIG would be
proper pursuant to Fed.R.Crim.P. 6(e)(3)(A)(i), which permits disclosure to “an attorney for the
government for use in the performance of such attorney's duty[,]" without the need for a court

order. Ifthere has been misconduct before a grand jury, a review of grand jury materials by the
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OIG is essential to ensure the integrity of the grand jury proceedings.

Nevertheless, in the face of some of the broad language in United States v. Sells
Engineering, Inc,, 463 U.S. 418 (1983), that "disclosure to attorneys other than prosecutors
[must] be judicially supervised rather than automatic[,]" id., the United States believes that the
most cautious and pfudent procedure would be to obtain a court order authorizing disclosure
pursuant to Fed.R.Crim.P. 6(e)(3)(A)(i). The Sells opinion recognizes that disclosure of grand
jury materials can be made to persons who are not necessarily "prosecutors," such as a
"supervisor" and members of the "prosecution team," jid, at 429, n.11, but who are nevertheless
indispensable to an effective criminal law enforcement effort. To perform properly their oversight
role, supervisors must be able to review grand jury materials for the purpose of determining
whether prosecutors or investigators have engaged in misconduct before the grand jury.
Otherwise, the alleged misconduct, if it existed, could go unchecked, thereby subverting the
workings of the criminal justice system. For this reason, it is appropriate for the OIG, as a
delegee of the Attorney General for purposes of overseeing and advising with respect to the
ethical conduct of Department of Justice employees, to review grand jury materials and make
recommendations to the Attorney General or other supervisor regarding conduct in particular
cases.

In addition, the order as sought here does not implicate the policy concerns
addressed by the Court in Sells. The grand jury material sought by the OIG is not being obtained
in furtherance of any civil investigation of the subjects of the grand jury inquiry, but rather to
review certain conduct of a Department employee before and in relation to the grand jury
proceedings. Without this disclosure, there may be no way for administrative action to be taken
against Department employees who commit misconduct in the grand jury.

For the foregoing reasons, the United States urges the Court to enter an order
authorizing disclosure of matters occurring before the grand jury that are relevant to the OIG's

investigation of misconduct to personnel of the OIG. Such personnel will be advised of their

-2-
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responsibilities to protect grand jury materials in accordance with Fed.R.Crim.P. 6(e)(3)(B).

Respectfully submitted,

BILL LAND LEE
Acting Assistant Attorney General
Civil Rights Division

e Ll

FORD R
Tnal Attomey, mmal Section
Civil Rights Division
U.S. Department of Justice
601 D St., NW; Rm. 5532
Washington, D.C. 20530
202-514-4164.



UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF OKLAHOMA

IN RE GRAND JURY PROCEEDINGS: MISC. NO. 96-02
FF VIT OF T CTOR GENERAIL, MICHAEIL BROMWIC

I, Michael R. Bromwich, do hereby declare and state as
follows:

1. I am Inspector General of the Department of Justice, and
I am an attorney authorized to practice law on behalf of the
Department. The Office of the Inspector General is responsible
for investigating allegations of misconduct made against
Department of Justice employees, including employees of the
AFederal Bureau of Investigation when so directed by the Deputy
Attorney General. On October 3, 1997, the Deputy Attorney
General directed the 0IG to investigate allegations of misconduct
made against FBI and other Department employees for their conduct
following the death of Kenneth Trentadue.

2. The OIG has recéived allegations that an FBI Special
Agent may have testified falsely before the grand jury that was
investigating the death of Kenneth Trentadue. Obtaining grand
jury materials relating to the conduct of the FBI Special Agent
before the grand jury is essential if the OIG is to properly
evaluate the merits of the allegation.

3. The 0OIG and the Office of Professional Responsibility,
two of the Department entities responsible for investigating
allegations of misconduct against Department employees, have
received grand jury material in other matters pursuant to their
responsibilities to investigate misconduct. 1In 1984, the

Department of Justice Office of Legal Counsel issued an opinion
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on behalf of the Department stating that the limitations set by
the Supreme Court in United States v. Sells Engineering, Inc.,
463 U.S. 418 (1983), did not apply to disclosure to Department
ethics offices in the conduct of their 6fficial duties. On the
basis of that opinion, the 0IG and OPR have, in appropriate
cases, sought access to grand jury materials in investigations of
misconduct before the grand jury. In all matters within my
knowledge in which requests for disclosure have been submitted to
them, the courts have granted access to the materials.

4. Personnel of the 0IG are aware of their responsibility
to safeguard grand jury material pursuant to Federal Rule of
Criminal Procedure 6(e) and will conduct themselves accordingly.

I declare under penalty of-perjury that the foregoing is

true and correct.

June 3, 1998 \/\\7(/{” M

Michael R. Bromwich
Inspector General




IN THE UNITED STATES DISTRICT COURT FOR THE

WESTERN DISTRICT OF OKLAHOMA

IN RE MATTERS OCCURRING )
BEFORE THE GRAND JURY ) MISCELLANEOUS #39
IMPANELED JULY 16, 1996 )

ORDER

Upon the Motion of the United States Attorney for the Western District of
Oklahoma for the issuance of an Order pursuant to Rule 6(e)(3)(A)(i) of the Federal Rules of
Criminal Procedure, and for the reasons set forth in the accompanying Motion and Memorandum
of Points and Authorities, the Court finds that the Department of Justice Office of the Inspector
General (OIG) investigation of alleged misconduct before the grand jury is supervisory in nature
with respect to ethical conduct of Department employees, including a Special Agent of the
Federal Bureau of Investigation. Accordingly, disclosure of grand jury materials to the OIG
constitutes disclosure to "an attorney for the government for use in the performance of such
attorney's duty[.]" Fed.R.Crim.P. 6(e)(3)(A)(i).

Accordingly, it is hereby ORDERED that appropriate personnel in the Office of
the Inspector General may be granted access to matters occurring before Grand Jury No. 96-02 in
connection with an OIG investigation of alleged misconduct by an FBI Special Agent in

proceedings before that grand jury.

BAVIFE RUSSEEL V4
Shief United States District Judge
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UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF OKLAHOMA [DEC 8- 1998

IN RE MATTERS OCCURRING ) U st SBERI D, DENNIS, 01 ex:
BEFORE THE GRAND JURY ) MISCELLANEOUS #39 WWQMJ
IMPANELED JULY 16, 1996 ) Gl

MOTION FOR ORDER PERMITI‘ING DISCLOSURE

The United States of America moves this Court, pursuant to
Federal Rule of Criminal Procedure 6(e) (3) (A) (i), for an order
authorizing the disclosure of matters occurring before Grand Jury
No. 96-02, to attorneys, investigators, and supervisory personnel
of the Office of the Inspector General (OIG) of the Department of
Justice.

In support of this motion, the United States represents as
follows: '

1. The OIG is conducting an investiéation concerning the
conduct of employees of the Bureau of Prisons (BOP) an? the
Federal Bureau of Investigation (FBI) following the death of
Kenneth Michael Trentadue, who was an inmate in the custody of
the BOP at the time of his death. The OIG investigation includes
a review of the conduct of BOP and FBI employees in appearances
before Grand Jury No. 96-02.

2. The OIG has jurisdiction to investigate allegations of
professional misconduct by Department of Justice employees,
including BOP employees and, under certain circumstances that are
applicable here, FBI employees.

3. To perform the OIG's supervisory and oversight duties of
evaluating the conduct of the BOP and FBI employees in their
testimony before the grand jury and in interviews to law
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enforcement officers and to report the OIG's findings to the
appropriace authorities, the OIG requires access to the
transcripts of proceedings and exhibits before Grand Jury No. 96-
02. Disclosure of such matters is proper pursuant to
Fed.R.Crim.P. 6(e) (3) (a) (1).

4. On June 4, 1998, this Court granted the OIG's request
for access to a limited portion of the grand jury materials in
order to facilitate the investigation of possible misconduct by
an FBI Special Agent. Since that time, the OIG has obtained
evidence that has broadened its inquiry -- evidence that BOP
employees may have committed misconduct by testifying falsely in
the grand jury or in interviews to law enforcement agents.
Accordingly, the original basis for this Court's granting the OIG
access to a portion of the grand jury record -- facilitating an
investigation into allegations of grand jury misconduct -- now -
supports this Court's granting the OIG access to.all testimony
and exhibits before the grand iury. Such disclosure will permit
the OIG to investigate thoroughly allegations against the BOP
employees. In addition, the OIG needs access to all grand jury
testimony and exhibits because the OIG has been unable to obtain
all of the documents to which the OIG believes it is entitled
pursuant to the Court's previous order.

5. The OIG has presented a compelling basis for concluding
that disclosure to the OIG of the requested grand jury materials
may be the only viable method to enable the OIG to perform its
responsibility to ensure that the integrity of proceedings and

conduct before the grand jury are properly overseen and



protected .

WHEREFORE, for the reasons set forth above and for such
further reasons as are set forth in the accompanying Memorandum
of Points and Authorities, the United States requests that this
Court issue an order authorizing disclosure of all matters
occurring before Grand Jury No. 96-02 to certain attérneys,
investigators, and supervisory personnel of the OIG.

Respectfully submitted,

;/Criminal Section
Civil Rights Division '
U.S. Department of Justice

601 D St., NW; Rm. 5532
Washington, D.C. 20530
202-514-3204



UNITED STATES DISTRICT COURT EC 3~ 1998
FOR THE WESTERN DISTRICT OF OKLAHOMA  ~“ ‘

IN RE MATTERS OCCURRING ) &y
BEFORE THE GRAND JURY ) MISCELLANEOUS #39
IMPANELED JULY 16, 1996 )

MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT OF
ORDER PERMITTING DISCLOSURE

=118 LI

The United States has received a request from the Office of
the Inspector General (0OIG), Department of Justice, for access to
transcripts of proceedings and other materials occurring before
Grand Jury No. 96-02 of the United States District Court for the
Western District of Oklahoma. The 0IG is investigating
allegations of misconduct involving employees of the Bureau of
Prisons (BOP) and the Federal Bureau of Investigation (FBI),
which in part involve purported misconduct before Grand Jury No.
96-02.

Under Department of Justice regulations; the 0OIG is
responsible for reviewing allegations of misconduct against
Department employees, including BOP employees and, when so
directed by the.Deputy Attorney General, FBI employees. The
Deputy Attorney General has directed the OIG to investigate
allegations of misconduct made against FBI employees in
connection with matters that include their conduct in proceedings
before Grand Jury No. 96-02.

Pursuant to Fed.R.Crim.P. 6(e) (3) (A) (1), a court ordgr
authorizing disclosure of grand jury materials to the OIG may not
be necessary as a prerequisite to OIG personnel gaining access to

grand jury material pertinent to matters that it is reviewing.
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Instead, because the OIG is exercising supervisory and oversight
functions with respect to the conduct of Department employees who
appear before the grand jury, disclosure of the pertinent grand
jury materials to the OIG would be proper pursuant to
Fed.R.Crim.P. 6(e) (3) (A) (1), which permits disclosure to "an
attorney for the government for use in the performance of such
attorney's dutyl[,]" without the need for a court order. If there
has been misconduct before.a grand jury, a review of grand jury
materials by the OIG is essential to ensure the integrity of the
grand jury proceedings.

Nevertheless, in the face of some of the broad language in
United States v. Sells FEngineering, Inc., 463 U.S. 418 (1983),
that "disclosure to atforneys other than prosecutors [must] be
judicially supervised rather than automatic([,]" id., the United
States believes that the most cautious and prudent procedure is
to obtain a court order authorizing disclosure pursuant to
Fed.R.Crim.P. 6(e) (3) (A) (i). The Sells opinion recognizes that
disclosure of grand jury materials can be made to persons who are
not necessarily "prosecutors,"” such as a "supervisor" and members
of the "prosecution team," id. at 429, n.1l1l, but who are
nevertheless indispensable to an effective criminal law
enforcement effort. To perform properly their oversight, role,
supervisors must be able to review grand jury materials for the
purpose of determining whether prosecutors, iﬁvestigators, or
other witnesses have engaged in misconduct before the grand jury.
Otherwise, the alleged misconduct, if it existed, could go
unchecked, thereby subverting the workings of the criminal
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justice system. For this reason, it is appropriate for the OIG,
as a delegee of the Attorney General for purposes of overseeing
and advising with respect to the ethical conduct of Department of
Justice employees, to review grand jury materials and make
recommendations to the Attorney General or other supervisor
regarding conduct in particular cases.

In addition, the order sought here does not implicate the
policy concerns addressed by the Court in Sells. The grand jury
material sought by the OIG is not being obtained in furtherance
of any civil investigation of the subjects of the grand jury
inquiry, but rather to review certain conduct of Department
employees before and in relation to the grand jury proceedings.
Without this disclosure, there may be no way for administrative
action to be taken against Department employees who commit
misconduct in the grand jury.

The United States, on behalf of the OIG, previously moved
the Court to grant the OIG access to a limited portion of the
grand jury materials in order to facilitate the OIG's
investigation of possible grand jury misconduct by an FBI Special
Agent. Based on the reasoning set forth above, the Court granted
the United States' request on June 4, 1998. However, the OIG
believes that it has not obtained access to all the relevant
documents pertaining to misconduct by the FBI agent.

Accordingly, the OIG needs complete access to the FBI documents
and files in order to ensure that all relevant documents have

been disclosed.



. \

In zaddition, the OIG has obtained evidence that has
broédéned its inquiry -- evidence that BOP employees may have
committed misconduct by testifying falsely in the grand jury or
in interviews to law enforcement agents. Accordingly, the
original basis for this Court's granting the OIG access to a
portion of the grand jury record -- facilitating an investigation
into allegations of grand jury misconduct -- now supports this
Court's granting the OIG access to all testimony.and exhibits
before the grand jury. Such disclosure will permit the OIG to
investigate thoroughly allegations against the BOP employees. 1In
addition, the OIG needs access to all grand jury testimony and
exhibits because the OIG has been unable to obtain all of the
documents to which the OIG believes it is entitled pursuant to
the Court's previous order.

For the foregoing reasons, the United States urges the Court
to enter an order authorizing disclosure of matters occurring
before the grand jury to OIG personnel. Such personnel will be
advised of their responsibilities to protect grand jury materials
in accordance with Fed.R.Crim.P. 6(e) (3) (B).

Respectfully submitted,

U.S. Department of Justice
601 D St., NW; Rm. 5532
Washington, D.C. 20530
202-514-3204
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UNITED STATES DISTRICT CO OCE{E L
FOR THE WESTERN DISTRICT OF OKLAHOMA

IN RE MATTERS CCCURRING )
BEFORE THE GRAND JURY ) MISCELLANEOUS #39
IMPANELED JULY 16, 1996 )

I, Michael R. Bromwich, do hereby declare and state as
follows:

1. I am Inspector General of the Department ovaustice.
The Office of the Inspector Genergl (OIG) is responsible for
investigating allegations'of misconduct made against Department
of Justice employees, including employees of the Bureau of
Prisons (BOP) and, when so directed by the Deputy Attorney
General, employees of the Federal Bureau of Investigation (FBI).
On October 3, 1997, ;he Deputy Attorney General directed the OIG
to investigate allegations of misconduct made against FBI and BOP
employees for their conduct following the death of Kenneth
Trentadue. The OIG investigative team consists of attorneys agd
investigators.

2, The OIG has obtained evidence indicating that several
BOP employees made false statements during interviews with the
0IG, or to other law enforcement investigators, coﬁcerniné

matters that we believe would have also been the subject of
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questioning in the grand jury. Consequently, the OIG has
broadened its inquiry to determine whether these individuals
committed perjury before the grand jury. By obtaining grand jury
materials relevant to these issues, the 0IG will be in a position
to (1) determine whether employees testified falsely before the
grand jury, and (2)evaluate the fuil extent of employee false
statements to investigative agencies at various stages of the
inquiry. Providing the OIG with the grand jury testimony will
complete the OIG's access to the universe of relevant information
and afford the OIG the opportunity for a full and complete
assessment of employee misconduct. Such an evaluation requires
reviewing the employees' grand jury transcripts, the transcripts
of other witnesses who may have testified about relevant issues,
and documents that pertain to these issues.

3. Access to the complete grand jury record is also needed
in order to implement this Court's previous order. On June 4,
1998, this Court granted a request made by the United States on
behalf of the 0IG to obtain access to a limited portion of the
grand jury materials in order to investigate possible misconduct
by an FBI Special Agent during grand jury proceedings. Over two
months after the Court's order and after repeated requests to the
FBI for relevant documents, the OIG finally received a document

that bears heavily on the question of whether the Special Agent



committed misconduct. Because the OIG has only been provided
limited access to grand jury materials, the OIG investigators
have not been able to review the complete and unredacted FBI
files to find pertinent evidence but instead must rely on the
FBI's interpretation of what should be disclosed under the
Court's order. To date, this system has not resulted in the
timely disclosure of relevant documents. Accordingly, I believe
that the only means to ensure that the OIG obtains all documents
relevant to the issue of possible misconduct by FBI employees is
for the OIG to have unfettered and unfiltered access to all of
the grand jury materials and the FBI records.

4. The OIG and the Office of Professional Responsibility
(OPR), two of the Department entities responsible for
investigating allegationg of misconduct against Department
employees, have received grand jury material in other matters
pursuant to their responsibilities to investigate misconduct. 1In
1984, the Department of Justice Office of Legal Counsel issued an

opinion on behalf of the Department stating that the limitations

set by the Supreme Court in
Inc., 463 U.S. 418 (1983), did not apply to disclosure to
Department ethics offices in the conduct of their official
duties. On the basis of that opinion, the OIG and OPR have, in

appropriate cases, sought access to grand jury materials in



investigations of misconduct before the grand jury. 1In all
matters within my knowledge in which requests for disclosure have
been submitted to them, the courts have granted access to the

materials.

4. Personnel of the OIG are aware of their responsibility
to safeguard grand jury material pursuant to Federal Rule of
Criminal Procedure 6(e) and will conduct themselves accordingly.

I declare under penalty of perjury that the foregoing is

true and correct.

{
¢
November 23, 1998 l/\/@( . é,/

Michael R. Bromwich
Inspector General




UNITED STATES DISTRICT COURT 1%;]ﬁiZlEElj§
FOR THE WESTERN DISTRICT OF OKLAHOMA

C
IN RE MATTERS OCCURRING ) 0°" 2 - 1998
BEFORE THE GRAND JURY )  MISCELLANEOUS #39 B Rt o
IMPANELED JULY 16, 1996 ) s g e G
ORDER oEPUTY

Upon the Motion of the United States for the issuance of an
Order pursuant to Rule 6(e) (3) (A) (i) of the Federal Rules of
Criminal Procedure, and for the reasons set forth in the
accompanying Motion and Memorandum of Eoints and Authorities, the
Court finds that the Department of Justice Office of the
Inspector General (0OIG) investigation of alleged misconduct
before the grand jury is supervisory in nature with respect to
ethical conduct of Department employees. Accordingly, disclosure
of grand jury materials to the OIG constitutes disclosure to "an
attorney for the government for use in the performance of such
attorney's duty[.]" Fed.R.Crim.P. 6(e) (3) (a) (1).

Accordingly, it is hereby ORDERED that appropriate personnel
in the OIG may be granted access to matters occurring before
Grand Jury No. 96-02 in connection with an OIG investigation of
alleged misconduct by Department of Justice employees in

proceedings before that grand jury.
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IN THE UNITED STATES DISTRICT l’éfﬁ )

WESTERN DISTRICT OF OKLAHOMA

IN RE MATTERS OCCURRING )
BEFORE THE GRAND JURY ) MISCELLANEOUS # 39
IMPANELED JULY 16, 1996 )

MOTION FOR ORDER PERMITTING DISCLOSURE
OF MA' G BEFORE THE

The United States of America moves this Court, pursuant to Federal Rule of Criminal
* Procedure 6(e}(3)(A)(i), for an order authorizing the disclosure of certain matters occurring before
Grand Jury No. 96-02, to certain personnel of the Department of Justice (Department).

In support of this motion, the United States represents as follows:

1. The Office of the Inspector General (OIG) of the Department of Justice has conducted an
investigation concerning the conduct of employees of the Bureau of Prisons (BOP) and the Federal
Bureau of Investigation (FBI) regarding events surrounding the death of Kenneth Michael Trentadue,
who was an inmate in the custody of the BOP at the time of his death. The OIG investigation
includes a review of the conduct of BOP and FBI employees in appearances before Grand Jury No.
96-02 .

2. In order to facilitate this investigation, this Court, by Orders dated June 4, 1998 and
December 8, 1998, granted OIG attomeys, investigators, and supervisors access to matters occurring
before Grand Jury No. 96-02 (Orders attached as Exhibit 1). The Court reasoned that the OIG's
investigation is "supervisory in nature with respect to ethical conduct of Department employees,”
and that accordingly, disclosure to the OIG constituted a disclosure to "an attorney for the
government for use in the performance of such attorney's duty” under Federal Rule of Criminal

Procedure 6(e)(3)(A)(1).



3. The OIG will soon complete a report containing its findings. This report will necessarily
rely upon and contain excerpts from certain grand jury material. It will also contain
recommendations that certain Department of Justice (Department) employees be punished for their
actions in connection with the Trentadue matter, including for their testimony before the grand jury. -

4. The OIG does not have the power to impose take any action against non-OIG employees.
Therefore, in order for the OIG's recommendations to be considered and for any ensuing action to
be imposed, the OIG's report and the pertinent underlying grand jury material must be shared with
others in the Department. Accordingly, the OIG requests this Court extend its earlier orders to
permit such disclosure. Disclosure of this grand jury material to these Department personnel is
proper pursuant to Fed R.Crim.P. 6(e)(3)(A)(i).

WHEREFORE, for the reasons set forth above and for such further reasons as are set forth
in the accompanying Memorandum of Points and Authorities and Affidavit of Acting Inspector
General Robert L. Ashbaugh, the United States requests this Court issue an order authorizing
disclosure of the OIG's report and the pertinent underlying grand jury material to those Department
personnel necessary for the OIG's recommendations to be carried out.

Respectfully submitted,

DANIEL G. WEBBER, JR.
United States/ Attomey

210 W Park Ave., Suite 400
Oklahoma City, OK 73102
Telephone (405) 553-8752
Facsimile (405) 553-8888
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IN THE UNITED STATES DISTRICT COURT FOR THE F! LED
JUN4 1998

ROBEFY D. DENNIS, CLERR
(LS. DIST. COURT. WESTERN DIST. OF OKLA

WESTERN DISTRICT OF OKLAHOMA

BY — oTRUT.
IN RE MATTERS OCCURRING )
BEFORE THE GRAND JURY ) MISCELLANEOQOUS #39
IMPANELED JULY 16, 1996 )
ORDER

Upon tﬁe Motion of the United States Attorney for the Western District of
Oklahoma for the issuance of an Order pursuant to Rule 6(e)(3)(A)(1) of the Federal Rules of
Criminal Procedure, and for the reasons set forth in the accompanying Motion and Memorandum
‘of Points and Authorities, the Court finds that the Department of Justice Office of the Inspector
General (OIG) investigation of alleged misconduct before the grand jury is supervisory in nature
with respect to ethical conduct of Department employees, including a Special Agent of the
Federal Bureau of Investigation. Accordingly, disclosure of grand jury materials to the OIG
constitutes disclosure to "an attorney for the government for use in the performance of such
attorney's duty[.]" Fed.R.Crim.P. 6(e)(3)(A)X1).

Accordingly, it is hereby ORDERED that appropriate personnel in the Office of
the Inspector General may be granted access to matters occurring before Grand Jury No. 96-02 in
connection with an OIG investigation of alleged misconduct by an FBI Special Agent in

proceedings before that grand jury.

BAVID - RUSSELL /4
Chief United States District Judge
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IN THE UNITED STATES DISTRICT CO

WESTERN DISTRICT OF OKLAHOMA. gy

IN RE MATTERS OCCURRING )
BEFORE THE GRAND JURY ) MISCELLANEOUS # 39
IMPANELED JULY 16, 1996 )

ORDER

Upon the Motion of the Untied States Attorney for the Western District of Oklahoma for the
issuance of an Order pursuant to Rule 6(e)(3)(A)(i) of the Federal Rules of Criminal Procedure, and
for the reasons set forth in the accompanying Motion and Memorandum of Points and Authorities,
the Court finds that by orders dated June 4, 1998 and December 8, 1998, this Court granted the
Department of Justice Office of the Inspector General ("OIG") access to grand jury material for the
purpose of conducting a supervisory investigation of alleged misconduct by Department of Justfce
(Department) personnel before the grand jury. The OIG is finalizing a report of that investigation
which will necessarily contain excerpts from the grand jury material and which will also contain
recommendations that certain Department employees be sanctioned. In ;rder for the Department
to consider the OIG's reéommendations and to impose any resulting sanctions, appropriate
Department personnel must have access to the OIG report and the underlying grand jury material.
Because in taking such actions, these Department personnel would be engaged m a supervisory
function, disclosure of grand jury materials to them constitutes disclosure to "an a@mey for the

government for use in the performance of such attorney's duty[.]* Fed.R.Crim.P. 6(6)3)(A)G).



Accordingly, it is hereby ORDERED that appropriate personnel in the United States
Department of Justice may be granted access to matters occurring before Grand Jury No. 96-02 in
connection with instituting and carrying out any action against Department personnel that may result

from the OIG's report.

DAVID L. RUSSELL
Chief United States District Judge
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IN THE UNITED STATES DISTRICT COURT FOR THE

WESTERN DISTRICT OF OKLAHOMA

IN RE MATTERS OCCURRING )
BEFORE THE GRAND JURY ) MISCELLANEOUS # 39
IMPANELED JULY 16, 1996 )

MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT OF
ORDER PERMITT]NG DISCLOSURE

By orders dated June 4, 1998 and December 8, 1998, this Court granted attomeys,
investigators, and supervisors employed by the Office of Inspector General (OIG) of the United
States Department of Justice access to matters occurring before Grand Jury No. 96-02. The purpose
of the disclosure was to enable the OIG to conduct an investigation into the conduct of certain
employees of the Bureau of Prisons (BOP) and the Federal Bureau of Investigation (FBI) regarding
events surrounding the death of Kenneth Michael Trentadue, who was an inmate in the custody of
the BOP at the time of his death. The OIG investigation includgs a review of the conduct of BOP
and FBI employees in appearances before Grand Jury No. 96-02. In granting the OIG's request for
access to the grand jury materials, the Court reasoned that the OIG's investigation is "supervisory
in nature with respect to ethical conduct of Department employees," and that accordingly, disclosure
to the OIG constituted a disclosure to "an attomney for the government for use in the performance of
such attorney's duty” under Federal Rule of Criminal Procedure 6(e)(3)(A)(D).

The OIG's investigation is now complete and the OIG will soon finalize a report containing

its findings. This report will necessarily rely upon and contain excerpts from grand jury material.
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The report will also contain recommendations that certain Department of Justice (Department)
employees be punished for their actions in connection with the Trentadue matter, including fpr their
testimony before the grand jury.

The OIG does not have the authority to take action against non-OIG employees. Therefore,
in order for the OIG's recommendations to receive proper consideration and for any ensuing action
to be taken, the report and the underlying grand jury material must be shared with the appropriate
Department personnel. Accordingly, the OIG requests this Court extend its earlier orders to permit
such disclosure.

As was the case with respect to the earlier orders permitting OIG access, a court order
authorizing disclosure of grand jury materials to those Department personnel who can take action
based on the OIG's report may not be required. Instead, because these individuals would be given
access in connection with the exercise of a supervisory function regarding the conduct of Department
personnel who appeared before the grand jury, disclosure of the pertinent grand jury materials to
them would be proper pursuant to Fed.R.Crim.P. 6(e)(3)(A)(i), which permits disclosure to "an
attorney for the government for use in the performance of such attorney's duty[,]" without the need
for a court order. Permitting the appropriate Department personnel access to the OIG's report and
the pertinent underlying grand jury material is essential to ensuring that any grand jury misconduct
that may have occurred is appropriately punished.

As was the case with allowing access to the OIG, however, the broad statement in United
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States v. Sells Engineering Inc., 463 U.S. 418 (1983), that "disclosure to attorneys other than
prosecutors [must] be judicially supervised rather than automatic[,]" id., leads the United States to
believe that the most cautious and prudent procedure is to obtain a court order authorizing disclosure
pursuant to Fed.R.Crim.P. 6(e)(3)(A)(i). Accordingly, the United States seeks an extension of this
Court's June 4, and December 8, 1998 orders to allow the OIG report and the pertinent underlying
grand jury m#terial to be shared with those Department personnel necessary for the OIG's
recommendations to be carried out.

The Supreme Court recognized that disclosure of grand jury materials can be made to persons
who are not necessarily "prosecutors,” such as a "supervisor” and members of the "prosecution
team,” id. at 429, n.11, but who are nevertheless indispensable to an effective criminal law
enforcement effort. To perform properly their oversight role, supervisors must be able to review
grand jury materials for the purpose of determining whether government personnel have engaged
in misconduct before the grand jury. Otherwise, the alleged misconduct, if it existed, could go
unchecked, thereby subverting the workings of the criminal justice system.

For this reason, this Court found it appropriate for the OIG to review the matters occurring
before Grand Jury No. 96-02, and make recommendations based on that review. For the same
reason, it is appropriate that Department personnel necessary to carry out these recommendations
have access to the fruits of the OIG's labor. Indeed, without this additional limited disclosure, the

original purpose of allowing the OIG access to the grand jury material would be largely frustrated.



An investigation would have been conducted, but aﬁy appropriate sanctions could not be imposed.
For the foregoing reasons, the United States urges the Court to enter an order authorizing
disclosure of OIG's report and the pertinent underlying grand jury material to those Department
personnel necesém‘y to institute and carry out any appropriate sanctions against the Department
employees whose conduct is the subject of the report. Such personnel will be advised of their
responsibilities to protect grand jury materials in accordance with Fed.R.Crim.P. 6(e)(3)(A)(i).
Respectfully submitted,
DANIEL G. WEBBER, JR.

United Stated Attorney

Y
Assistant United States Attomey
210 W. Park Ave., Suite 400
Oklahoma City, OK 73102
Telephone (405) 553-8752
Facsimile (405) 553-8888



| IN THE UNITED STATES DBTRD&@KE}’WBE NOV13S 199‘91

WESTERN DISTRICT OF OKLAHOMA

IN RE MATTERS OCCURRING )
BEFORE THE GRAND JURY ) MISCELLANEOUS # 39
IMPANELED JULY 16, 1996 : )

L, Robert Ashbaugh, do hereby declare and state as follows:

1. Tam Acting Inspector General of the United States Department of Justice. The Office
of the Inspector General (OIG) is responsible for investigating allegations of misconduct made
against Department of Justice employees, including employees of the Bureau of Prisons (BOP)
and, when so directed by the Deputy Attomey General, employees of the Federal Bureau of
Investigation (FBI). On October 3, 1997, the Deputy Attorney General directed the OIG to
investigate allegations of misconduct made against FBI and BOP employees for their conduct
regarding the events surrounding the death of Kenneth Trentadue.

2, The OIG's investigation has been completed and the OIG will soon finalize a repost
of its findings, This report will necessarily contain excerpts from grand jury material. The
report will also contain recommendations that certain Department of Justice (Department)
employees be punished for their conduct related to the Trentadue matter, including for their
testimony before the grand jury.

3. The OIG has no power to take action against non-OIG employees. Such authority lies
with other Department personnel. Accordingly, in order for the OIG’s recommendations to be
given proper consideration and for any eusuing sanctions to be imposed, the OIG’s report and the
underlying grand jury materials must be shared with the appropriate Department personnel.
Without this additional limited disclosure, the original purpose of allowing the OIG access to the



grand jury material would be largely frustrated. An investigation would have been conducted,
but any appropriate sanctions could not be imposed.
I declare under penalty of perjury that the foregoing is true and correct.

November/& 1999

£ (
bert L. Ashbaugh
Acting Inspector General



