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IST Trading Compliance & Control Risk Review 

  

IST is looking forward to hosting MBAC at 20 Canada Square on 26 

October 201 7. 

The draft pre-read for the October 2017 meeting is attached for your 

review. It consists of a paper which we intend to submit as pre-read for 

the meeting and a slide deck which will be used in the formal review 

session on the day. 

This pre-read covers the following areas: 

» developments in the external environment and IST’s response; 

e identification of key risks and improvements IST made. to 

effectively manage risks in 2017; and 

® an update regarding regulatory develooments and legal cases. 

We will also visit the trading floors with MBAC again this year. The 

Tollowing topics have been selected for discussion in this context: 

» Blockchain application in IST; 

» Crude trading and Oil Market Analytics; and 

e Virtual Utility strategy rollout in the European Gas & Power 

business. 

Ve welcome the opportunity to review with you at the GFRC meeting 

on 10 October and are looking forward to receiving your inout and 

guidance. 

  

October 2017 
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Group Risk: Trading Compliance & Control 
  

  

This paper summarises key changes in the business environment, key 

risks for IST, as well as improvements implemented since the last 

MBAC review in October 2016. 

  

since the October 2016 meeting at Canada Square, oil prices have 

remained within a range of $45 to $55 per barrel, with Henry Hub gas 

remaining around $3 per MMBtu. Prices across the crude oil and 

products markets have been influenced by financial market fund tlows 

as well as physical market fundamentals. This environment has created 

both opportunities and challenges for IST. The oil business ts slightly 

behind plan year to date, with a strong performance in 10 offset by a 

weak 20. The gas business has delivered rateably through the year. 

US crude exports are now running at record levels, driven by strong 

demand in Asia. The light sweet nature of US shale crudes has caused a 

structural shift In crude quality, opening up blending opportunities. IST 

has a strong market share in this export and blending activity. However, 

the new opportunities are counterbalanced by a reduction in trading 

value in the US onshore business, as the market becomes less 

constrained physically. 

OPEC cuts eventually moved the Brent market from shallow contango 

into backwardation in 3Q 2017. Furthermore, OPEC cuts of heavier, 

higher sulphur crude has narrowed differentials. Global demand for 

products continues to surprise, with China and the East continuing to 

dominate demand growth. 
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In this trading environment, the Global Oil trading benches were, 

generally, holding bullish crude and products structure, crack spread, 

and locational arbitrage positions throughout 2017. This. strategy 

produced a strong result in 10. However, 20 results were subdued by a 

sell off in the oil price driven primarily by financial investors withdrawing 

capital. This also put pressure on product spreads. 

Hurricane Harvey accentuated the bullish fundamentals in 30. Global Oil 

MvVaR increased to $51m — the highest value observed in 2017. The 

Gasoline and Distillate books triggered gain alerts at the end of August. 

However, the crude book saw gains on spreads and outright length 

offset by losses as WTI declined in value relative to -Brent, due to 

unexpected strength in the East. 

Environmental products prices strengthened through the year, allowing 

the Global Environmental Products (GEP) business to deliver 

incremental value from the Clean Energy acquisition, combined with 

new transactions in biogas. 

The relatively warm winter in the United States and healthy natural gas 

Supply resulted in low volatility and range-bound natural gas prices in the 

United States. IST’s North American Gas & Power (NAGP) business 

continues to deliver value through its Ttocus on customer margin-based 

activities and its Virtual Utility Strategy. The European Gas and Power 

(EG&P) business continues to execute deals with Retail Energy 

Providers (REPs) to grow its presence as energy supplier providing 

customised innovative solutions for retailers. The EG&P performance in 

2017 was also driven by strong earnings related to the investment In the 

Bahia de Bizkaia Electricidad (BBE) power station in Spain. 

While the LNG market is expected to be oversupplied in the longer term, 

the Global LNG business generated value from continuous portfolio 

optimisation and the short-term tightness in LNG spot markets on the 

back of bullish near-term LNG positions, on account of delays to new 

supply and Chinese buying. 

Putting performance in context, The Oliver Wyman competitor 

benchmarking review for the year 2016 showed that IST outperformed 
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various competitor groups including the average top three Oil & Gas 

Majors, Independent Traders, and Banks in terms of gross margin 

growth. IST profited particularly from its diversified portfolio with Global 

Gas performance compensating for tighter trading margins in Global Oil 

where the record year performance of 2015 could not be repeated. 

  

3.1 New activity in the past year 

The oil business made progress in a number of areas: 

® Working capital is a critical resource in oil trading. We added 

and extended a number of working capital structures within the 

framework developed with Treasury. This enabled us to 

maintain oil inventories of around $6bn at competitive funding 

costs. 

° VWe executed an agreement to build an_ industry-leading 

terminal connected via pipeline to BP's refinery in Rotterdam. 

This will be in operation in 2020 and will add significant value 

through a reduction in storage costs, lower freight and 

demurrage, and further trading and optimisation. This 

arrangement will be accounted for as a Tinance lease. 

@ In 10 2017, IST paid $155m for Clean Energy's existing 

bliomethane production facilities, additional facilities under 

construction, and third-party supply contracts. The NPV of this 

transaction was $323m. Performance to date has been ahead 

of plan. In 30, we divested the producing assets to a 50% BP 

owned, non operated joint venture with Aria, Clean Energy's 

existing develooment partner. This was the final step in the 

transaction, ensuring that operatorship transferred trom BP to 

an experienced operator. Future biogas projects will be 

developed by the JV. 

e The Derivatives bench participated for the first time in the 

Mexican government hedging programme. The bench expects 
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to collect a risk premium as the deal prices out In November 

2018. 

e Jurong Aromatics Corporation (JAC) went into receivership in 

2015 owing IST $190m. IST worked with the receiver to toll the 

plant and to recover some of the losses. The plant has now 

been sold to Exxon for around $1.6bon. Senior secured lenders 

will receive a payout of around 70%. Unsecured creditors will 

generally receive no payout, though IST’s recovery totalled over 

$100m due to the effective management of the _ tolling 

agreement. 

e Collaboration with Downstream’s Fuels Value Chains, whereby 

infrastructure is optimised by IST, has reached record levels 

($275m forecast in 2017, a 200% increase on 2014). 

selected natural gas business highlights for 2017 are summarised as 

Tollows: 

@ The LNG business successfully participated in a competitive 

process to purchase 18 cargoes per year from Oman LNG from 

January 2018 for 7 years. This gives IST’s LNG business access 

to flexible supply from the Middle East at a highly competitive 

orice and a potential backfill option for an existing LNG sale to 

Kuwait. 

@ Mozambique LNG supply volumes have been confirmed 

through the Coral Floating LNG project, with the final 

investment decision (FID) being taken In 2017. 

® Trading in merchant LNG cargoes has increased 30% since 

2016. 

6 The European Gas and Power business has replicated the 

Virtual Utility Strategy previously developed in North America. 

In 2016, EG&P invested in a new market entrant, Pure Planet, 

launched by former tounders of Virgin Mobile in the UK. The 

commercial launch of Pure Planet occurred in May 2017, and 

the entity Is now focussed on growing its customer base. 

Further retail energy provider (REP) transactions have been 

progressed in the UK, Germany, and Italy. 
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6 BBE performance exceeded plans in 1H 2017. This was mainly 

driven by successtul arbitration outcomes. 

® NAGP started a natural gas marketing business in Mexico 

making BP one of the first private companies to supply natural 

gas to this key strategic market. Delivery is at least 200,000 

MMBtus per day to 8 states in Mexico in 2017, making BP the 

largest new entrant. The gross margin from NAGP activities in 

Mexico is predicted to grow to $34m per year in 2022. 

3.2 Looking forward 

IST is focussed on achieving earnings stability and growth. A number of 

new initiatives will Support these objectives in 2018 and beyona: 

e The oil business will continue to grow access to high value 

crude and product flows through partnershios and by 

participating In export finance structures used commonly in 

emerging markets. This approach will create opportunities to 

market crude to China and to sell products in West African 

markets. 

@ The LNG Greenfield strategy, to create incremental and 

diversified sales, has been progressed further through Project 

Acu in Brazil. IST is in the process of negotiating an LNG sale 

for 23 years for 1.3 million tons per annum. This project will 

include optionality to sell LNG at premium power netback 

orices, or use equity pipeline or third party gas to replace the 

LNG. IST also aims to build a Brazilian power trading platform 

through this project. 

° The International Maritime Organization has announced a 

change to the Marine Pollution (MARPOL) Convention, 

reducing the sulohur limit from 3.5% to 0.5%, effective 1 

January 2020. This change has the potential to cause a 

significant dislocation in global oil markets, Impacting crude 

differentials, product spreads and refinery economics. IST is 

leading the BP response to this change. 

@ Progress has been made in emerging markets growth 

initiatives. India Gas Solutions (IGS) has updated its marketing 
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plans following further Upstream sanctions. IST Is also 

targeting oil products markets in Latin America, the Caribbean 

and will extend its domestic Russian activity. 

e The proposed acquistion of Woolworths in Australia will create 

a short of around 12 million barrels per year for gasoline and 3 

million barrels per year for distillate. IST will allow BP to capture 

value across the full Supply chain through close collaboration 

with the FVC and can build a significant blending business in 

the East on the back of this transaction. 

@ IST signed an agreement for strategic cooperation in Russia 

and beyond with Rosneft. IST will be able create value through 

significant natural gas flow arising from resultant supply and 

marketing collaboration in Europe and global LNG : 

® IST has agreed to manage offtake from Aker-BP, giving IST 

access to some significant trading optionality 

  

4.1 Key risks and health of our control environment 

IST uses the Group's enterprise risk management process to identify 

key risks. The assessment of those risks is shown on the IST risk matrix 

in Appendix B. The overall risk profile of IST has remained broadly 

consistent with the 2016 assessment. 

some structural changes were introduced in the 2017 risk profile to 

simplify and to reflect how IST management addresses risks. These are 

Summarised as follows: 

e A combined risk related to “Failure to deliver Trading Performance 

(RCOP)” was introduced — this risk includes several previously 

identified risks including Major Shift in Market Structure, Market 

Risk Exposure, and Term LNG Market & Credit Risk 

e Cash-related risks are captured in a combined risk related to 

“Failure to deliver IST Operating Cash” —- this risk includes 

Commercial Impact from Loss of Group Liquidity, Failure to 
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Deliver Annual Planned Cash Flows, as well as Counterparty 

Credit Risk 

e [Ihe Business Regulations risk was redefined and now captures 

“Legal & Regulatory Compliance” risk 

e Rail & Truck Transportation exposure risks were combined into a 

single risk called “Onshore Transportation Exposure” 

e All asset-related risks were combined into a single “Major 

Projects” risk — this risk includes prior year risks related to 

Engineering Procurement and Construction (EPC) Completion 

Risk, Freeport, Clean Energy Assets, and Coral FLNG 

e The “Adverse Regulatory Change” risk now covers both financial 

and physical regulation aspects 

For the combined risks mentioned above the underlying component 

risks are still managed at a disaggregated level within IST. 

The Ttollowing key risk assessment and mitigation changes are noted In 

comparison with the submission in 2016: 

e Rogue Trader — rollout of Interlocking Accountabilities (ILA) 

reporting and Palantir continues 

e Cyber Risk -— recognition that there Is likely to be a higher 

frequency of lower impact events 

e Marine Transportation Exposure — reduction of likelihood driven by 

Safety improvements in the industry and the reduction of marine 

movements 

IST continues to manage market price risk using Market Value at Risk 

(MVaR). Additional tools and metrics including PnL and Cash stress 

testing, volumetric limits, drawdown and gain alerts, and the Long-term 

Framework based on Net Present Value (NPV) and Net Present Value at 

Risk (NPVaR) are applied to complement MVaR. 

IST has managed to sustain the robust control environment which has 

been in place in previous years aS can be seen from the evolution of 

selected key performance indicators shown In the chart below. 
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IST continues to complete and close audit findings on time, with no 

overdue management actions outstanding. The number of audit findings 

has increased trom a low point in 10 2016. We look to learn from audit 

findings and Category A incidents, using these to drive improvements In 

the control environment. 

4.2 Key risk management improvements 

Progress has been made in the following key areas since the last update 

to MBAC tn 2016: 

cyber risk 

e A “Stay Safe Campaign” and “Learning Organisation” have been 

launched in 2017, with a focus on personal safety, compliance and 

In 20 2017 a review of IST’s Information Security Framework was 

initiated for implementation through 2018 

© IST market risk concentration analysis was performed in the 

Commodity Risk teams from 20 2017 —- analysis of MARPOL 

trading strategies was initiated 

e New stress testing scenarios were added to reflect current events 

and resultant market risks arising from these events — scenarios 

covered included events in Qatar and North Korea 
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Rogue trader risk and core system infrastructure: 

e IST continues to roll out ILA reporting functionality using Palantir — 

the inclusion of the Emissions and Treasury Trading businesses Is 

nearing completion and NAGP will be implemented in 10 2018. 

e The second phase of the Simpler Scalable Standardised (S3) 

programme has been kicked off in NAGP in 2017. This remains a 

multi-year programme to reduce the number of transaction 

systems and to align and simplify business processes across IST. 

Counterparty credit management: 

e Although IST’s average credit exposure has Increased itn line with 

the flat price environment from $9.3bn (2016) to $10.7bn (YTD 

2017), IST’s credit risk profile has improved. The sub-investment 

grade portion of our portfolio has decreased from an average of 

43% to 36%. Expected Loss (EL) levels have decreased from an 

average of $43.7m to $27.8m. Gross credit losses are trending 

lower than last year with $24m YTD 2017 compared with $63m 

for 2016. 

e The IST net derivative balance has decreased since our last 

meeting from a net asset position of $2.1bn to $1.5bn as of end of 

20 2017. 

e |The credit reserve methodology and associated system 

develooment is on schedule to achieve compliance with IFRSY 

and related requirements by year-end. 

e Additional systems improvements and consolidation are ongoing, 

with the 2017 delivery agenda addressing letter of credit 

management, ohysical MIM exposure and financial oil Potential 

Future Exposure (PFE). 

Cyber risk mitigation: 

e Workplace modernisation and the rollout of Windows 10 will lead 

to Information classification tools being deployed in IST. With 

these tools employees will label and encrypt IST’s most sensitive 

documents to prevent them from inappropriate use. 
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e A Cyber Business Continuity Planning (BCP) exercise has been 

scheduled for 4Q 2017 for the IST EXCO team members. The key 

objective of the exercise is to test the command and control 

structure of IST in the event of a global cyber incident. 

e Lessons learned from the insider extortion attempt are being 

applied, especially controlling access to shared Tiles, and archive of 

historic data 

Organisational changes: 

e Geir Robinson joined IST as Chief Risk Officer (CRO) in London in 

April 2017. The CRO role was added to provide leadership in the 

areas of risk speciality. A new role of Performance Director has 

been created to foster a culture of learning across ISI’s 

operations. No change was made in terms of the underlying 

regional Finance and Risk teams as part of this appointment. The 

CRO is responsible for policies related to market, credit, and 

operational risk, organisation of the global risk networks in these 

areas, coordination of the IST risk management matrix, and 

oversight of HSSE and NOUV risks. 

e |The migration of high-volume and lower-complexity activity to 

BP's Global Business Services centre in Budapest continued In 

2017. After a period of transition key performance indicators now 

show that this move has achieved the goals outlined. 

Blockchain initiatives: 

e IST has participated in Blockchain proof of concept initiatives in 

2017 to determine how this emerging technology can be applied 

within IST. Project Forcetield is the first project to reach critical 

mass of market particioants with Energy Majors, Trading Houses, 

and Banks participating In the initiative geared towards creating a 

Tully digitised cross-industry back office platform using distributed 

ledger technology and smart contracts. 

e [he benefits arising from this technology are reduced operating 

costs including reduced working capital needs, a reduction of 
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inefficiencies In post trade execution, and improved operational 

risk management including fraud prevention. 

  

  

  
Redacted - First Amendment 
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Redacted - First Amendment 

    
  

5.2 Controls and processes 

IST closely monitors regulatory changes and has controls and processes 

to ensure compliance, both of a regulatory and ethical nature. 

e Transaction and Order Book Monitoring: In 2016, the EU Market 

Abuse Regulation was introduced which required’ the 

implementation of surveillance models to analyse order book 

activity such as bids and offers. IST worked with Palantir in 

2016/2017 to implement 7 surveillance models to monitor for 

particular tyoes of market abuse (eg spoofing) in BP’s order books, 

which are now operational in the UK. A new vendor, Scila, has 

been chosen to deliver enhanced surveillance models to monitor 

the order book activity of all IST businesses — this work Is 

expected to be completed by end 20 2018. 

e Mobile phone’ recording: Mobile phone recording was 

Implemented in London in August 2017. Mobile phones remain a 

non-approved channel tor business communications except when 

out of the office and approval has been obtained. 

e Personal Account Dealing (PAD): Further to completion in London 

In 2016, an annual certification-based compliance system for PAD 

has been rolled out to all IST locations outside of London in 2017. 

Questions on the attestation arose in connection with investments 

In non-public companies active in the same commodity markets as 

IST, dealings in shares of customers/counterparties, speculative 

trading of foreign exchange and the definition of “acting on behalf 

of’. We are working to clarify ambiguous language regarding 
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these areas in the Global Trading Guidelines and related FAQs to 

ensure consistency across the regions. 

5.3 Relationships with regulators 

UK: IST has a new relationshio manager at the FCA; the relationship 

remains constructive and BP has been advised that the FCA will 

decrease the frequency of regular supervisory meetings and instead 

conduct visits Tocused on reviewing particular areas of business on an 

irregular basis. Recent interactions have included: 

e Following the FCA Culture and Incentives Thematic Review in 

2016, IST received feedback that IST is amongst the top 

quartile of firms visited by the FCA in this review. There were 

limited suggestions for improvement which included using 

metrics aS monitors of culture, Including a claw-back to the 

cash element of the bonus and the creation of a “Culture 

Dashboard’. IST is developing such a dashboard for 

consideration at its O4 Exco; 

e IST attended a meeting at the FCA in July to present its 

strategy — the meeting Is an annual fixture and forms a standard 

part of the supervision of an FCA “fixed portfolio” firm. 

Included discussion on the IST business model, current group 

and IST initiatives, IST financial performance and key drivers of 

revenue as well as regulatory implementation and compliance. 

No actions arose from the meeting; 

® FCA requested an overview of IST and BP technology 

arrangements and a meeting was held in September covering 

risks, budget, resource, dependency on third parties, resiliency, 

contingency arrangements, management information, 

governance, functional input to new IT developments and 

challenges to delivery. The engagement was positive with FCA 

appreciative of the information received; and 

e In September 2017, the FCA met with E&C to review BP's 

preparation for MIFID Il in the areas of governance structure, 

programme assurance, management information and 

implementation progress. The FCA was satisfied with the 
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Status of the preparations and will return post implementation 

for an update. 

  

  
Redacted - First Amendment 

    

5.4 Significant IST concerns in 2017 

There were two incidents concerning release of BP proprietary 

information. The first arose in Chicago and BP filed a lawsuit against a 

BP crude market analyst in May relating to theft of BP trade secrets and 

confidential information. After being informed of the incident the new 

employer of the analyst informed BP that It revoked the job offer. The 

analyst recently died in a fatal accident and BP has withdrawn the 

lawsuit. Interviews with other market analysts as witnesses to the case 

led to a London analyst being suspended and then dismissed for her 

failure to cooperate fully and honestly in the investigation and a failure to 

act with good judgement and integrity and in the best interests of BP. 
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The second incident related to a market analyst In Singapore who had 

recently resigned. An initial review of his laotoo showed that he had 

created a number of Tiles prior to his departure which appeared to be In 

preparation for export and we were aware that he printed documents 

whilst In the office at a weekend. Forensic analysis was inconclusive as 

to whether the files were exported from his laptop. The analyst was 

interviewed and was forced to return the hard and soft copy documents 

to BP. 

We are working with the Digital Security & Risk team to enhance our 

ability to protect commercially sensitive information by using the Azure 

Information Protection tool. This is a classification tool which allows the 

document owner control over who can receive/open/edit/orint specitic 

documents. Ve are also considering the addition of the Market 

Analytics and the Marketing & Origination teams to the Must Record 

List (MRL) to ensure regular monitoring of Instant Messaging and email. 

Global Oil Americas was also involved in a bitcoin extortion to release 

BP data (personal and commercially sensitive information). There was 

no known tmpact on trading activity and markets and BP worked with 

the National Crime Agency and the FBI to identify the perpetrator. The 

person was identified as a BP employee in the Chicago office, the FBI 

searched the employees home under warrant and data Is being 

gathered by the FBI In preparation tor possible arrest. Data monitoring 

software (Veronus) is now being rolled-out to all files, which will enable 

faster interrogation of data in the event of unauthorised access. 

Cyber Security will be one of the topics covered in the 2017 Safety 

Compliance Stand-Down in October 2017. The Stand-Down focuses on 

three areas — personal safety, cyber safety and compliance safety — 

using Incidents to highlight unsafe and unacceptable behaviours. 

IST has a few significant legal cases pending and an update Is provided 

In Appendix A. 
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Our strategy of building a platform of stable margin-based income 

Supplemented by accessing more diversified trading opportunities and 

optimising group flows Is succeeding. VWe have been able to withstand 

changes in the market through our integrated business and analytical 

capability, although we are still working to Improve the timing of 

creating our trading positions, by better understanding financial fund 

Tlows. 

We continue to strengthen our control environment and manage our key 

risks, through organisational alignment, leveraging big data, credit and 

working capital management improvements, as well as_ by 

strengthening our compliance culture and monitoring activities. 

We look forward to a fruitful meeting with you in October. 
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Redacted - Privilege 
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Redacted - Privilege 
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Redacted - Privilege 
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Introduction 

  

  

  

  

  

    

09.15 Alan Haywood 

Strategy and Commercial Environment Alan Haywood/David Bucknall 

Risks and Controls David Bucknall/Geir Robinson 

llustrations | — 

eae aed ane “lean Energy acquisition David Bucknall/Geir Robinson 
- Cyber Incident 

Regulatory Developments Tom Nuelle 

Floor Walk 10.15 John Jimenez/Saad Rassak 
- — Blockchain (3 floor) Dan Wiseflarnes Davi 
- Crude and Market Analytics update (1* floor) ey ceil Thee bier 
- Virtual Utility Strategy (2"° floor) David Knipe/Jason Tate 

Close 11.00 Alan Haywood       
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¢ Supporting Group Segment strategies through providing operational resilience and 

optimised supply and offtake; 

¢ Growing Downstream value across the Integrated Midstream; 

* Growing incremental value on Upstream production 

¢ Focused origination to build bridgeheads into growth markets and key flows, to 
broaden optimisation opportunities and add traded market insight; 

° Investing in analytical and trading capability to identify and capture distinctive market 

opportunities; 

  

¢ Astrong compliance culture; 

¢ Disciplined use of the Groups resources; 

¢ Enabled by a cost base aligned with benchmarks. 
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2013-14 15% 20% 

2014-15 (10) % (10) % 

2015-16 10% (10) % 

Data sourced from Oliver Wyman 

Top Oil & Gas majors 
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Too indoendent Too Banks 

Traders 

5% 50% 
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segment support 

Crude and products trading 

LNG trading 

Gas Value Chains 

Greentield LNG 
  

  

  
Midstream support 

Mexico 

Woolworths 

MARPOL 
  

  
  

  

Core systems infrastructure 

Big Data 

GBS 

End to end cost to trade 
  

  

  
  

  

‘\
 
 
f
 

\ 
\ 

( 
\ 
i 

S 
\ 

Venturing and low carbon 

across multiple fronts 

y, 

> 

Financial Framework 

Ne / 

  
Clean Energy acquisition 

Global Environmental Products 

trading 

Support Lower Carbon Taskforce 
  

  

    
  

  

$0.25bn CAPEX p.a. 

Self Funded Inventory ($5bn in oil) 

$1.3bn Fixed Assets 

> 

  

  

  

  
/ 
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8 NOC partnerships 

* Gas Value Chains and 

downstream gas 

* New Greenfield LNG   
  

‘ « China 
* India 
* Russia 

« Latin America 
  

  

“© Blockchain 

» Quantum computing 

* Emerging disruptive technologies y 
  

  

fs Global Power trading 

» Biofuels   » Additional biogas projects 

  

¢ Incremental CAPEX and leases 

¢ Incremental Self Funded 

Inventory 

¢ Long Term Commercial   Ne Commitments and tolling 
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« Manage BP Group's renewable certificate 

compliance requirements; 

¢ Originate renewable energy credits through 

third party transactions; 

¢ Take limited proprietary trading positions 

based on market view; 

  

    

    

  

    

> traded by Global Environmental Products Shelby lanchlt gas tactlty 

(GEP) business include:- 
¢ Europe - EUA/EUAA 10 2017 

¢ US-RINS Paid $155m for Clean Energy’s biomethane production 
¢ California -— LCFS facilities, facilities under construction, and third-party 

¢ China -— various exchanges and CCER supply contracts 

« New Zealand 

e Australia )17 
Divestment of producing assets to non operated JV with 

Aria, an existing develooment partner of Clean Energy 

Original NPV of $323m, with 2017 ahead of plan 
Biogas business underpins 2018/2019 growth 

Additional Biogas projects being developed though Aria JV 

Per Group Scorecard 2013 2014 2015 2016 2018 2019 

Renewable markets trading earnings ($m) 15 10 65 82 145 180 194               
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° Combined risks: Market Risk Exposure, Major Shift in Market 

Failure to deliver Trading Performance Structure, Competitive Threats Environment, Term LNG Market & 
(RCOP) Credit Risk, Country Risk, Optimisation of BP Value Chain, and 

elements of Counterparty and cash risks 

n/a C6 

° Combined risks: Commercial Impact trom Loss of Group Liquidity, 

Failure to deliver IST Operating Cash Failure to Deliver Annual Planned Cash flows, Counterparty Credit n/a C6 
Risk, and Working Capital Optimisation 

Rogue Trader ¢ Continuation of ILA/Palantir rollout B C4 

Cyber Risk ° ecognizen that there Is likely going to be a higher frequency of C D6 

ower impact events 

Legal & Regulatory Compliance ¢« Redesigned Business Regulations risk n/a C6 

° Reduction driven by safety improvements in the industry, 

embedding of ISM code requirements and the reduction in marine 

Marine Transportation Exposure movements A A4 
° IST Global Oil have also completed Major Accident Review (MAR) 

assessment and results support the change 

Onshore Transportation Exposure ¢ Combined Rail and Truck Transportation exposures n/a C4 

Tax Risk > No change D D7 

° Combined risks: Engineering Procurement and Construction (EPC) 

Completion Risk, Freeport, and Coral FLNG n/a C2 Major Projects 

Business Disruption ¢« No change D D6 
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- Market Value at Risk (MVaR) - $15m -—$55m 

- PnL stress - Typically 2-15 times MVaR 

- Cash stress - Managed with Treasury 

Market Risk 

- Drawdown and gain alerts - ~10 drawdown and ~30 gain alerts recorded 

- Net Present Value (NPV) - $7bn as of end of Q2 2017 

- Net Present Value at Risk (NPVaR) - $3.3bn as of end of O2 2017 

- Exposure - $8.6bn — $12.8bn 
Credit Risk 

- $20m —-$36m 
- Expected loss (EL) 
  

- BCP invoked in Houston before Harvey 
2 —8 Cat A incidents per month 

- Cyber incident resolution 

Operational Risk 20 — 50 Cat B incidents per month 

- Continuation of ILA/Palantir rollout 

No overdue audit findings actions 
- Move of Settlements to GBS (Budapest) 
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BP’s Westlake 1 Houston campus after Harvey Dallas NAGP BCP Site NAGP employees back at Helios on September 20% 

    

  

Augus 

  

6th     
NAGP BCP leadership Torrential rains lead Hurricane Irma e All NAGP staff in Helios 

requests BCP team to to flooding across the path watched . | e 262 NAGP staff were at BCP 
prepare for Dallas — city - BST activated 
TAS staff start on August 27¢ ¢ BCP site hosted 14 staff from 

preparing the Dallas GOM and sOC 

trading site. © Roughly 250 non-Hellos staff in 

building 

    
    

  

Aug. Aug. 
231d 25th 

Aug. 
30th 

Sept. 
6th        
  

      August 24¢ Aug r 7t 

* BCP activated; team BP Houston Water levels 

travels to Dallas. campus Is decrease and 

° August 25" — BCP closed restack plans start 

team starts work in for Helios Plaza 

ust 30% 
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Restricted server access 

Increased monitoring efforts 

Full analysis of all data sources and review of all possibilities of penetration by 

individuals both inside and outside the organisation 

Close partnership with NCA and FBI 

   

® High volume of unstructured data increases risks 

and makes monitoring more difficult 

® Potential for increased monitoring and control   

  

Additional 

data . . 
requested ¢ Enhance Information Security Framework 

Extortion Internal = Townhall Insider i ; eee e Simplify IST’s data footprint 
e-mail 7 icati i threat orien sill enn oo. . 

asiyveaid ecoreing suspected eliminated FBI raid ¢ Improve coordination between Functions (HR, 
launched from enquiry _ Initiated E&C, Legal, Business Integrity & Digital Security) 

        * Continue assessment of effectiveness of 

safeguards in place to protect IST’s information — 

people, technology and data related controls 

e Adoption of additional tools 
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° Key areas of EU change impacting BP under MiFID II (go live 3 January 2018) and EMIR RTS (go live 1 November 

2017): 

— Regulatory reporting simplification and implementation 

—  |mplementation of position limits 

— Legal entity change of permissions 

e BP interaction with the FCA is strong with feedback in 2017 that IST is amongst the top quartile for firms reviewed by 

the FCA for Culture and Incentives. Recent meetings include an Annual Strategy meeting, a technology overview and a 

MIFID Il program review 

  

Redacted - First Amendment 

    
  

  

e Awaiting final MAS rules in relation to reporting requirements for commodity derivatives. It is expected that BP 

singapore will be required to report OTC derivative transactions from November 2018 

Page 96 of 112 

BPA_HCOR_00205110



Confidential 

  

Page 97 of 112 

BPA_HCOR_00205111



  

  

      

Create a fully digitalised cross industry back office platform 

Utilising distributed ledger technology and smart contracts 

  

Exploring concept within BP Group 

  

scoping review to evaluate anti-trust/competition 

issues, detine product use cases, technology Teasibility 

and potential ‘NewCo’ structure & governance 

October investment proposal for ‘Newco’, that builds 

and operates platform, owned by the participants 

Ppriority cases are the BFOE, ARA Barges and US 

crude ppipeline markets — and scale post 

implementation 

Integrate with Finance Modernisation agenda 

Exploratory analysis and engagement initiated 

VIP to develop business case and TOR 

First project to reach critical mass of market participants 
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Majors (3) ( Trading Houses (6) ‘sy Banks (3) 

KOKOCH. GLENCORE 

vos hess 
TRAPIGURA 

  

             
      

  

Eliminate operational inefficiencies in post trade execution 

Reduce the deal lifecycle (including Working capital) 

Minimise opportunities for fraud due to the confidential 

Structure of interaction of participants on the block chain 

A platform that Is auditable, adaptable, flexible and 

provides significant value to incentivize market 

participation 

Develop Blockchain for Group intercompany supply chain: 

-- Operational process efficiencies 

—- Eliminate intercompany reconciliations 

Devise internal governance to facilitate cross business 
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1 Rogue Trader 

  

Legal & Regulatory Compliance 

Failure to deliver Trading 

Performance (RCOP) 

    

Failure to deliver IST Operating Cash 

  

Marine Transportation Exposure 

Onshore (Truck & Rail) 

Transportation Exposure 

  

7 Tax Risk 

  

Cyber Risk 

  

Business Disruption   
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Likelihood 

Qualitative A seine evend 

Criteria Be 8 MAK 

eit® oe te? wit pes 19% si te 1? et? ee ter ie go i? wht? ge et 

5 

Sobn - S200n 

Bow fatalities 

10+ fatalities 

S180rin - Siba 
ae Tatalities 

€ 

SSerm « S$160rnn 
eo fatality 

S500k » Shem 

Days away fran 

work Case 

G 
S50k ~ SS00K 

Firat aig 
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tm EG ch me 

Mbh-CKGPFeak axceks 

  

Palance Sheet 

Group 

  

ST    

  

  

  

      

  

  

  

  

  

  

  

  

      

  

  

  

    
  

  

EC guaty 

BP Sharchelders' equity 

  

NN trolling interest 
           

37,640 

1,642 

440 Property, plant and equipment 123,817 

413 Goodwill 11,256 

420 Intangible assets 14,366 

Investment in joint ventures &oT65 

Bo Investment in associates 484 

Cher investments 1,011 

54.0 Fixed assets 184,695 
Loans 550 

ESSE Trade and other receivables 1,448 

BTSC Cherivative Financial instruments 4 183 

ST SE Prepayments 1o22 

Deferred tax assets 4 83 

nae Chefined bereckit pension plan surplus 1162 

616 137 353 

Current assets 

BT SL Loans 253 

nae, Inventories Ti 236 5 O48 ] 

SEO Trade and other receivables 21,004 a LS | u 

BTSE Cerivative Financial instruments 2867 2 O38 

STS A, Prepayments 1.032 at 

Bee Current tax receivable 1,715 - 

Sos 20 Other investments oa - 

B00 Cash and cash equivalents oo, faa - 

615 67,006 45350 
Stoo asets classified az held for zale o nee 
615 67 O06 14,530 

Takal Aasseks 264 355 15,626 

Trareemk Dasakeslg ties 

Trade and other payables ot ah 34T 

B44, Cerivative Financial instruments ooo 1.037 

BS4E Accruals 4 O36 T63 

B306TOT Finance debe T 260 - 

Current tax payable 1321 - 

B3037TOT Provisions _. ott 110 

625 Total carrest liabilities 56 126 74111 

Lisbilitics directly associated with the assets classified as held for sale oO - 

_ $6,126 14,111 

Hom-cureeee leah ties 

ther payables 13,067 a1 

B64, Derivative Financial instruments 5187 2 ooo 

B646 Accruals a5i sfc 

B6OF Finance debt +4 fs - 

Ba Ceferred tax lisbilikes Ties - 

B35 Provisions 20 272 a20 

Defined benefit pengion plan and otherpost-retirement benefit plan deficits SGOT 
663 103,551 3,133 

613 Total linbilities 165,677 ifi24a 

Act Inter-company balances 565 

635 3,348    

  

            

  
  

Fixed Assets 

Inventory 

Trade and Other 

Receivables and Payables 

Derivative fair value 

Accruals 

Other 

Total excluding 
Inter-Company 

Net Inter-Company 

balances 

Total Capital Employed 

Son 
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% Group 

B/S 
  

1.3 <1% 

  

5.6 ~35% 
  

22% 

  

>100% 

  

~23% 
  

<1% 

  

~2% 

  

    $3.4bn   ~3% 
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